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[3810-70] . 
DEPARTMENT OF DEFENSE 


Privacy Act Issuances 
Notice of Incorporation by Reference 


Agency: Department of Defense (DoD). 4 

Summary: Federal agencies are required by the Privacy Act of 
1974 to give annual notice of certain records they maintain. The 
notices published last year were compiled by the Office of the Feder- 
al Register into “Privacy Act Issuances—1977 Compilation.” The 
purpose of this document is to incorporate by reference the notices 
that appear in “Privacy Act Issuances—1977 Compilation” and to 
publish in full those record systems of the DoD Components that 
have been added or amended since then. Also listed, by title and 
Citation, are those record systems that have since been revoked and 
therefore deleted. . 

Dates: This document fulfills the annual notice requirement of the 
Privacy Act for 1978. : 

For Further Information Contact: Lt Col Aurelio Nepa, Jr., 
USAF, Staff Director,. Defense Privacy Board, ODASD(A), Room 
5H-023, Forrestal Building, 1000 Independence Avenue SW., Wash- 
ington, D.C. 20314, 202-693-0987. } : : 

Supplementary Information: This document gives public notice 
that the Department of Defense is issuing its annual publication for 
1978 of record systems notices in Federal Register as required by 5 
U.S.C. 552a(e)(4) of the Privacy Act of 1978 (Public Law 93-579). 


Location of Notices in 1977 Compilation 


The DoD Privacy Act Issuances—1977 Compilation was published 
in the Federal Register, FR Doc. 77-28255, on September 28, 1977 at 
42 FR 50365. 

Availability of 1977 Compilation 

“Privacy Act Issuances—1977 Compilation” is available from Re- 
gional Depository Libraries at 50 locations around the country and 
can be examined at these libraries free of charge. The 1977 Compila- 
tion is also available at the General Services Administration Federal 
Information Centers, which are located at 30 central points around 
the country and may be examined at the central headquarters of the 
Department of Defense components. It is also available for purchase 
from the Superintendent of Documents, U.S. Government Printing 
Office, Washington, D.C. 20402. Upon request, the Office of the 
Federal Register will furnish a photocopy of the full text of a 
particular records system published in the.1977 Compilation for a 
nominal fee. 


Approval of the Director 

The notices of systems of records of the DoD “Privacy Act 
Issuances—1977 Compilation” are incorporated by reference. The 
Director of the Office of the Federal Register granted approval to 
incorporate by reference these Privacy Act issuances on July 13, 
1978. This 1978 compilation sets forth those systems of records for 
each DoD Component that have been added, amended or deleted 
since the 1977 compilation published on September 28, 1977 up to 
and including the August 7, 1978 issue of the Federal Register. No 
systems have been added, amended or deleted which were not previ- 
ously published as a notice in the Federal Register for public com- 
ment. Accordingly, this listing supersedes all previously published 
listings of system notices for the DoD since the 1977 DoD compila- 
tion published on September 28, 1977 (42 FR 50365) through and 
including 43 FR 34936 of August 7, 1978. This 1978 DoD annual 
Privacy Act Issuances compilation, which includes the 1977 DoD 
Privacy Act Issuances incorporated by reference, shall serve as a 
new base line of reference for any future additions, amendments or 
deletions of record system notices in the Federal Register for the 
DoD until the next annual compilation in 1979. 


Department of Defense Components 


The systems of records in the DoD which are subject to the 
Privacy Act are maintained by the Components of the Department. 
These Components are: 

U.S. Army. 


Defense Mapping Agency. 

Defense Civil Preparedness Agency. 

Office of the Secretary of Defense. 

Defense Advanced Research Projects Agency. 
Department of the Air Force. 

National Security Agency. 

Defense Nuclear Agency. 


NOTICES 


Organization of the Joint Chiefs of Staff. 

Defense Communications Agency. 

Defense Intelligence Agency. 

Department of the Navy/U.S. Marine Corps. 

Defense Contract Audit Agency. 

Defense Logistics Agency. 

Defense Security Assistance Agency. 

Defense Investigative Service. 

Uniformed Services University of the Health Sciences. 

The Defense Security Assistance Agency has no system of records 
which requires publication under the Privacy Act. The system no- 
tices which follow contain listings of all other Components of the 
Department of Defense. Taken together, the Component listings con- 
stitute the total systems of records in the Department which are 
required to be published. 

DEPARTMENT OF DEFENSE COMPONENT IDENTIFIERS 

Each published system of records is preceded by a code identifier. 
The first letter of the code represents the appropriate Component 
identifier. Following is a list of identifiers for the Department of 


Defense and its Components assigned by the Office of the Federal 
Register. 


IDENTIFIER—COMPONENT 
A—Department of the Army (DA) 
B—Defense Mapping Agency (DMA) 
C—Defense Civil Preparedness Agency (DCPA) 
D—Office of the Secretary of Defense (OSD) 
E—Defense Advanced Research Projects Agency (DARPA) 
F—Department of the Air Force (AF) 
G—National Security Agency (NSA) 
H—Defense Nuclear Agency (DNA) 
J—Organization of the Joint Chiefs of Staff (JCS) 
K—Defense Communications Agency (DCA) 
L—Defense Intelligence Agency (DIA) 
M—U.S. Marine Corps (USMC) 
N—Department of the Navy (DON) 
R—Defense Contract Audit Agency (DCAA) 
S—Defense Logistics Agency (DLA) 
T—Defense Security Assistance Agency (DSAA) - 
V—Defense Investigative Service (DIS) 


W—Uniformed Services University of the Health Sciences 
(USUHS) 


SUMMARY OF DOD SYSTEM NOTICES 


Department of the Army 

The U.S. Army Privacy Act Issuances—1977 Compilation, hereby 
incorporated by reference, was published in the Federal Register on 
September 28, 1977, at 42 FR 50367. Set forth immediately below are 
those record systems that have since been revoked and therefore 
deleted from the Army inventory of record system notices. Published 
further below, in full text and in sequence order, under a separate 
Army heading are those systems of records that the Department of 
the Army has added or amended since publication of the 1977 Com- 
pilation, as of August 7, 1978. 


Deletions—System Identification, System Name, and FR Citation and 
Date 

A0201.07aDACS, Personnel Accounting System (PAS), 43 FR 
15353, April 12, 1978. 

A0302.06cDACS, Accounting for Personal Money Allowances 
(PMA), 43 FR 15353, April 12, 1978. 

A0401.02USACIDC, Public Information, Administrative, and Ref- 
erence Paper Files, 43 FR 15353, April 12, 1978. 

A0411.032USACIDC, Release of Information Action Files, 43 FR 
15353, April 12, 1978. 

A0501.12DAMI, Subversion and Espionage Directed Against the 
U.S. Army (SAEDA), 43 FR 15353, April 12, 1978. 

A0508.25bUSACIDC, Index to Case Files—Republic of Vietnam 
CY 70 to CY 73, 43 FR 15353, April 12, 1978. 

A0614.03bOSA, Equal Employment Complaint File, 43 FR 26606, 
June 21, 1978. 

A0715.07aAMC, Personnel Utilization Reporting System, 43 FR 
26606, June 21, 1978. : 
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A0722.02DACH, Baptism, Marriage, and Funeral Files, 42 FR 
59099, November 15, 1977. 

A0728.01DAPC, Retired Personnel Data File, 43 FR 20607, July 
17, 1978. 

A1001.077-DAMO, Mailing List for PARAMETERS, USAWC 
Journal, 43 FR 26606, June 21, 1978. 

A1301.05aDAMA, Army Scientific Advisory Panel Personnel 
Files, 43 FR 26606, June 21, 1978. 


Defense Mapping Agency 
The Defense Mapping Agency Privacy Act Issuances—1977 Com- 
pilation, hereby incorporated by reference, was published in the 
Federal Register on September 28, 1977, at 42 FR 50670. There are 
no amendments, additions, or deletions of record systems notices for 
the agency, as of August 7, 1978. 


Defense Civil Preparedness Agency 


The Defense Civil Preparedness Agency Privacy Act Issuances— 
1977 Compilation, hereby incorporated by reference, was published 
in the Federal Register on September 28, 1977, at 42 FR 50709. 
There are no amendments or additions of record systems notices for 
the agency as of August 7, 1978. The following record system was 
revoked and deleted from the agency’s inventory of record systems. 


System Identification, System Name, and Citation and Date 


CWNG 3, Decision Information Distribution System (DIDS) Vol- 
unteers, 43 FR 30331, July 14, 1978. 


Office of the Secretary of Defense 

The Office of the Secretary of Defense (OSD) Privacy Act Is- 
suances—1977 Compilation, hereby incorporated by reference, was 
published in the Federal Register on September 28, 1977, at 42 FR 
50730. Set forth immediately below are those record systems that 
have since been revoked and therefore deleted from the OSD record 
systems inventory of notices. Published further below, in full text and 
in sequence order, under a separate Office of the Secretary of De- 
fense heading are those systems of records that the OSD has added 
or amended since publication of the 1977 Compilation, as of August 
7, 1978. 


Deletions—System Identification, System Name, FR Citation and Date 

DM&RA 04.0, Reenlistment Eligible File (RECRUIT), 43 FR 
2751, January 19, 1978. 

DM&RA 13.0, Survey Data Base, 43 FR 2751, January 19, 1978. 

DM&RA 14.0, MARDAC Data Base, 43 FR 2751, January 19, 
1978. 

DDR&E 01, Personnel Security Clearance Files, 43 FR 13091, 
March 29, 1978. 

DH&E 01, Personnel Files, 43 FR 13091, March 29, 1978. 

DH&E 02, Contact Files, 43 FR 13091, March 29, 1978. 

DH&E 03, Files of Personnel Evaluated for Employment in the 
Office of the ASD (H&E), 43 FR 13091, March 29, 1978. 

DM&RA 11.1, Military Absentees in Foreign Countries (Deserter), 
43 FR 13091, March 29, 1978. ; 

DPA&E 01, DoD Civilian Personnel Data File Extract, 43 FR 
13091, March 29, 1978. 

DPA&E 03, Civilian Personnel Sample, 43 FR 13091, March 29, 
1978. 

DCOMP AOl, Federal Employment Service Record Card, 43 FR 
26473, June 20, 1978. 

DCOMP BFO1, Travel Files, 43 FR 34936, August 7, 1978. 

DCOMP CD01, OSD General Correspondence Files, 43 FR 34936, 
August 7, 1978. 

DCOMP CD02, Cable Branch Personnel Administration Files, 43 
FR 34936, August 7, 1978. 

DCOMP P01, Supergrade Correspondence, Reports, and Case 
Files, 43 FR 34936, August 7, 1978. 

DCOMP P02, Job Opportunity Announcements, 43 FR 34936, 
August 7, 1978. 

DCOMP P03, DoD Program for Stability of Civilian Employment, 
43 FR 34936, August 7, 1978. 

DCOMP P04, Reduction-In-Force Case Files, 43 FR 34936, 
August 7, 1978. . ; 

DCOMP P05, Roster of When Actually Employed Employees, 43 
FR 34936, August 7, 1978. 

DCOMP P06, DoD-Wide Civilian Career Program for Comptrol- 
ler/Financial Management Personnel, 43 FR 34936, August 7, 1978. 
— P07, Incentive Awards Records, 43 FR 34936, August 7, 

DCOMP P08, Worker’s Compensation-On-The-Job Injuries Report 
File, 43 FR 34936, August 7, 1978. 

DCOMP P09, Computer Data Base, 43 FR 34936, August 7, 1978. 
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DCOMP P10, Training File, 43 FR 34936, August 7, 1978. 

DCOMP P12, Executive Development Programs File, 43 FR 
34936, August 7, 1978. 

— P13, Management Intern File, 43 FR 34936, August 7, 
DCOMP P14, Blood Donor Files, 43 FR 34936, August 7, 1978. 
DCOMP P15, Department of Defense Distinguished Service 

Medal Files, 43 FR 34936, August 7, 1978. 

DCOMP P16, Joint Service. Commendation Medal Recommenda- 
tions File, 43 FR 34937, August 7, 1978. 

DCOMP P17, Assignment Folders, 43 FR 34937, August 7, 1978. 

DCOMP P18, The Office of the Secretary of Defense Identifica- 
tion Badge Suspense Card System, 43 FR 34937, August 7, 1978. 
we P19, General/Flag Officer Files, 43 FR 34937, August 7, 

DCOMP P20, Report of Personnel Assigned Outside of Depart- 
ment of Defense, 43 FR 34937, August 7, 1978. 

DCOMP P21, Duty Status Cards, 43 FR 34937, August 7; 1978. 
. a P22, General/Flag Officer Roster, 43 FR 34937, August 
x gael P23, Roster of Military Personnel, 43 FR 34937, August 

DCOMP P24, Navy Officer Personnel Service Records, 43 FR 
34937, August 7, 1978. 
wae P25, Overseas Staffing Files, 43 FR 34937, August 7, 
wee P26, Protective Services File, 43 FR 34937, August 7, 

DCOMP P27, Pentagon Building Pass Application File, 43 FR 
34937, August 7, 1978. 

DCOMP P28, The Office of the Secretary of Defense Clearance 
File, 43 FR 34937, August 7, 1978. 

DCOMP P29, Employee Assistance Program Case Record Sys- 
tems, 43 FR 34937, August 7, 1978. 

DCOMP P30, Labor Management Relations Records Systems, 43 
FR 34937, August 7, 1978. 

DCOMP P31, Department of Defense Superior Service Medal, 43 
FR 34937, August 7, 1978. 

DCOMP P32, Standards of Conduct Inquiry File, 43 FR 34937, 
August 7, 1978. 

DCOMP P33, Statements of Affiliations and Financial Interests 
File, 43 FR 34937, August 7, 1978. 

DCOMP P34, Non-Career Personnel Job Files, 43 FR 34937, 
August 7, 1978. 

DCOMP SPMO001, Application for Pentagon Parking Permit, 43 
FR 34937, August 7, 1978. 

DCOMP SPM002, Pentagon Computeride, 43 FR 34937, August 7, 
1978. 

DDR&E 02, Office Director of Research and Development 
(ODDR&E) Personnel Administration Files, 43 FR 34937, August 7, 
1978. 

DDR&E 03, Office Director of Research and Development 
(ODDR&E), Inventor File, 43 FR 34937, August 7, 1978. 

DDR&E 04, Requests for Two-year Foreign Residence Waiver 
Files, 43 FR 34937, August 7, 1978. 

DH&E 04, Variable Incentive Pay for Medical Officers Data Man- 
agement System, 43 FR 34937, August 7, 1978. 

DI&L 01, I&L Administrative Files, 43 FR 34937, August 7, 1978. 

DM&RA 01.0, Overseas Education Correspondence Files, 43 FR 
34937, August 7, 1978. 

DM&RA 02.0, Teacher Application Files, 43 FR 34938, August 7, 
1978. 

DM&RA 03.0, Employer Support File (PLEDGE), 43 FR 34938, 
August 7, 1978. 

DM&RA 06.0, Department of Defense, Priority Placement Pro- 
gram (STOPPER LIST), 43 FR 34938, August 7, 1978. 

DM&RA 07.0, Department of Defense, Overseas Employment 
Program, 43 FR 34938, August 7, 1978. 

DM&RA 08.0, Central Automated Inventory and Referral System 
(CAIRS), 43 FR 34938, August 7. 1978. 

DM&RA 09.1, DRRI Student File, 43 FR 34938, August 7, 1978. 

DM&RA 10.0, Equal Opportunity Complaint File, 43 FR 34938, 
August 7, 1978. 

DM&RA 12.0, Reserve Components Common Personnel Data 
System (RCCPDS), 43 FR 34938, August 7, 1978. 

DM&RA 15.0, Reports of Defense related employment, 43 FR 
34938, August 7, 1978. 

DM&RA 16.0, Retired Personnel Master File, 43 FR 34938, 
August 7, 1978. 

DM&RA 17.0, DoD Overseas Dependent School Teachers Retro- 
active Pay Project, 43 FR 34938, August 7, 1978. 
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DSMS-01, DSMS Personnel Information Files, 43 FR 34938, 
August 7, 1978. 

DSMS-02, DSMS Siudent Files, 43 FR 34938, August 7, 1978. 

DSMS-03, DSMS Track Record System, 43 FR 34938, August if 
1978. 

DSMS-04, DSMS Academic Analysis System, 43 FR 34938, 
August 7, 1978. 

DSMS-05, DSMS Biographical Record System, 43 FR 34938, 
August 7, 1978. 

DSMS-06, DSMS Mailing List, 43 FR 34938, August 7, 1978. 


Defense Advanced Research Projects Agency 
The Defense Advanced Research Projects Agency (DARPA) Pri- 
vacy Act Issuances—1977 Compilation, hereby incorporated by ref- 
erence, was published in the Federal Register on September 28, 1977 
at 42 FR 50781. Set forth immediately below are those record sys- 
tems that have since been revoked and therefore deleted from the 
agency’s inventory of record system notices. Published further 
below, in full text and in sequence, under a separate DARPA head- 
ing are those systems of records that DARPA has amended since 

publication of the 1977 Compilation, as of August 7, 1978. 


Deletions—System Identification, System Name, FR Citation and Date 
E ARPA 001, Travel File, 43 FR 34979, August 7, 1978. 
E ARPA 002, Biographical Sketch, 43 FR 34979, August 7, 1978. 
E ARPA 003, ARPA Basic File, 43 FR 30331, July 14, 1978. 
E ARPA 004, ARPA Personnel, 43 FR 34979, August 7, 1978. 


Department of the Air Force 


The Air Force Privacy Act Issuances—1977 een. hereby 
incorporated by reference, was published in the Federal Register on 
September 28, 1977 at 42 FR 50784. Set forth immediately below are 
those record systems that have since been revoked and therefore 
deleted from the Air Force’s inventory of record system notices. 
Published further below, in full text and in sequence order, under a 
separate Air Force heading are those systems of records that the Air 
Force has added or amended since publication of the 1977 Compila- 
tion, as of August 7, 1978. 


Deletions—System Identification, System Name, FR Citation and Date 

F01102 DPPPN B, Responses to Congressional Inquiries, 42 FR 
64322, December 22, 1977. 

F01102 DPXVE C, Congressional Correspondence, 42 FR 64322, 
December 22, 1977. 

F01102 DPXVV E, Congressional Inquiries/Legislative Liaison, 42 
FR 64322, December 22, 1977. 

F01102 REPX D, Congressional Inquiry File, 42 FR 64322, 
December 22, 1977 

F01102 OIACYVA, Congressional Inquiries, 42 FR 64322, Decem- 
ber 22, 1977. 

F03001 OCGBUZB, Drug Abuse Control Case Files, 42 FR 64322, 
December 22, 1977. 

F03504 OKPMQSD, AU Potential Faculty List, 42 FR 64322, 
December 22, 1977. 

F03504 OKPNQSE, Officer Assignment Logs, 42 FR 64322, De- 
cember 22, 1977. 

F03504 OKPNQSF, Cooperative Degree, Accounting System, 42 
FR 64322, December 22, 1977. 

F040XX DPCD, A, Civilian Personnel Management Information 
System, 42 FR 64322, December 22, 1977. 

F04009 DPCD A, Civilian Personnel Statistical Accounting 
System, 42 FR 64322, December 22, 1977. 

F0500i1 OJ DOTA, Program ninibaales Records, 42 FR 
64322, December 22, 1977. 

F05002 OJ DOTD, Individual Academic Records, 42 FR 64323, 
December 22, 1977. 

F05101 OJ DOTD, Flying Training Records, 42 FR 64323, De- 
cember 22, 1977. 

F05101 OJ DOTE, Flying Training Records, 42 FR 64323, Decem- 
ber 22, 1977. 

F1i2001 DPXSE B, Investigations/Complaints Files, 42 FR 64323, 
December 22, 1977 

F12701 OYUEBLA, Individual Accident/Violation and Safety 
Training Record, 42 FR 64323, December 22, 1977. 

F17603 DPMSPAA, Dishonored Check Control Record, 42 FR 
64323, December 22, 1977. 

F17603 DPMSPAB, Internal Accounts Receivable, 42 FR 64323, 
December 22, 1977. 

ee ae Air Force Open Mess Program, 42 FR 64323, 


r 22, 
Fi 7607 DPMSOBA, Areo Club Membership/Training Records, 42 
FR 64323, December 22, 1977. 
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F21501 DPMSP A, Child Care Attendance Records, 42 FR 64323, 
December 22, 1977. 

F21501 DPMSP B, Recreation Volunteer and Application Rec- 
ords, 42 FR 64323, December 22, 1977. 

F21501 DPMSP C, Interservice Photography Contest Entry Rec- 
ords, 42 FR 64323, December 22, 1977. 

F40-2-2 FZHTVA, E246 Civilian Skills Locator System, 42 FR 
64323, December 22, 1977. 

F00401 OSHCHLB, Sensitive Compartment Information (SCI) Per- 
sonnel Security Records, 43 FR 16894, April 20, 1978. 

F01001 OBXQPCC, Commander’s Patient Status Report (Cadet), 
43 FR 16894, April 20, 1978. 

F01001 OBXQPCD, Cadet Appointment System, 43 FR 16894, 
April 20, 1978. 

F01001 OBXQPCE, Cadet Wing Movement, 43 FR 16894, April 
20, 1978. 

F01001 OQPTFLA, Human Reliability for Special Missions, 43 
FR 16894, April 20, 1978. 

F01003 OBXQPCA, Cadet Promotion List, 43 FR 16894, April 20, 
1978. 

F01101 OJ TTSA, Student Record of Training, 43 FR 16894, 
April 20, 1978. 

F01101 OJMPLSA, Source Support and Control Data Basic 
Trainee Records, 43 FR 16894, April 20, 1978. 

F01101 OJMPLSC, Nelson Denny Reading Test Answer Sheets, 
43 FR 16894, April 20, 1978. 

F01102 OYUEBLA, Locator or Personnel Data, 43 FR 16894, 
April 20, 1978. 

F01103 OBXQPCG, Navigation Course Number 470, Flight Mis- 
sion Report, 43 FR 16894, April 20, 1978. 

F02002 OBXQPCB, Cadet Records System, 43 FR 16894, April 
20, 1978. 

F02701 OBXQPCA, Cadet Summer Training, 43 FR 16894, April 
20, 1978. 

F003001 XOBXQPCA, Graduate Programs, 43 FR 16894, April 
20, 1978. 

F003004 XOIACYVB, Processed Transactions, 43 FR 16894, April 
20, 1978. 

F03004 XOIACYVE, Periodic Reconciliation File, 43 FR 16894, 
April 20, 1978. 

F03004 XOIACYVF, Accession Listing, 43 FR 16894, April 20, 
1978. 

F03004 XOIACYVG, Input Transaction Registers, 43 FR 16894, 
April 20, 1978. 

F03501 OBXAPCC, Cadet Disciplinary System, 43 FR 16894, 
April 20, 1978. 

F03501 OYUEBLA, Informational Personnel Records, 43 FR 
16894, April 20, 1978. 

F03501 OYUEBLB, Informational Personnel Records, 43 FR 
16894, April 20, 1978. 

F03501 OIACYVA, Informational Personnel Records, 43 FR 
16894, April 20, 1978. 

F03501 OIACYVB, Informational Personnel Record, 43 FR 16895, 
April 20, 1978. 

F03501 OIACYVC, Informational Personnel Record, 43 FR 16895, 
April 20, 1978. 

F03501 OIACYVD, Information Personnel Record (Mobilization 
Augmentee File), 43 FR 16895, April 20, 1978. 

F03501 OIACYVF, Informational Personnel Record, 43 FR 16895, 
April 20, 1978. 

F03501 OOVDYDA, Informational Personnel Record, 43 FR 
16895, April 20, 1978. 

F03501 XOBXQPCA, Administrative Disenroliment and Investiga- 
tions, 43 FR 16895, April 20, 1978. 

F03501 XOBXQPCC, Academy Cadet Honor Committee Case 
Files, 43 FR 16895, April 20, 1978. 

F03501 XOIACYVH, Air Force Service Number/Social Security 
Number, Cross Reference Rosters, 43 FR 16895, April 20, 1978. 
Bey XOIACYV3J, Bad Address Card File, 43 FR 16895, April 

F03501 XOIACYVK, Control Cards for Vouchers for Medical 
Services, 43 FR 16895, April 20, 1978. 

F03501 XOIACYVL, Medical Mobilization Augmenter Personnel 
Management Files, 43 FR 16895, April 20, 1978. 

F03501 XOIACYVM, Medical Service Liaison, Officer Program 
Card File, 43 FR 16895, April 20, 1978. 

F03501 XOIACYVN, Medical Actions Card File, 43 FR 16895, 
April 20, 1978. 

F03501 XOIACYVP, Air Reserve Information, Squadron Bio- 
graphical Files, 43 FR 16895, April 20, 1978. 
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F03501 XOIACYVR, Chaplain Personnel Management Files, 43 
FR 16895, April 20, 1978. 

F03501 XOIACYVS, Personnel Management Records, 43 FR 
16895, April 20, 1978. 

F03501 XOIACYVT, Chaplain Biographical File, 43 FR 16895, 
April 20, 1978. 

F03501 ‘XOIACYVW, Personnel Management Files, 43 FR 16895, 
April 20, -1978. 

F03502 OBXQPCC, Cadet Personnel Records, 43 FR 16895, April 
20, 1978. 

F03502 XOBXQPCA, Academic Counseling Record, 43 FR 16896, 
April 20, 1978. 

F03504 DPMYCOE, Outgoing Clearance Record, 43 FR 16896, 
April 20, 1978. 

F03504 DPMYCOG, Relocation Preparation Project Folders, 43 
FR 16896, April 20, 1978. 

F03504 DPMYCOH, Separation Relocation Project Folders, 43 
FR 16896, April 20, 1978. 

F03506 OJ DOSA, Armed Services Vocational Aptitude Battery 
(OASVAB) Test Cards, 43 FR 16896, April 20, 1978. 

F03509 OJMPLSA, Discharge and Separation Records, 43 FR 
16896, April 20, 1978. 

F04501 OIACYVB, Application for Appointment Medical Corps, 
43 FR 16896, April 20, 1978. 

F04501 XOIACYVB, Air Force Reserve Applications for Ex- 
tended Active Duty, 43 FR 16896, April 20, 1978. 

F0S5001 OBXQPCA, Cadet Information Card, 43 FR 16896, April 
20, 1978. 

F05001 OBXQPCB, Academic Scheduling, 43 FR 16896, April 20, 
1978. 

F05001 OBXQPCH, Collateral Training Records, 43 FR 16896, 
April 20, 1978. 

F05001 OJMPLSB, Student Collateral Training Records, 43 FR 
_ 16896, April 20; 1978. 

F05002 OJ TTAA, Field Training Student, Attendance and Rating 
Records, 43 FR 16896, April 20, 1978. 

F05002 OJ TTSA, Student Record of Training, 43 FR 16896, 
April 20, 1978. 

F05002 OJMPLSA, Training Progress Reading, Proficiency Case 
Files, 43 FR 16896, April 20, 1978. 

F05101 OCGBUZA, Aircrew Training Records Aerospace De- 
fense Command (ADC), 43 FR 16896, April 20, 1978. 

F05101 OCBBUZB, Aircrew Training Records, F106 Aircraft, 43 
FR 16896, April 20, 1978. 

F05101 OCGBUZC, Aircrew Training Records, F101 Aircraft, 43 
FR 16896, April 20, 1978. 

F05101 OCGBUZD, Aircrew Training Records, F102 Aircraft, 43 
FR 16896, April 20, 1978. 

F05101 OCGBUZE, Aircrew Training Records, F4 Aircraft, 43 
FR 16896, April 20, 1978. 

F05101 OCGBUZF, Aircrew Training Records, T33 Aircraft, 43 
FR 16896, April 20, 1978. 

F05304 OBXQPCB, Academic Requirements, 43 FR 16896, April 
20, 1978. 

ae OBXQPCC, Academic Grades, 43 FR 16896, April 20, 


F10010 OYUEBLA, Military Affiliate Radio System (MARS) Sta- 
tion Questionnaire, 43 FR 16896, April 20, 1978. 

F1i0010 OYUEBLB, Military Affiliate Radio System (MARS) Per- 
sonnel Action, 43 FR 16896, April 20, 1978. 

Fi1001 JACC G, Litigation Records; Tort Claims, Admiralty, Col- 
lection and Hospital Recovery Acts, 43 FR 16897, April 20, 1978. 
wie 1001 JACL E, Civil Litigation Records, 43 FR 16897, April 20, 


F11001 BJACI B, Foreign Civil Litigation, 43 FR 16897, April 20, 
78. 


F16001 OBXQPCA, Cadet Injury/Illness Report, 43 FR 16897, 
April 20, 1978. 

F16001 OSPCZPC, Physicians Assistant Evaluations, 43 FR 16897, 
April 20, 1978. 

F20503 DAI A, Nomination Files of Personnel Evaluated for 
Presidential Support Duties, 43 FR 16897, April 20, 1978. 

F20503 BAI B, Assignment Record Files for Personnel Selected 
for Presidential Support Duties, 43 FR 16897, April 20, 1978. 
Pa DPCE C, Security Case Files, 43 FR 16897, April 20, 

78. 

F20505 DAI A, Personnel Security Record Files, 43 FR 16897, 
April 20, 1978. 

F20505 DPMRPPD, Air Force Security Program Cases, 43 FR 
16897, April 20, 1978. 
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F26501 ore ng Cadet Religious Information Card, 43 FR 
16897, April 20, 1978 


wn F53701 OBXQPCA, Cadet Evaluation, 43 FR 16897, April 20, 


F53701 OBXQPCB, Cadet Wing Strength Accounting System, 43 
FR 16897, April 20, 1978. 

F53701 OBXQPCB, Air Force Academy Administrative Records, 
43 FR 16897, April 20, 1978. 


National Security Agency 
The National Security Agency (NSA) Privacy Act Issuances— 
1977 Compilation, hereby incorporated by reference, was published 
in the Federal Register on September 28, 1977 at 42 FR 51065. There 
are no amendments, additions or deletions of record systems notices 
for the agency, as of August 7, 1978. 


Defense Nuclear Agency 


The Defense Nuclear Agency (DNA) Privacy Act Issuances— 
1977 Compilation, hereby incorporated by reference, was published 
in the Federal Register on September 28, 1977 at 42 FR 51073. There 
are no deletions of record systems from this agency’s inventory, as of 
August 7, 1978. Published further below, in full text and in sequence 
order, under a separate Defense Nuclear Agency heading are those 
record systems that the DNA has added or amended since publica- 
tion of the 1977 Compilation, as of August 7, 1978. 


Organization of the Joint Chiefs of Staff 


The Organization of the Joint Chiefs of Staff (OJCS) Privacy Act 
Issuances—1977 Compilation, hereby incorporated by reference, was 
published in the Federal Register on September 28, 1977 at 42 FR 
51079. Set forth immediately below is a record system that has since 
been revoked and therefore deleted from the OJCS’s inventory of 
record system notices. Published further below, in full text and in 
sequence order, under a separate OJCS heading are those systems of 
records that the OJCS has amended since publication of the 1977 
Compilation, as of August 7, 1978. 


Deletion—System Identification, System Name, FR Citation and Date 


JOJCSO03SMB, Directorate Administrative Services Message In- 
formation Systems (DASMIS), 43 FR 34982, August 7, 1978. 


Defense Communications Agency 

The Defense Communications Agency (DCA) Privacy Act Is- 
suances—1977 Compilation, hereby incorporated by reference, was 
published in the Federal Register on September 28, 1977 at 42 FR 
51081. There are no deletions of record systems from the agency’s 
inventory, as of August 7, 1978. Published further below, in full text 
and in sequence order, under a separate Defense Communications 
Agency heading are those record systems that the agency has added 
since publication of the 1977 Compilation, as of August 7, 1978. 


Defense Intelligence Agency 

The Defense Intelligence Agency (DIA) Privacy Act Issuances— 
1977 Compilation, hereby incorporated by reference, was published 
in the Federal Register on September 28, 1977 at 42 FR 51117. Set 
forth immediately below are those record systems that have since 
been revoked and therefore deleted from the agency’s inventory of 
record system notices. Published further below, in full text and in 
sequence order, under a separate Defense Intelligence Agency head- 
ing are those systems of records that the agency has amended since 
publication of the 1977 Compilation, as of August 7, 1978. 


Deletions—System Identification, System Name, FR Citation and Date 
L DIA 0001, Employee Performance Appraisals, 43 FR 24353, 


| June 5, 1978 


L DIA 0002, Reserve Personnel Status, 43 FR 24353, June 5, 1978. 

L DIA 0003, Agency Checkout File, 43 FR 24353, June 5, 1978. 

L DIA 0004, Reemployment Rights File, 43 FR 24353, June 5, 
1978. 

L DIA 0006, DoD Priority Placement and Overseas Employment 
Programs, 43 FR 24353, June 5, 1978. 

L DIA 0007, Reduction in Force (RIF) Case Files, 43 FR 24353, 
June 5, 1978. 

L DIA 0008, Civilian Employee Compensation Records, 43 FR 
24353, June 5, 1978. 

L DIA 0009, Guest Lecturer File, 43 FR 24353, June 5, 1978. 

L DIA 0013, Defense Intelligence Agency Personnel Roster, 43 
FR 24353, June 5, 1978. 

L DIA 0014, Field Personnel Folder, 43 FR 24353, June 5, 
1978. 

L DIA 0016, Rotary Card File, 43 FR 24353, June 5, 1978. 

L DIA 0017, Personnel Actions (Civilian), 43 FR 24353, June 5, 
1978. 
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L DIA 0018, Military Personnel Procurement, DIA Form 83, 43 
FR 24353, June 5, 1978. 

L DIA 0019, Emergency Alert and Recall Rosters, 43 FR 24353, 
June 5, 1978. 

L DIA 0020, Joint Table of Distribution, 43 FR 24353, June 5, 
1978. 

L DIA 0021, Training Locator Cards, 43 FR 24353, June 5, 1978. 

L DIA 0022, Movement of Personnel, 43 FR 24353, June 5, 1978. 

L DIA 0100/04, Personnel File Index, 43 FR 24353, June 5, 1978. 

L DIA 0100/14, Office Administration—Dining Room Passes, 43 
FR 24353, June 5, 1978. 

L DIA 0103/01, Personnel security and security Clearance Status 
Index, 43 FR 24353, June 5, 1978. 

L DIA 0103/02, Personnel Security Case Records Retirement Re- 
trieval Index, 43 FR 24353, June 5, 1978. 

L DIA 0107, Board of Visitors File (BOV), 43 FR 24354, June 5, 
1978. 

L DIA 0108/01, Health, Welfare, and Charities, 43 FR 24354, June 
5, 


1978. 
L DIA 0108/02, Health, Welfare, and Recreation, 43 FR 24354, 
June 5, 1978. 

L DIA 0116, Telephone Records, 43 FR 24354, June 5, 1978. 

L DIA 0121, Locator Service/Postal Directory, 43 FR 24354, 
June 5, 1978. 

L DIA 0127, Graphic Arts Management (GAMS), 43 FR 24354, 
June 5, 1978. 

L DIA 0136, Movement of Personnel/Travel, 43 FR 24354, June 
5, 1978. 
L DIA 0137, Transportation Officers Lists, 43 FR 24354, June 5, 


1978 

L DIA 0138, Local Transportation Records, 43 FR 24354, June 5, 
1978. 

L DIA 0139, Vehicle Parking, 43 FR 24354, June 5, 1978. 

L DIA 0145, Individual Identification Records, 43 FR 24354, June 
5, 1978. 

L DIA 0230, Organization Planning and Manpower, 43 FR 24354, 
June 5, 1978. 

L DIA 0241, Administrative Publications, 43 FR 24354, June 5, 
1978. 

L DIA 0272, Complaint, 43 FR 24354, June 5, 1978. 

L DIA 0285, Director’s Correspondence File, 43 FR 24354, June 
5, 1978. 

-- DIA 0400, Production Control System, 43 FR 24354, June 5, 


. DIA 0413, Service Record Card (SF-7) File, 43 FR 24354, June 
1978 
L DIA 0414, Supervisor’s Records of Employees, 43 FR 24354, 
June 5, 1978. 
L DIA 0416, Civilian Personnel Administrative Records, 43 FR 
24354, June 5, 1978. 
L DIA 0420/01, Defense Special Career Automated System, 43 
FR 24354, June 5, 1978. 
m4 DIA 0430, Complaints/Investigations, 43 FR 24354, June 5, 
L DIA 0430/01, Employee Grievances and Appeals, 43 FR 24354, 
June 5, 1978. 
L DIA 0436, Incentive Awards, 43 FR 24354, June 5, 1978. 
L DIA 00436/01, Classified Letters of Appreciation File, 43 FR 
24354, June 5, 1978. 
a DIA 0440, Requests for Reassignment, 43 FR 24354, June 5, 
L DIA 0440/01, Qualifications, Placements, and Promotions, 43 
FR 24354, June 5, 1978. 
A DIA 0442, Applicants for Employment, 43 FR 24354, June 5, 
L DIA 0443, Job Opportunities (Selection of High Potential Em- 
ployees), 43 FR 24355, June 5, 1978. 
L DIA 0451, Position Description, 43 FR 24355, June 5, 1978. 
L DIA 00460/01, DIA Form 209, 43 FR 24355, June 5, 1978. 
L DIA 0470, Military Service Administrative Records, 43 FR 
24355, June 5, 1978. 
: — 0490, Military Personnel Procurement, 43 FR 24355, June 
: gg 0530, Intelligence Collection Records, 43 FR 24355, June 
L DIA 0600, Defense Intelligence Agency, Directorate for Infor- 
mation Systems Security Files, 43 FR 24355, June 5, 1978. 
ms DIA 0600/02, Request for Clearance, 43 FR 24355, June 5, 
/ 
L DIA 0620, System Access Log and Directory, 43 FR 24355, 
June 5, 1978. 


NOTICES 


-L DIA 0640/01, Personnel Security Investigation Files, 43 FR 
24355, June 5, 1978. 

L DIA 0640/02, Visitor Accreditation File, 43 FR 24355, June 5, 
1978. 

L DIA 0650/02, Security Management Information System 
(SMIS), 43 FR 24355, June 5, 1978. 

L DIA 0650/03, Sensitive Compartmented Information (SCI) 
Access Files, 43 FR 24355, June 5, 1978. 

L DIA 0650/04, Clearance Certification File, 43 FR 24355, June 5, 
1978. 

L DIA 0660/01, Security Violations, 43 FR 24355, June 5, 1978. 

L DIA 0700, Supply, Space and Facilities, Policy and Planning, 43 
FR 24355, June 5, 1978. 

L DIA 0710, Contract Correspondence, 43 FR 24355, June 5, 1978. 

L DIA 0733, Reports of Survey, 43 FR 24355, June 5, 1978. 

L DIA 0802, Project Files, 43 FR 24355, June 5, 1978. 

L DIA 0803, Defense Attache Investigation File, 43 FR 24355, 
June 5, 1978. 

L DIA 0804, Defense Attache Roster, 43 FR 24355, June 5, 1978. 

L DIA 0805, Request for Irregular Overtime, 43 FR 24355, June 5, 
1978. 

L DIA 0806, Security, 43 FR 24355, June 5, 1978. 

L DIA 0807, Management Analysis, 43 FR 24355, June 5, 1978. 

L DIA 0808, Training Facilities Records, 43 FR 24355, June 5, 
1978. 

L DIA 0808/01, Request for Training, 43 FR 24355, June 5, 1978. 

L DIA 0809, Off Duty Employment Report, 43 FR 24355, June 5, 
1978. 

L DIA 0810, Library Circulation File, 43 FR 24356, June 5, 1978. 

L DIA 0811, Intelligence Report Indexing System (IRISA), 43 FR 
24356, June 5, 1978. 

L DIA 0812, ASDIA All Source Document Index, 43 FR 24356, 
June 5, 1978. 

L DIA 0814, Timekeeper Station Listing, 43 FR 24356, June 5, 


1978. 

L DIA 0815, Cost of Annual Leave Balance Report, 43 FR 24356, 
June 5, 1978. 

L DIA 0816, DIA Employee Personal Services DA 2449, 43 FR 
24356, June 5, 1978. 

L DIA 0817, DIA Employee Bond Issuance Schedule DD 1804C, 
43 FR 24356, June 5, 1978. 

L DIA 0818, DIA Employee Civilian Payroll Checks Listing, 43 


FR 24356, June 5, 1978 

L DIA 0820, DIA Employee Payroll Authorization for Disposi- 
tion of Salary Check, Bond DIA 945, 43 FR 24356, June 5, 1978. 

L DIA 0821, DIA Travel Record DIA 766, 43 FR 24356, June 5, 
1978. 

L DIA 0822, Signature Card DD 577, Individual Signature Cards, 
43 FR 24356, June 5, 1978. 

L DIA 0823, Requests for Waiver of Indebtedness Resulting from 
Erroneous Payments, 43 FR 24356, June 5, 1978. 

L DIA 0824, Retirement Records SF 2806, 43 FR 24356, June 5, 
1978. 

L DIA 0825, DIA 53 Payclerks/Supervisor Name Card, 43 FR 
24356, June 5, 1978. 

L DIA 0826, Request for DoD Management Education and Train- 
ing Program Courses, 43 FR 24356, June 5, 1978. 
— 0860, Payroll Service Request Form, 43 FR 24356, June 5, 

L DIA 0879, Cancellation of Allotment of Pay for Credit to 
Financial Institution, 43 FR 24356, June 5, 1978. 

L DIA 1164, Claim for Reimbursement for Expenditures on Offi- 
cial Business, 43 FR 24356, June 5, 1978. 

L DIA 1198, Request by Employee for Allotment of Pay for 
Credit to Savings Account, 43 FR 24356, June 5, 1978. 
. a 1351, Travel Voucher or Subvoucher, 43 FR 24356, June 

L DIA 1727, Application, Change, Cancellation for U.S. Savings 
Class A Pay Reservation, 43 FR 24356, June 5, 1978. 


U.S. Marine Corps 


The U.S. Marine Corps (USMC) Privacy Act Issuances—1977 
Compilation, hereby incorporated by reference, was published in the 
Federal Register on September 28, 1977 at 42 FR 51177. Set forth 
immediately below are those record systems that have since been 
revoked and therefore deleted from the USMC inventory of record 
system notices. Published further below, in full text and in sequence 
order, under a separate U.S. Marine Corps heading are those systems 
of records that the USMC has added or amended since publication of 
the 1977 Compilation, as of August 7, 1978. 
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Deletions—System Identification, System Name, FR Citation and Date 
MIL00020, First Marine Division Personnel Assigned to Operation 
New Arrivals, 43 FR 5473, February 8, 1978. i 
MMN00003, Manpower Management System, 43 FR 5473, Febru- 
ary 8, 1978. 


Department of the Navy 

The Department of the Navy (DON) Privacy Act Issuances—1977 
Compilation, hereby incorporated by reference, was published in the 
Federal Register on September 28, 1977 at 42 FR 51229. Set forth 
immediately below is a record system that has since been revoked 
and therefore deleted from the Navy’s inventory of record system 
notices. Published further below, in full text and in sequence order, 
under a separate Department of the Navy heading are those systems 
of records that the Navy has added or amended since publication of 
the 1977 Compilation, as of August 7, 1978. 


Deletion—System Identification, System Name, FR Citation and Date 


NO00011 09B, Reports of Disposition of Personal Money 
Allowances and Position Allowances, 43 FR 16367, April 18, 1978. 


Defense Contract Audit Agency 
The Defense Contract Audit Agency (DCAA) Privacy Act Is- 
suances—1977 Compilation, hereby incorporated by reference, was 
published in the Federal Register on September 28, 1977 at 42 FR 
51358. Set forth immediately below are those record systems that 
have since been revoked and therefore deleted from the agency’s 
inventory of record system notices. There are no additions or amend- 
ments of record systems to the agency’s inventory since publication 

of the 1977 Compilation, as of August 7, 1978. 


Deletions—System Identification, System Name, FR Citation and Date 

RDCAA 110.8, Parking Permits and Vehicle Registration, 43 FR 
13605, March 31, 1978. 
- RDCAA 110.9, Temporary Passes and Permits for Visitors and 

Vehicles, 43 FR 13605, March 31, 1978. 

RDCAA 120.8, Property Pass Files, 43 FR 13605, March 31, 1978. 

RDCAA 151.11, Security Training and Orientation, 43 FR 13605, 
March 31, 1978. 

RDCAA 152.11, Notification of Security Clearance Status, 43 FR 
13605, March 31, 1978. 
RDCAA 153.3, Key Control Records, 43 FR 13605, March 31, 
1978. : 

RDCAA 205.09, Delegations of Authority, 43 FR 13605, March 
31, 1978. 

RDCAA 341.6, Letters of Commendation and Appreciation, 43 FR 
13605, March 31, 1978. 

RDCAA 422.5, Disbursement Vouchers, 43 FR 13605, March 31, 
1978. 


Defense Logistics Agency 

The Defense Logistics Agency (DLA) Privacy Act Issuances— 
1977 Compilation, hereby incorporated by reference, was published 
in the Federal Register on September 28, 1977 at 42 FR 51388. There 
are no deletions of record systems from the agency’s inventory, as of 
August 7, 1978. Published further below, in full text and in sequence 
order, under a separate Defense Logistics Agency heading are those 
record systems that the agency has added since publication of the 
1977 Compilation, as of August 7, 1978. 


Defense Security Assistance Agency 
The Defense Security Assistance Agency (DSAA) has no systems 
of records which requires publication under the Privacy Act. 


Defense Investigative Service 


The Defense Investigative Service (DIS) Privacy Act Issuances— 
1977 Compilation, hereby incorporated by reference, was published 
in the Federal Register on September 28, 1977 at 42 FR 51425. There 
are no deletions of record systems from the agency’s inventory, as of 
August 7, 1978. Published further below, in full text and in sequence 
order, under a separate Defense Investigative Service heading are 
those systems of records that the agency has added or amended since 
publication of the 1977 Compilation as of August 7, 1978. 


Uniformed Services University of the Health Sciences 
The Uniformed Services University of the Health Sciences 
(USUHS) Privacy Act Issuances—1977 Compilation, hereby incorpo- 
rated by reference, was published in the Federal Register on Septem- 
ber 28, 1977 at 42 FR 51437. There are no deletions of record 
systems from the USUHS inventory, as of August 7, 1978. Published 
further below, in full text and in sequence order, under a separate 
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USUHS heading are those record systems that have been amended 


since publication of the 1977 Compilation, as of August 7, 1978. 


Maurice W. Roche, 
Director, Correspondence and Directives 
Washington Headquarters Service 
Department of Defense. 


September 6, 1978. 


UNITED STATES ARMY 


AAFES0307.01 
System name: 
0307.01 Carpooling Program 
System location: 
Headquarters Army and Air Force Exchange Service (HQ 


AAFES), Administrative Services Division, Headquarters Personnel 
Branch (AD-P), Dallas, TX 75222. 


Categories of individuals covered by the system: 

All HQ AAFES personnel who voluntarily participate in carpool 
program. 

Categories of records in the system: 

Name, duty address and phone number, hours of duty, residence 
address and phone number, and any other information necessary for 


carpool arrangements which may include map coordinates of home 
or nearby reference points, working hours, etc. 

Authority for maintenance of the system: 

10 U.S.C. 3012 and 8012 which identify the powers and duties 
delegated by the Secretary of the Army and the Secretary of the Air 
Force, respectively, each of whom is responsible for and has the 
authority necessary to conduct all affairs of his respective depart- 
ment, including functions necessary or appropriate for administration. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Internal use: To assist HQ AAFES personnel who desire to form 
carpools. 

External use: To the City of Dallas, TX for inclusion in its Ride- 
sharing Program. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Alphabetically by employee name. 

Safeguards: : 

Information is retained in file cabinets. Work and storage area is 


within a controlled building, access to which is limited to assigned 
personnel. 


Retention and disposal: 


Retained until such time as individual’s employment with HQ 
AAFES is terminated, after which record is destroyed. 


System manager(s) and address: 


Director, Administrator Services Division, HQ AAFES, Dallas, 
TX 75222. 


Notification procedure: 
Information may be obtained from: 
HQ AAFES (AD-P) 
Dallas, TX 75222 
Telephone: Area Code 214/330-3871 
Record access procedures: 


Requests from individuals should be addressed to: HQ AAFES, 
ATTN: AD-P, Dallas, TX 75222. 
Written requests for information should contain the full name of 


-the individual, social security number, and duty phone number. 


Personal visits may be made to the Administrative Services Divi- 
sion, HQ AAFES. Individual should be able to provide acceptable 
identification such as a valid driver’s license. 

Contesting record procedures: 

The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by individuals concerned 
are contained in Army Regulation 340-21. 
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Record source categories: 

Provided by individual interested in carpool program. 

Systems exempted from certain provisions of the act: 

None. 

AAFES0406.12a 
System name: 

0406.12a Skills Bank File (Employee Skills Survey) 

System location: 

Headquarters Army and Air Force Exchange Service (HQ 
AAFES), Dallas, TX; HQ AAFES-Europe; HQ AAFES-Pacific: 
HQ AAFES-Alaska; all regional offices; base and post exchange 
offices within the Army and the Air Force. 

Categories of individuals covered by the system: 

All AAFES regular full time (RFT) and regular part-time (RPT) 
hourly pay plan (HPP) employees and intermittent (regularly sched- 
uled) employees. 

Categories of records in the system: 

Name, social security number (SSN), current job title, grade, duty 
phone, job location, date of Skills Survey (AAFES Form 1200-61), 
education/training courses completed, skills/experience acquired, 
skills used in daily work, and those identified as needed. 

Authority for maintenance of the system: 

10 U.S.C. 3012 and 8012 which identify the powers and duties 
delegated by the Secretary of the Army and the Secretary of the Air 
Force, respectively, each of whom is responsible for and has the 
authority necessary to conduct all affairs of his respective depart- 
ment, including functions negessary or appropriate for the training 
operations and administration. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To aid servicing personnel office in identifying and referring quali- 
fied employees for vacant positions. A skills bank for HQ AAFES 
employees is established/maintained from Employee Skills Survey, 
AAFES Form 1200-61. The completed forms are filed alphabetically 
by employee name. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Alphabetically by employee name. 

Safeguards: 

Files are maintained in locked file cabinets. 

Retention and disposal: 

Retained until such time as employee retires, resigns, or is other- 
wise separated, at which time record is destroyed. Upon employee’s 
transfer to another AAFES location file is forwarded to gaining 
personnel office. 

System manager(s) and address: 

Director, Administrative Services Division, HQ AAFES, Dallas, 
TX 75222. 

Notification procedure: 

Information may be obtained from: 

HQ AAFES (AD-P) 
Dallas, TX 75222 
Telephone: Area Code 214/330-3871 

Record access procedures: 

Requests from individuals should be addressed to: HQ AAFES, 
ATTN: AD-P, Dallas, TX 75222. 

Written requests for information should contain the full name of 
the individual, SSN, duty phone, and job location. 

Personal visits may be made to the Administrative Services Divi- 
sion. Individuals should provide acceptable identification such as a 
valid driver's license. 

Contesting record procedures: 

The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by individuals concerned 
are contained in Army Regulation 340-21. 


Record source categories: 


NOTICES 


Employee Skills Survey (AAFES Form 1200-61), submitted by 
eligible RFT and RPT HPP employees and intermittent (regularly 
scheduled) employees. 


Systems exempted from certain provisions of the act: 
None. 
AAFES0406.12b 
System name: 

0406.12b Employee Career Development Plan File 

System location: 

Headquarters Army and Air Force Exchange Service (HQ 
AAFES), Dallas, TX; HQ AAFES-Europe; HQ AAFES-Pacific; 
HQ AAFES.-Alaska; all regional offices; base and post exchange 
offices within the Army and the Air Force. 

Categories of individuals covered by the system: 


All AAFES regular full time (RFT) and regular part-time (RPT) 


hourly pay plan (HPP) employees and intermittent (regularly sched- 


uled) employees. 

Categories of records in the system: 

Name, social security number (SSN), current job title, grade, duty 
phone, job location, career goals as identified on AAFES Form 1200- 
62 and progress in achieving goals, career appraisals, and employee/ 
supervisor comments. 

Authority for maintenance of the system: 

10 U.S.C. 3012 and 8012 which identify the powers and duties 
delegated by the Secretary of the Army and the Secretary of the Air 
Force, respectively, each of whom is responsible for and has the 
authority n to conduct all affairs of his respective depart- 
ment, including functions necessary or appropriate for the training 
operations and administration. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To provide HQ AAFES Personnel Branch (AD-P) a central refer- 
ence of identifiable employees who have devised a career develop- 
ment plan, or who have attained eligiblity for referral consideration 
to vacant HPP positions. File also provides a source of information 
from which referral rosters of HPP employees for junior/middle 
management positions may be compiled. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Alphabetically by employee name. 

Safeguards: 

Files are maintained in locked file cabinets. 

Retention and disposal: 

Retained until such time as employee retires, resigns, or is other- 
wise separated, at which time record is destroyed. Upon employee’s 
transfer to another AAFES location, file is forwarded to gaining 
personnel office. 

System manager(s) and address: 

Director, Administrative Services Division, HQ AAFES, Dallas, 
TX 75222. 

Notification procedure: 

Information may be obtained from: 

HQ AAFES (AD-P) 
Dallas, TX 75222 
Telephone: Area Code 214/330-3871 

Record access procedures: ° 

Requests from individuals should be addressed to: HQ AAFES, 
ATTN: AD-P, Dallas, TX 75222. 

Written requests for information should contain the full name of 
the individual, SSN, duty phone and job location. 

Personal visits may be made to the Administrative Services Divi- 
sion. Individuals should provide acceptable identification such as a 
valid driver’s license. 

Contesting record procedures: 

The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by individuals concerned 
are contained in Army Regulation 340-21. 

Record source categories: 
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Employee Career Development Plan (AAFES Form 1200-62), sub- 
mitted by interested/eligible RFT and RPT HPP employees and 
intermittent (regularly scheduled) employees. 

Systems exempted from certain provisions of the act: 

None. ' 


AAFES0702.22 
System name: 

0702.22 Check-Cashing Privileges Suspense Files Consolidation 

System location: 

HQ AAFES, es cae Division, Dallas, Texas 75222. In 
CONUS: AAFES Exchange Regions, Area Exchanges and Installa- 
tion Exchanges. Overseas: HQ AAFES-Alaska, Anchorage, Alaska; 
HQ AAFES-Europe, Munich, Germany; HQ AAFES-Pacific, Hono- 
lulu, Hawaii, and Exchange Regions. 

Categories of individuals covered by the system: 

All eligible exchange customers and authorized patrons. 

Categories of records in the system: 

File contains alphanumeric: Customer name and social security 
number, amounts of checks not paid by bank and category (military, 
dependents, retirees, etc). 

Authority for maintenance of the system: 

Title 10 USC Sections 3012 and 8012 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To ascertain if an individual’s check cashing privileges have been 
suspended; to determine the number of checks and the amount there- 
of of unpaid dishonored checks held by a user; and to determine if an 
individual is eligible to encash a personal check. 

The record is in the form of a listing of customer name or social 
security number at those locations where mechanical device is not 
available. Where a mechanical device is used the device will indicate 
eligibility to cash a check by displaying a colored light, and, on some 
devices, the installation number which last reported dishonored 
check activity, number and amount of unredeemed dishonored 
checks and code for present check cashing privilege if customer had 
previously been entered into the, system. 

Routine users also include personnel of the U.S. Coast Guard 
exchanges who have a need for the record in the performance of 
their duties. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer disc and computer paper print-outs. 

Retrievability: 

By social security number 

Safeguards: 

Computer } gg usually covered by pressboard binder and is 
located in office accessible only by personnel authorized to cash 
checks. Computer discs maintained by Computer Processing Branch, 
Data Systems Division, HQ AAFES and work and storage area is 
controlled and limited to assigned personnel only. 

Retention and disposal: 

Listings are current until superseded. Upon being superseded the 
listing is mutilated and disposed of with other paper waste. Mecha- 
nized data are electronically purged upon supersession. 

System manager(s) and address: 

HQ AAFES, Comptroller Division, General Accounting Branch, 
Dallas, TX 75222. 

Notification procedure: 

Information may be obtained from: 

HQ AAFES 


Comptroller Division, General Accounting Branch 
Dallas, TX 75222 


Telephone: Area Code 214/330-2631 

Written requests for information should contain the full name of 
the individual, current address, and social security number. Personal 
visits may be made to HQ AAFES, exchange regions, or area ex- 
changes. 

For personal visits, the individual should be able to provide some 
acceptable identification, i.e., driver’s license, social security card, 
military identification card. 


Record access procedures: 
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Requests from individuals should be addressed to HQ AAFES, 
Comptroller Division, CM-G, Dallas, TX 75222. 

Contesting record procedures: 

The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: : 

Checks cashed by customers and not paid by the bank; debt memos 
from banks advising of charges for checks unpaid; notification from 
other users or installation commanders of the suspension of check 
cashing privilege. 

Systems exempted from certain provisions of the act: 

None 


AAFES1203.03 
System name: 

1203.03 Appointment of Contracting Officers 

System location: 

Procurement Management Office, Headquarters Army and Air 
Force Exchange Service (HQ AAFES); HQ AAFES-Europe; HQ 
AAFES-Pacific; HQ AAFES-Alaska; all regional offices within the 
Continental United States. 

Categories of individuals covered by the system: 

All civilian employees and/or military personnel assigned to 
AAFES who are appointed as contracting officers. 

Categories of records in the system: 

Name, social security number (SSN), job title and grade; qualifica- 
tions, training and experience; request for appointment as contracting 
officer; copy of Certificate of Appointment, and other correspon- 
dence and documents relating to the individual’s qualifications to act 
as a contracting officer. 

Authority for maintenance of the system: 

10 U.S.C. 5012 and 8012 which identify the powers and duties 
delegated by the Secretary of the Army and the Secretary of the Air 
Force, respectively, each of whom is responsible for and has the 
authority necessary to conduct all affairs of his respective depart- 
ment, including functions necessary or appropriate for the training 
operations and administration. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by AAFES contracting officer appointing authority to ascer- 
tain an individual’s qualifications to be appointed as contracting offi- 
cer, to determine if limitations on procurement authority are appro- 
priate; and to complete the Certificate of Appointment. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

' Storage: 

Paper records in file folders. 

Retrievability: 

Alphabetically by employee name. 

Safeguards: 

Information is retained in filing cabinets. Both the working and 
storage areas are within a controlled building, the entrance to which 
is limited to personnel assigned to AAFES. 

Retention and disposal: 

Records in this system are retained only so long as individual’s 
appointment as contracting officer is valid. Upon termination of this 
appointment, records are destroyed. 

System manager(s) and address: 

Director, Procurement Management Office, HQ AAFES, Dallas, 
TX 75222. 

Notification procedure: 

Information may be obtained from: 

HQ AAFES 

ATTN: Procurement Management Office 
Dallas, TX 75222 

Telephone: Area Code 214/330-3761 

Record access procedures: 

Requests from individuals should be addressed to HQ AAFES, 
ATTN: Procurement Management Office, Dallas, TX 75222. 

Written requests for information should contain the full name of 
the individual and activity to which assigned. 
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Personal visits may be made to HQ or to an AAFES 
regional office, as appropriate. Individual should me neat acceptable 
identification such as a valid driver’s license, military identification 
card, or SSN. 

Contesting record procedures: 

The Army’s rules for access to records and for contesting contents 
and appealing initial determinations by individuals concerned are 
contained in Army Regulation 340-21. 

Record source categories: 

The individual concerned, personnel records, former employers, 
educational institutions. 

Systems exempted from certain provisions of the act: 

None. 


A0225.11fDAPC 
System name: 

225.11 Enlisted Year Group Management File/RETAIN 

System location: 

Department of the Army, United States (US) Army Military Per- 
sonnel Center (DAPC-EP) 

Categories of individuals covered by the system: 

Active duty members of the US Army in enlisted grades of El 
thru E9 and former military who are applicants for enlist- 
ment. 

Categories of records in the system: 

AUTOMATED: File contains control number, reclassification/ en- 
listment action, type of enlistment, social security number (SSN), pay 
grade, race, sex, basic active service date, estimated termination of 
service, reenlistment date, civilian education, career management 
field, primary military occupational specialty (PMOS), PMOS evalu- 
ation score, new career management file (CMF), new PMOS, date of 
award of new PMOS, source of new PMOS, personnel charged to 
school code, status of application, assignment code, date of last status 
change, current location, year group; name, Security Investigation 
Status (SIS), terms reenlisted. 

MANUAL: File contains name, control number, reclassification/ 
enlistment action, type of enlistment, SSN, pay grade, race, sex, basic 
active service date, estimated termination of service, Armed Forces 
Qualification Test Score, civilian education, promotion list status, 
reenlistment bonus status, security clearance, marital status, reenlist- 
ment date, physical profile avi with code, career counselor with 
location, pay entry basic date, current/last oversea area, date eligible 
to return from overseas, date departed United States, waiver re- 
quired, citizenship status, aptitude area scores, school/assignments 
requested, assignment confirmation, orders information. 

Authority for maintenance of the system: 

Title 5 U.S.C., Section 301. 

Title 10 U.S.C. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Department of the Army-Records are used for personne! manage- 
ment, year group management and manpower management. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on computer magnetic tapes and disk and as 
paper records in file folders. 

Retrievability: 

Normal access is by name, SSN, control number or other individu- 
al characteristics. 

Safeguards: 


Physical security devices, guards, computer hardware and software 
safeguard features and personnel clearances for individuals working 
a the system. 


Retention and disposal: 

Computer tapes are cut off annually, and are retained up to 5 
years; hard copy files are cut off annually and retained up to 2 years. 

System manager(s) and address: 

Commander, US Army Military Personnel Center, 200 Stovall 
Street, Alexandria, VA 22332. 

Notification procedure: 


Information may be obtained from Headquarters, Department of 
the Army, US Army Military Personnel Center (DAPC-EP), Hoff- 
man Bldg. 1, 2461 Eisenhower Avenue, Alexandria, VA 22331. 


NOTICES 


Record access procedures: 

Written requests for information should contain the full name of 
the requester, SSN, current or former military status and appropriate 
return address. Personal visits may be made to the US Army Military 
Personnel Center; individuals should be able to provide their military 
service identification and DD Form 2A for active duty personnel, or 
other commonly acceptable means of identification used in normal 
transaction of business. 


Contesting record procedures: 

The department rules for contesting contents and appealing initial 
determinations may be obtained from US Army Military Personnel 
Center (DAPC-MSO), 200 Stovall Street, Alexandria, VA 22332. 


Record source categories: 


Information is obtained from the applicant, Department of the 
Army —— records, computer reports and from other Depart- 
ment of the Army organizations and stations. 


icnnioua midi as 
None 


A0305.10aDACA 

System name: 

305.10 Joint Uniform Military Pay System-Active Army (JUMPS- 
AA) 

System location: 

Primary System-United States Army Finance and Accounting 
Center (USAFAC), Indianapolis, IN 46249. 

Decentralized Segments-Approximately 122 Army Finance Offices 
and Finance and Accounting Offices (FAO) world-wide. 

Categories of individuals covered by the system: 

All active duty military personnel. 

Categories of records in the system: 


Records include individual military pay records, cosnal payment 
receipts, substantiating documents, temporary pay records, transmit- 
tal letters, locator files, financial data record folders (FDRF), miscel- 
laneous military pay files, and personal financial records (PFR). 

Authority for maintenance of the system: 

Title 37 U.S.C., Section 101 and following (Pay and Allowances of 
the Uniformed Services). 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


USAFAC-Purpose is to provide a basis for establishment of com- 
putation of each active member’s military pay entitlement, to provide 
a history of pay transactions, and to answer inquiries or 
pertaining to such entitlements. This information is also used to 
provide necessary data to the Treasury Department, the Social Secu- 
rity Administration, the US Army Military Personnel Center, the 
Veterans Administration, those states and cities which have an agree- 
ment with the Department of the Army to receive taxable earnings 
information, the American Red Cross and the Department of Health, 
Education and Welfare. 

Treasury Department-To record check and bond issue data and to 
record taxable earnings and taxes witheld from military personnel. 

Social Security Administration: To record earned wages by 
member under the Federal Insurance Contributions Act (FICA). 

US Army Military Personnel Center (MILPERCEN): To compare 
military personnel identification with the Social Security Administra- 
tion for purpose of correction and to compare and correct common 
data elements with USAFAC. 

Veterans Administration: To record the collection of premiums for 
National Service Life Insurance and to transfer contributions to Post- 
Vietnam Era Veterans Education Account. 

States and Cities: To verify tax liability against members’ state and 
city income tax returns. 

American Red Cross: To assist military personnel and their de- 
pendents in determining the status of monthly pay, dependents allot- 
ments, loans, and related financial transactions. 

Department of Heaith, Education and Welfare: Disclose the name, 
rank and social security account number of each member of the 
Armed Services on active duty to the Inspector General of that 
Department only for comparison with appropriate rolls reflecting 
recipients of Aid to Families with Dependent Children (AFDC). 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: . 
Storage: 
Paper records in file folders and in bulk storage, card files, com- 
puter magnetic tapes, computer paper printout, and microfiche. 
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Retrievability: 

Filed by social security number, alphabetically by name, and sub- 
stantiating document number. Conventional indexing is used to re- 
trieve data. 

Safeguards: 

USAFAC-Buildings employ security guards. An employee badge 
and visitor registration system is utilized. Records are maintained in 
areas accessible only to authorized personnel that are properly 
screened, cleared and trained. Access to computer magnetic tape files 
is restricted to the members’ servicing finance and accounting officer. 
Computer equipment and files are located in a separate secured area. 

World-Wide Finance and Accounting Offices-Records are main- 
tained in areas accessible only to authorized personnel that are prop- 
erly screened, cleared and trained. 

Retention and disposal: 

Individual military pay records- Records are converted to micro- 
fiche which are retained for 56 years. Destruction is by shredding. 

Other records: Retention periods vary according to category of 
record but total retention periods do not exceed 56 years. Disposition 
is to federal records centers and destruction thereafter is by burning 
or salvage as waste paper. 

System manager(s) and address: 

Commander, USAFAC, Indianapolis, IN 46249 . ; 

Finance and Accounting Officer, United States Army Financing 
and Accounting Offices, world-wide. 

Notification procedure: 

Information may be obtained from: 

Commander, USAFAC 
Attention: FINCP 
Indianapolis, IN 46249 

Individuals may also contact Finance and Accounting Officers at 
United States Army Finance and Accounting Offices, world-wide. 

Individual must provide full name, social security number and 
military status. 

Record access procedures: 

Requests from individuals should be addressed to: Commander, 
USAFAC, ATTN: FINCP, Indianapolis, IN 46249; or Finance and 
Accounting Officers at United States Army Finance and Accounting 
Offices, world-wide. . 

Written requests for information should also contain full name, 
social security number, military status and current address. 

Information may be obtained by telephone: Area Code 317/542- 
2891 

Contesting record procedures: : 

The Army’s rules for access to records, contesting contents and 
appealing initial determinations may be obtained from the SYSMAN- 
AGER ; 

Record source categories: 

Information is received from Department of Defense staff and field 
installations, Social Security Administration, Financing organizations, 
Treasury Department and automated system interface. 

Systems exempted from certain provisions of the act: 

None 


A0501.08eUSACIDC 
System name: 

501.08e Informant Register 

System location: 

Primary System: Operations Directorate, Headquarters (HQ), 
United- States (US) Army Criminal Investigation Command (USA- 
CIDC), 5611 Columbia Pike, Falls Church, VA 22041. 

Decentralized Segments: USACIDC subordinate elements which 
exercise local administrative and technical control of informants; 
official mailing addresses are in the Department of Defense directory 
in the Appendix. 

Categories of individuals covered by the system: 

All individuals, civilian or military, who are utilized as informants 
by USACIDC elements. ’Casual’ informants, persons who walk in on 
a one time basis, are not documented at HQ, USACIDC primary 
system. 

Categories of records in the system: 

Files contain cross indexed code numbers; name, race, military 
occupational specialty (MOS), sex, date and place of birth, home of 
record, educational level, area of utilization, civilian employment, 
handler, letters, vouchers, personal history, performance, citizenship, 
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marital status, physical descriptions, criminal history, expertise, tal- 
ents, actions taken and other related personal data. 


Authority for maintenance of the system: 
Title 10 U.S.C., Section 3012(g). 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Operations Directorate, HQ USACIDC, and the operational field 
elements of USACIDC: to monitor performance and reliability, to 
check the utilization of informants by subordinate USACIDC ele- 
ments when the informant has been transferred, to maintain an ac- 
counting of expenditures connected with the informant, to answer 
Congressional inquiries concerning misuse or mistreatment of infor- 
mants or those who claim they were not informants, and to docu- 
ment fear-of-life transfers for military personnel informants. 

Information concerning USACIDC informants is provided to the 
below listed agencies, components, or bureaus for the purposes of 
criminal investigative liaison and enforcement of criminal laws, civil 
court or administrative action for the identification and correction of 
situations indicative of criminal activity, analyzing modus operandi, 
and detection of organized criminal activity: 

Department of Defense staff and subordinate elements. 

Department of the Army staff, major commands and subordinate 
elements. 

Department of the Air Force staff, major commands and subordi- 
nate elements. 

Department of the Navy staff, major commands and subordinate 
elements. 

US Congress 

US Immigration and Naturalization Bureau 

Department of Justice : 

Federal Bureau of Investigation 

National Security Agency 

US Secret Service 

US Marshal Service 

US Postal Service 

Department of the Treasury 

Internal Revenue Service 

Alcohol, Tobacco, and Firearms-Department of the Treasury 

US Customs 

US Department of State 

Interpol 

Central Intelligence Agency 

Drug Enforcement Administration 

Counsel of Governments, Washington, DC Metropolitan Area 

Defense Supply Agency 

Defense Investigative Service (DIS): in addition, limited data are 
supplied for use in the Defense Central Index of Investigations which 
is managed by DIS. 

Naval Investigative Service 

Office of Special Investigations 

Civil Service Commission 

Federal Aviation Administration 

Department of Agriculture 

Defense Communications Agency 

Defense Security Agency 

Defense Nuclear Agency 

Law Enforcement Assistance Association 

Federal Prison Service 

US Coast Guard 

US Department of Transportation 

Social Security Administration 

Selective Service Commission 

US Department of Commerce 

Food and Drug Administration 

Agency for International Development 

US Park Police 

US Capitol Police 

Executive Protective Services 

US Department of Labor 

Federal Communications Commission 

Federal Deposit Insurance Corporation 

Federal Trade Commission 

General Accounting Office 

General Services Administration 

US Department of the Interior 

Interstate Commerce Commission 

Securities and Exchange Commission 

Housing and Urban Development 

US Marines 

Defense Intelligence Agency 
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Defense Mapping Agency 

Defense Security Assistance Agency 

Defense Civil Preparedness Agency 

Defense Advance Research Project 

Defense Contract Audit Agency 

Foreign nations under the provisions of Status of Forces Agree- 
ments, Treaties, or formal or informal executive agreements; or for 
purpose of criminal investigative liaison. 

Various state and local criminal law enforcement units, depart- 
ments, or agencies. : a ; 

Criminal law enforcement means any activity pertaining to crime 
prevention, control, or reduction or enforcement of the criminal law, 
including, but not limited to, police effort to prevent, control, or 
reduce crime, or to apprehend criminals, activities of courts having 
criminal jurisdiction and related agencies, activities of corrections, 
probation or parole authorities, and programs relating to the preven- 
tion, control, or reduction of juvenile delinquency or narcotic addic- 
tion. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Card files and paper records in file folders. 

Retrievability: 

Records are retrieved by the individual’s name, military occupa- 
tional specialty (MOS), or code number. — 

Safeguards: 

HQ USACIDC buildings employ security guards, files are stored 
in locked containers during non-duty hours and are accessible only 
by the Informant Register Officer and an alternate. 

USACIDC subordinate elements generally maintain a 24 hour duty 
officer, store the files in locked containers during non-duty hours and 
permit access only by Field Office Commander and the individual 
informant handler. 

Retention and disposal: 

3 years, or permanent. 

System manager(s) and address: 

The Commander, Headquarters (HQ), US Army Criminal Investi- 
gation Command (USACIDC), 5611 Columbia Pike, Falls Church, 
VA 22041. 

Notification procedure: 

Information may be obtained from: 

Commander 
* USACIDC 
ATTN: CIJA-RI 
5611 Columbia Pike, Falls Church, VA 22041. 
Record access procedures: 
Requests from individuals should be addressed to: Commander, 


USACIDC, ATTN: CIJA-RI, 5611 Columbia Pike, Falls Church, 
VA 22041. 

Written request for information should contain the full name of the 
individual, address, date of birth. Personal visits should be made to: 
Office of the Staff Judge Advocate-Release of Information, USA- 
CIDC, 5611 Columbia Pike, Falls Church, VA, 22041. 

For personal visits, the requesting individual must present positive 
identification, such as a driver’s license or other identification card 
with a photograph, in addition to the information required for writ- 
ten requests. 

Contesting record procedures: 


The Army’s rules for access to records and for contesting contents 
and appealing initial determinations may be obtained from the SYS- 
MANAGER, ATTN: CIJA-RI. 


Record source categories: 

The military personnel records if the informant is in the military, 
or the civilian personnel records if the person is a civilian employee. 

Systems exempted from certain provisions of the act: 

Parts of this system may be exempt under 5 USC 552 a (j) or (k), 
as applicable. For additional information, contact the System Man- 
ager. 

A0508.04USACIDC 
System name: 
508.04 US Army Criminal Investigation Fund Vouchers. 
System location: 


NOTICES 


Primary System: Comptroller, US Army Criminal Investigation 
Command (USACIDC), 5611 Columbia Pike, Falls Church, VA 
22041. 

Decentralized Segments: USACIDC subordinate elements. Official 
mailing addresses are in the Department of Defense directory in the 
Appendix. 

Categories of individuals covered by the system: 

Any special: agent of USACIDC or Military Police Investigator 
(MPI), US Army, who has made expenditures of or has requested 
reimbursement from USACIDC limitation, 015 contingency funds 
(described in Army Regulation (AR) 37-47). 

Categories of records in the system: 

Files contain the USACIDC special agent’s or MPI’s name, reason 
for such expenditure, grade, receipts, certificates of expenditure when 
receipts are unavailable, statements by persons as to the receipt of 
funds and/or reasons for such payment, or cash advances. 

Authority for maintenance of the system: 

Title 10 U.S.C., Section 3012(g). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

USACIDC personnel with a need to know: to maintain a proper 
accounting of the expenditure of USACIDC funds. 

Department of the Army staff, major commands and subordinates 
with a need to know: to monitor the proper\accounting of USA- 
CIDC funds. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders 

Retrievability: 

Filed by voucher number only at Headquarters (HQ) USACIDC. 
Filed by the individual’s name at USACIDC subordinate levels. 

Safeguards: 

Subordinate USACIDC elements generally employ 24 hour duty 
officers and maintain the records in locked buildings. Access is limit- 
ed to authorized personnel. 

HQ USACIDC buildings employ security guards; records are 
maintained in locked rooms; and access is limited to authorized 
personnel. 

Retention and disposal: 

Clothing records are transferred with the USACIDC special 
agents. 

Individual vouchers are destroyed 8 years after the last entry. 

System manager(s) and address: 

The Commander, US Army Criminal Investigation Command, 5611 
Columbia Pike, Falls Church, VA 22041 

Notification procedure: 

Information may be obtained from: 

Commander : 
USACIDC 
ATTN: CIJA-RI 
5611 Columbia Pike 
Falls Church, VA 22041 
Record access procedures: 
Requests from individuals should be addressed to: Commander, 


USACIDC, ATTN: CIJA-RI, 5611 Columbia Pike, Falls Church, 
VA 22041 


Written requests for information should contain the individual’s full 
name, address, and date of birth. Personal visits should be made to 
Office of the Staff Judge Advocate-Release of Information, USA- 
CIDC, 5611 Columbia Pike, Falls Church, VA 22041. 

For personal visits, the requesting individual must present positive 
identification, such as a driver’s license or other identification card 
with a photograph, in addition to the information required in written 
requests. 

Contesting record procedures: 

The Army’s rules for access to records and for contesting contents 
and appealing initial determinations may be obtained from the SYS- 
MANAGER, ATTN: CIJA-RI. 

Record source categories: 

Special agent or MPI, informant, or other persons’ statements 
pertaining to expenditures. 

Systems exempted from certain provisions of the act: 
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NOTICES 


None 


A0508.07aUSACIDC 


System name: 
508.07 Criminal Investigation Accreditation Files 
System location: 


Primary System: Accreditation Division, Directorate of Personnel 
and Administration, Headquarters (HQ), US Army Criminal Investi- 
gation Command (USACIDC), 5611 Columbia Pike, Falls Church, 
VA 22041 

Decentralized Segments: Crime Records Directorate, USACIDC, 
2301 Chesapeake Avenue, Baltimore, MD 21222; Washington National 
Records Center, GSA, Suitland, MD. 


Categories of individuals covered by the system: 


Any person who makes an application to the USACIDC for ac- 
ceptance into the USACIDC program as an apprentice special agent; 
for a warrant officer appointment in USACIDC; for USACIDC 
supervisor credentials; for the USACIDC officer specialty program; 
or for USACIDC laboratory technician credentials. 


Categories of records in the system: 


Files contain the individual's application to USACIDC, a statement 
of personal history, personal identifiers, photographs, fingerprint 
cards, qualifications record, biography, information pertaining to as- 
signment capability or location, letters of recommendation, educa- 
tional documents, character investigation data, reclassification orders, 
reassignment orders, commander’s inquiry data, reports of investiga- 
tion, reasons for withdrawal from the program, reason for denying 
the application, date of acceptance into the program, date appointed 
(if an officer or warrant officer), date of accreditation, badge number, 
credential number polygraph certificate number (if a certified poly- 
graph examiner), agent sequence number, assignment, date assigned, 
marital status, and other data pertaining to the accreditation function, 
polygraph examiner performance and evaluation data, physical pro- 
file, date of last physical, assignment preference, humanitarian trans- 
fer restrictions, current job title, date current security clearance au- 
thorized, date of last background investigation; primary, secondary, 
tertiary foreign language capability, special qualifications, service 
agreement, spouse’s place of birth and citizenship, agent’s place of 
birth, agent’s last ten assignments, agent’s hobbies, and agent’s private 
licenses. 


Authority for maintenance of the system: 
Title 10 U.S.C., Section 3012(g). 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Staff elements of USACIDC with a need-to-know: to determine an 
applicant’s initial acceptance or non-acceptance into the USACIDC 
program, and if accepted the individual’s continued eligibility, place- 
ment or standing within the USACIDC program. 

U.S. Army Intelligence Security Command, for storage and utiliza- 
tion in determining security classifications. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Alpha file: paper records in file folders. 

Criminal Investigator Information Data Card: vertical card file. 

Machine Punch Card System: vertical card file. \ 

Automated data files are maintained on magnetic tapes. 

Retrievability: 

Alpha Card File, Criminal Information Card, and Machine Punch 
Card Systems are all retrievable by last name of the individual, agent 
Sequence number SSN, badge number, credential number and poly- 
graph number. 

Safeguards: 


HQ USACIDC buildings employ security guards, material is stored 
in locked containers during non-duty hours, and is accessible only by 
authorized personnel. . 

Crime Records Directorate building employs security guards, data 
is stored within a locked wire enclosure, and is accessible only by 
authorized personnel. 

Washington National Records Center: buildings employ security 
guards during non-duty hours, 24 hour intrusion alarms, and locked 
external doors, and 1s accessible only by authorized personnel. 

Automated records are maintained in a building employing security 
guards, room and data are accessible only by authorized personnel. 


Retention and disposal: 
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Alpha files; files of approved applicants are retained in the active 
file until the individual retires, is released from active duty, or is 
voluntarily or involuntarily removed from the USACIDC program; 
the file is placed in an inactive storage at HQ USACIDC for the 
remainder of that year plus two additional years; it is then transferred 
to the Washington National Records Center where it is stored for 
eight additional years and then destroyed; files of personnel not 
accepted into the USACIDC program are retained in inactive storage 
at HQ USACIDC for the remainder of that year plus one additional 
year and then destroyed. : 

Criminal! Investigation Information Data Cards are maintained per- 
manently. 

Machine Punch Cards are maintained only during such time as the 
individual is currently in the USACIDC program and are destroyed 
upon cessation of that status. 

Automated data on individuals are maintained while the individual 
is serving as an investigator and for 90 days after he or she leaves the 
program. 

System manager(s) and address: 


The Commander, Headquarters (HQ), US Army Criminal Investi- 
gation Command (USACIDC), 5611 Columbia Pike, Falls Church, 
VA 22041 

Notification procedure: 


Information may be obtained from: 
Commander 


USACIDC 

ATTN: CIJA-RI 

5611 Columbia Pike, Falls Church, VA 22041 
Record access procedures: 


Requests from individuals should be addressed to: Commander, 
USACIDC, ATTN: CIJA-RI, 5611 Columbia Pike, Falls Church, 
VA 22041 

Written requests for information should contain the full name of 
the individual, address, date of birth, and whether or not the individ- 
ual has ever applied for the USACIDC program. Personal visits 
should be made to: Office of the Staff Judge Advocate-Release of 
—e USACIDC, 5611 Columbia Pike, Falls Church, VA 
22041. ; 

For personal visits, the requesting individual must present positive 
identification, such as a driver’s license or other identification card 
with a photograph, in addition to the information required for writ- 
ten requests. 

Contesting recorc procedures: 


The Army’s rules for access to records and for contesting contents 
and appealing initial determinations by the individual concerned may 
be obtained from the sysmanager, ATTN: CIJA-RI. 

Record source categories: i 


Previous or present employers, financial institutions, relatives and 
former spouses, officer master file and enlisted master file, MILPER- 
CEN, educational institutions, trade or fraternal organizations, neigh- 
bors past and present, work associates, social acquaintances, 
churches, public records, current and past commanders, and other 
investigative departments both within and without the Department of 
the Army and the Federal Government. 


Systems exempted from certain provisions of the act: 


Parts of this system may be exempt under 5 USC 552a (j) or (k), as 
applicable. For additional information, contact the Systems Manager. 


A0508,.11aUSACIDC 
System name: 

508.11 Criminal Investigation and Crime Laboratory Files 

System location: 

Primary System: Crimes Record Directorate, United States (US) 
Army Criminal Investigation Command (USACIDC), 2301 Chesa- 
peake Avenue, Baltimore, MD 21222. 

Decentralized Segments: Headquarters (HQ), USACIDC and ail 
USACIDC subordinate elements, official mailing addresses are in the 
Department of Defense directory in the Appendix. Defense Investi- 
gative Service, Ft Holabird, MD, automated index to drug offenders 
in case files and automated suspense index on the disposition of 
offenders in case files. 

Categories of individuals covered by the system: 

Any individual, civilian or military, involved or suspected of being 
involved in or reporting possible criminal activity affecting the US 
Army’s interests, property, and/or personnel. 

Categories of records in the system: 
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Files contain names, social security numbers, rank, units, location, 
date and place of birth, physical descriptions, chronology of events, 
Action Officer’s activity summary, letters, messages, notes; reports of 
investigation containing witness statements, subject statements, agents 
statements, laboratory reports, documentary evidence, polygraph ex- 
amination reports, physical evidence, summary data and administra- 
tive data pertaining to the preparation and distribution of the report; 
basis for the action (allegations), Serious and Sensitive Incident re- 
ports, talking papers, fact sheets, aliases, descriptions, modus oper- 
andi, and other investigative information from Federal, State, and 
local investigative agencies and departments. Indices contain codes 
for the type of crime, location of investigation, year and date of 
offense, names and personal identifiers of persons who have been 
subjects of electronic surveillance, suspects, subjects and victims of 
crimes, the report number which allows access to the files noted 
above; agencies, firms, Department of the Army (DA), and Depart- 
ment of Defense (DOD) organizations which were the subjects or 
victims of criminal investigations; and disposition and suspense of 
offenders listed in criminal investigative case files, witness identifica- 
tion date. : 


Authority for maintenance of the system: 
Title 10 U.S.C., Section 3012(g). 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


HQ USACIDC and all USACIDC subordinate elements: to accom- 
plish the USACIDC investigative duties assigned by the DA, to 
include criminal investigations and crime prevention activities; to 
accomplish various management functions such as case analysis, sta- 
tistical compilations, quality control, review to insure that the com- 
pleted investigations are legally sufficient, and overall improvement 
in techniques, training and professionalization. 

Information concerning criminal or possible criminal activity is 
provided to the below listed agencies, components, or bureaus for the 
purposes of criminal investigative liaison and enforcement of criminal 
laws, civil court or administrative action for the identification and 
correction of situations indicative of criminal activity, analyzing 
modus operandi, and detection of organized criminal activity: 

DOD staff and subordinate elements. 

DA Staff, major commands and subordinate elements. 

Department of the Air Force Staff, major commands and subordi- 
nate elements. , 

Department of the Navy Staff, major commands and subordinate 
elements. 

United States Congress 

US Immigration and Naturalization 

Department of Justice 

Federal Bureau of Investigation 

National Security Agency 

US Secret Service 

US Marshal Service 

US Postal Service 

Department of the Treasury 

Internal Revenue Service ; 

Alcohol, Tobacco, and Firearms-Department of the Treasury 

US Customs 

US Department of State 

Interpol . 

Central Intelligence Agency 

Drug Enforcement Administration 

Counsel of Governments, Washington, DC Metropolitan Area. 

Defense Supply Agency 

Defense Investigative Service (DIS): in addition, limited data are 
supplied for use in the Defense Central Index of Investigations which 
is managed by DIS. 

Naval Investigative Service 

Office of Special Investigations 

Civil Service Commission 

Federal Aviation Administration 

Department of Agriculture 

Defense Communications Agency 

Defense Security Agency 

Defense Nuclear Agency 

Law Enforcement Assistance Association 

Federal Prison Service 

US Coast Guard 

US Department of Transportation 

Social Security Administration 

Selective Service Commission 

US Department of Commerce 

Food and Drug Administration 


NOTICES 


Agency for International Development 

US Park Police 

US Capitol Police 

Executive Protective Services 

US Department of Labor 

Federal Communications Commission 

Federal Deposit Insurance Corporation 

Federal Trade Commission ; 

Government Accounting Office 

Government Services Administration 

US Department of the Interior 

Interstate Commerce Commission 

Securities and Exchange Commission 

Military Transportation Major Command 

Housing and Urban Development 

Drug and Alcohol Abuse Directive 

US Marines 

Defense Intelligence Agency 

Defense Mapping Agency 

Defense Security Assistance Agency 

Defense Civil Preparedness Agency 

Defense Advance Research Projects 

Defense Contract Audit Agency, 

Veterans Administration, 

Foreign nations under the provisions of Status of Forces Agree- 
ments, Treaties, or formal or informal executive agreements; or for 
purpose of criminal investigative liaison. 

Various State and local criminal law enforcement units, depart- 
ments, or agencies. j 

Criminal law enforcement means any activity pertaining to crime 
prevention, control, or reduction or enforcement of the criminal law, 
including, but not limited to, police efforts to prevent, control, or 
reduce crime, or to apprehend criminals, activities of courts having 
criminal jurisdiction and related agencies, activities of corrections, 
probation or parole authorities, and programs relating to the preven- 
tion, control, or reduction of juvenile delinquency or narcotic addic- 
tion. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders 

Card files and indexes 

Automated indexes 

Retrievability: 


Information is retrievable by reference to the name of the individu- 
al or other identifier. 

Safeguards: 

Crime Records Directorate buildings employ security guards, 
locked wire enclosures, and access is limited to authorized personnel. 

HQ USACIDC buildings employ security guards, information is 
stored in locked containers or rooms during non-duty hours, and 
access is limited to authorized personnel. 

Subordinate elements of USACIDC buildings generally employ 24 
hour duty officers, store the information in locked containers or 
rooms, and access is limited to authorized personnel. 

Defense Investigative Service: buildings employ security guards, 
automated system is within a controlled access area, and data are 
accessible only by authorized personnel. 

Retention and disposal: 

40 years 

Laboratory reports at the USACIDC laboratory level are de- 
stroyed after three years. 

USACIDC subordinate elements, other than the laboratories and 
Crime Records Directorate, retain case files for periods ranging from 
1 to 5 years depending on the level of such unit and the data 
involved. 

System manager(s) and address: 


The Commander, Headquarters (HQ), US Army Criminal Investi- 
— Command (USACIDC), 5611 Columbia Pike, Falls Church, 
A 22041 


Notification procedure: 


Information may be obtained from: 
Commander 


USACIDC 

ATTN: CIJA-RI 

5611 Columbia Pike 
Falls Church, VA 22041 
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Record access procedures: 

Requests from individuals should be addressed to: Commander, 
USACIDC, ATTN: CIJA-RI, 5611 Columbia Pike, Falls Church, 
VA 22041. 

Written requests for information should contain the full name, 
address, and date of birth. Personal visits should be made at: Office 
of the Staff Judge Advocate-Release of Information, USACIDC, 
5611 Columbia Pike, Falls Church, VA 22041 

For personal visits, the requesting individuals must present positive 
identification, such as a driver’s license or other identification card 
with a photograph in addition to the information required in written 
requests. 

Contesting record procedures: 

The Army’s rules for access to records and for contesting contents 
and appealing initial determinations by the individual concerned may 
be obtained from the sysmanager, ATTN: CIJA-RI. 


Record source categories: 


Suspects, witnesses, victims, USACIDC special agents and other 
personnel, informants; various DOD, Federal, State, and local inves- 
tigative agencies; departments or agencies of foreign governments; 
and any other individual or organization which may supply pertinent 
information. 

Systems exempted from certain provisions of the act: 


Parts of this system may be exempt under 5 USC 552a (j) or (k) as 
applicable. For additional information contact SYSMANAGER. 


A0508.11bUSACIDC 
System name: 
508.11b Criminal Information Reports and Cross Index Card Files 
System location: 


Primary System Operations Directorate, Headquarters (HQ), 
United States (US) Army Criminal Investigation Command (USA- 
CIDC), 5611 Columbia Pike, Falls Church, VA 22041. 

Decentralized Segments: USACIDC subordinate elements, official 
mailing addresses are in the Department of Defense directory in the 
appendix to the Department of the Army systems notice. 

Categories of individuals covered by the system: 

Any individual, civilian or military, involved or suspected of being 
involved in or reporting possible criminal activity affecting the US 
Army’s interests, property, and/or personnel. 

Categories of records in the system: 


Files contain names, social security numbers, rank, units, location, 
date and place of birth, physical descriptions, chronology of events, 
action officer’s activity summary, letters, messages, notes; reports of 
investigation containing witness statements, subject statements, agents 
statements, laboratory reports, documentary evidence, polygraph ex- 
amination reports, physical evidence, summary data and administra- 
tive data pertaining to the preparation and distribution of the report; 
basis for the action (allegation), Serious and Sensitive Incident re- 
ports, talking papers, fact sheets, aliases, descriptions, modus oper- 
andi, and other investigative information from Federal, State, and 
local investigative agencies and departments. Indices contain codes 
for the type of crime, location of investigation, year and date of 
offense, names and personal identifiers of persons who have been 
subjects of electronic surveillance, suspects, subjects and victims of 
crimes, the report number which allows access to the files noted 
above; agencies, firms, Department of the Army (DA), and Depart- 
ment of Defense (DOD) organizations which were the subjects of 
criminal investigations; and disposition and suspense of offenders 
listed in criminal investigative case files. 

Authority for maintenance of the system: 

Title 10 U.S.C., Section 3012(g). 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


To afford index to criminal information case files that are not 
indexed in Defense Central Index of Investigations (DCII). These 
records are utilized to develop investigative leads during the conduct 
of ongoing Army criminal investigations. This data is released only 
for US Army Criminal Investigation Division (CID) and Military 
Police (MP) investigative purposes. Statistics generated by this data 
are also utilized as a management tool to determine crime trends, 
frequency and rates. In the event that information maintained in this 
system of records indicates a violation or potential violation of law, 
whether civil, criminal or regulatory in nature, and whether arising 
by general statute or particular program statute, or by regulation, 
rule or order issued pursuant thereto, the relevant records in the 
system of records may be referred, as a routine use, to the appropri- 
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ate agency, whether Federal, state, local or foreign, charged with the 
responsibility of investigating or prosecuting such violation or 
charged with enforcing or implementing the statute, rule, regulation 
or order issued pursuant thereto. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Card file and paper records in file folders. 

Retrievability: 

Retrievable by name, file number and the field assigned criminal 
information report number. — 

Safeguards: 

HQ USACIDC buildings employ security guards, information is 
stored in locked containers during non-duty hours and access is 
limited to authorized personnel. Buildings of subordinate elements of 
USACIDC generally employ 24 hour duty officers, store the infor- 
mation in locked containers and access is limited to authorized per- 
sonnel. 

Retention and disposal: 

Permanent, 40 years 

System manager(s) and address: 

Commander, U.S. Army Criminal Investigation Command, 5611 
Columbia Pike, Falls Church, VA 22041. 

Notification procedure: 

Information may be obtained from: 

Commander 
USACIDC 
ATTN: CIJA-RI 
5611 Columbia Pike 
Falls Church, VA 22041 
Record access procedures: 
Requests from individuals should be addressed to : Commander, 


USACIDC, ATTN: CIJA-RI, 5611. Columbia Pike, Falls Church, 
VA 22041 

Written requests for information should contain the full name, 
address and date of birth. Personal visits should be made at: Office of 
the Staff Judge Advocate - Release of Information, USACIDC, 5611 
Columbia Pike, Falls Church, VA 22041. 

For personal visits, the requesting individuals must present positive 
identification, such as a driver’s license or other identification card 
with a photograph in addition to the information required in written 
requests. 

Contesting record procedures: 


The Army’s rules for contesting contents and appealing initial 
determinations are contained in Army Regulation 340-21. 

Record source categories: 

Suspects, witnesses, victims, informants, USACIDC special agents 
and other personnel; various Department of Defense, Federal, State 
and local investigative agencies; department or agencies of foreign 
governments; and any other individual or. organizations which may 
supply pertinent information. 

Systems exempted from certain provisions of the act: 

Parts of this system may be exempt under 5 USC 552 a(j) or (k) as 
applicable. For additional information, contact the Systems Manager. 
A0508.11cUSACIDC 

System name: 

508.11¢ Special Agent Evaluation Files 

System location: 

Primary System: Operations Directorate, Headquarters (HQ), 
United States (US) Army Criminal Investigation Command (USA- 
CIDC), 5611 Columbia Pike, Falls Church, VA 22041. 

Decentralized segments USACIDC subordinate elements which ex- 
ercise local administrative and technical control of special agents; 
official mailing addresses are in the Department of Defense directory 
in the appendix to the Department of the Army systems notice. 

Categories of individuals covered by the system: 

Ali USACIDC Special Agents, Warrant Officer and enlisted, who 
prepare USACIDC reports of investigation (ROI’s). 

Categories of records in the system: 

Files contain special agent’s name and sequence number; investiga- 
tive history; e.g., primary or secondary agent, or whether the special 
agent inherited the case; office of assignment; year of the report of 
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investigation; ROI number; type of ROI; offense codes for the ROI; 
the number of days the ROI covered; determination of whether or 
not the number of days the ROI covered was justified; name of the 
field office reviewer; name of the field office approver; disposition 
status of the ROI; location of the incident; i.e., on post, off post or 
combination; determination of case difficulty; determination of the 
special agent’s investigative effort; type of administrative deficiencies, 
if any; and type of investigative deficiencies, if any. 

Authority for maintenance of the system: 

Title 10 U.S.C., Section 3012(g). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Personnel of HQ USACIDC and all USACIDC subordinate ele- 
ments with an official need-to-know, to accomplish various manage- 
ment functions such as statistical compilations, quality control, and 
special agent investigative and administative evaluations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and computer paper printouts. 

Retrievability: 

Information is retrievable by the name of the individual or other 
identifier. 

Safeguards: 

HQ USACIDC buildings employ security guards, information is 
stored in locked containers or rooms during non-duty hours and 
access is limited to authorized personnel. Buildings of subordinate 
elements of USACIDC generally employ 24 hour duty officers, store 
the information in locked containers or rooms, and access is limited 
to authorized personnel. 

Retention and disposal: 

Files are retained for an indefinite period, as the disposition policy 
has not yet been determined. 

System manager(s) and address: 

Commander, US Army Criminal Investigation Command, 5611 Co- 
lumbia Pike, Falls Church, VA 22041. 

Notification procedure: 

Information may be obtained from: 

mmander 
USACIDC 
ATTN: Dir Opns 
5611 Columbia Pike 
Falls Church, VA 22041 
Record access procedures: 


Requests from individuals should be addressed to: Commander, 
USACIDC, ATTN: Dir, Opns, 5611 Columbia Pike, Falls Church, 
VA 22041 

Written requests for information should contain the full name, 
address, and date of birth. Personnel visits should be made to: Direc- 
tor of Operations, USACIDC, 5611 Columbia Pike, Falls Church, 
VA 22041. 

For personal visits, the requesting individuals must present positive 
identification, such as a driver’s license or other identification card 
with a photograph in addition to the information required in written 
requests. 


Contesting record procedures: 


The Army’s rules for contesting contents and appealing initial 
determinations are contained in Army Regulation (AR) 340-21. 


Record source categories: 


The completed ROI, with all attachments and inclosures, and the 
objective and subjective analysis by the reviewers. 


Systems exempted from certain provisions of the act: 
None 
A0508.25aUSACIDC 
System name: 
508.25a Index to Criminal Investigative Case Files 
System location: 
Criminal Records Directorate, United States (US) Army Criminal 


Investigation Command (USACIDC), 2301 Chesapeake Avenue, Bal- 
timore, MD 21222. 


Categories of individuals covered by the system: 


NOTICES 


Any individual, civilian or military, involved or suspected of being 
involved in criminal activity affecting the US Army’s interests, prop- 
erty, and/or personnel. 

Categories of records in the system: 

Indices contain codes for type of crime and location of investiga- 
tion, year, date of crime, names and personnel identifiers of offenders 
and victims of crime and report number. 


Authority for maintenance of the system: 

Title 10 U.S.C., Section 3012(g) 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To afford index to Criminal Investigation Case Files and Military 
Police (MP) Reporting Files that are not indexed by any other 
activity. These records are utilized to develop investigative leads 
during the conduct of ongoing Army criminal investigations. These 
data are released only for US Army CID and MP investigative 
purposes. Statistics generated by these data are also utilized as a 
management tool to determine crime trends, frequency and rates. In 
the event that information maintained in this system of records indi- 
cates a violation or potential violation of law, whether civil, criminal 
or regulatory in nature, and whether arising by general statute or 
particular program statute, or by regulation, rule or order issued 
pursuant thereto, the relevant records in the system of records may 
be referred, as a routine use, to the appropriate agency, whether 
Federal, state, local or foreign, charged with the responsibility of 
investigating or prosecuting such violation or charged with enforcing 
or implementing the statute, rule, regulation, or order issued pursuant 
thereto. = 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper card size 3x5 and computer punch cards. 

Retrievability: 

By name of offender, suspect or victim. 

Safeguards: 

Contained in a secure area; protected by a locked wire inclosure 
under 24 hour guard. Access to the files area is controlled through a 
photograph/badge ID System. No visitors are authorized access to 
the area, except under escort; files do not afford ’For Official Use 
Only’ protection and release of information data is recorded on a 
permanent log. 

Retention and disposal: Permanent; 40 years. 

System manager(s) and address: 

Commander, USACIDC, Crime Records Directorate, 5611 Colum- 
bia Pike, Falls Church, VA 22041. 

Notification procedure: 

Information may be obtained from: 

Commander 
USACIDC 

ATTN: CIJA-RI 

5611 Columbia Pike 
Falls Church, VA 22041 

Record access procedures: 

Requests from individuals should be addressed to: Commander, 
USACIDC, ATTN: CIJA-RI, 5611 Columbia Pike, Falls Church, 
VA 22041. 

Written requests for information should contain the full name, 
address, and date of birth. Personal visits should be made at: Office 
of the Staff Judge Advocate - Release of Information, USACIDC, 
5611 Columbia Pike, Falls Church, VA 22041. 

For personal visits, the requesting individuals must present positive 
identification, such as a driver’s license or other identification card 
with a photograph in addition to the information required in written 
request. 

Contesting record procedures: 

The Army’s rules for contesting contents and appealing initial 
determinations are contained in Army Regulation 340-21. 

Record source categories: 

Suspects, victims, USACIDC special agents and other personnel, 
informants; various Department of Defense, Federal, State, and local 
investigative agencies; departments or agencies of foreign govern- 
ments; and any other individual or organization which may supply 
pertinent information. 

Systems exempted from certain provisions of the act: 


- 
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Parts of this system may be exempt under 5 USC 552a(j) or (k) as 
applicable. For additional information, contact the System Manager. 


A0509.19aDAPE 


System name: 

509.19a Military Police Investigator Certification Files 

System location: 

Primary System: Record files pertaining to individual certification 
actions are maintained at US Army Military Personnel Center 
(DAPC-EPM-L), 200 Stovall Street, Alexandria, Virginia 22332. 

Decentralized copies: Correspondence relating to certification is 
maintained at the installation initiating request and at respective 
major Army commands. Official mailing addresses are in the Depart- 
ment of Defense (DOD) directory in the appendix. 

Categories of individuals covered by the system: 

Any individual who has been nominated by a commander for 
certification as a Military Police Investigator. 

Categories of records in the system: 

Files contain: requests, name checks, background checks, appro- 
vals, disapprovals, appeals, rebuttals, and related documents. 

Authority for maintenance of the system: 

Title 10 U.S.C., Section 3012(g). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is collected to establish eligibility and suitability of 
individuals to be certified as Military Police Investigators. Informa- 
tion is not disclosed outside of the agency, and within the agency 
access to records containing adverse suitability information is restrict- 
ed by use of protective markings. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folder and card indexes. 

Retrievability: 

Filed alphabetically by name. 

Safeguards: 

Building employs security guards and controls access. Distribution 
and access to files based on strict need-to-know. Files contained in 
locked cabinets when not under personal supervision of authorized 
personnel. 

Retention and disposal: 

Destroyed upon individual’s release from active service or 3 years 
after involuntary withdrawal of certification. 

System manager(s) and address: 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, Washington, DC 20310. 

Notification procedure: « 

Requests should be addressed to Deputy Chief of Staff for Person- 
nel, HQDA, (DAPE-HRE) Washington, DC 20310 

Record access procedures: 

Requests should be addressed to Commander, US Army Military 
Personnel Center (DAPC-EPM-L), 200 Stovall. St., Alexandria, VA 
22332 

Contesting record procedures: 

Requests should be addressed to Deputy Chief of Staff for Person- 
nel, HQDA, (DAPE-HRE), Washingotn, DC 20310 

Record source categories: 

Subjects, witnesses, victims, Military Police and United States 
Army Criminal Investigations Command personnel and agents, infor- 
mants, various DOD, Federal, State and local investigative and law 
enforcement agencies, departments or agencies of foreign govern- 
ments; and any other individuals or organizations which may supply 
pertinent information. 

Systems exempted from certain provisions of the act: 

Parts of this system may be exempt under 5 USC 552a (j) or (k) as 
applicable. For additional information, contact the SYSMANAGER. 


A0609.01aDASG 


\ 


System name: ; 
609.01 Individual Radiation Protection Files 
System location: 


Primary System - Army installations/activities which possess, use, 
or store radiation producing devices or radioactive materials. 
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Decentralized Segment - Nucleonics Section, Quality Assurance 
Division, Lexington Blue Grass Depot Activity, Lexington, KY. 

Categories of individuals covered by the system: 

All Army personnel, civilian and military, occupationally exposed 
to meyer of ionizing radiation and occasionally exposed and moni- 
tored visitors. 


Categories of records in the system: 

Installation personnel and Radiation Protection Committee files 
contain documents, DD Forms 1952, DD Forms 1141, DA Forms 
3484, exposed dosimetry film, and related papers reflecting the train- 
ing, experience, and certification of individual radiation workers to 
handle specific sources of ionizing radiation; summary listings of 
certified individuals; external exposures to ionizing radiation, includ- 
ing personnel dosimetry results and reports of film badge readings; 
and internal exposures to radioactive materials, including analysis of 
biological specimens and whole-body counts. 

Lexington Blue Grass Depot Activity automated dosimetry file 
contains data elements reflecting individual name, social security 
number, film badge number, coded cross-reference to place of assign- 
ment at time of exposure, from-to dates of exposure and radiation 
dose, cumulative quarterly, annual and life-time dose, type of measur- 
ing device, and coded cross-reference to qualifying data regarding 
exposure readings. 

Authority for maintenance of the system: 


10 CFR 35; 10 CFR 20; Title 44 U.S.C., Section 3101; Title 5 
U.S.C., Section 301. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To insure individual qualifications to handle radioactive materials; 
to monitor, evaluate, and control the risks of individual exposures to 
ionizing radiation or radioactive materials by comparison of both 
current (short-term) and long-term exposures; to provide radiation 
data to other Federal agencies, academic institutions, and non-gov- 
ernmental agencies, such as the National Council on Radiation Pro- 
tection and Measurement and the National Research Council, author- 
ized to conduct radiation research, evaluation, and monitorship. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, film packets, magnetic tape/disk. 

Retrievability: 


Filed alphabetically by name; automated data retrievable by name, 
social security number, or automatic data processing parameters. 

Safeguards: 

Buildings employs security guards. Records are maintained in areas 
accessible only to authorized personnel who are properly screened 
and trained; access to computer operations room is controlled by 
card key system, which requires positive identification and authoriza- 
tion. 

Retention and disposal: 

Certified user listing files - Retained 5 years after reassignment, 
transfer or separation of individual. 

Personnel Dosimetry files - Permanent. Processed film indicating 
normal exposure is retained 5 years after evaluation and recorded on 
permanent records. 

Personnel Bioassay files - Permanent medical records. 

System manager(s) and address: 

The Surgeon General, Headquarters, Department of the Army 
(HQDA), The Pentagon, Washington, DC 20310. 

Notification procedure: 

Information may be obtained by written request to: 

HQDA (DASG-PSP) 
Room 2D453 

The Pentagon 
Washington, DC 20310 

Record access procedures: 

Requests should be addressed to: Office of The Surgeon General, 
HQDA (DASG-PSP), Room 2D453, The Pentagon, Washington, 
DC 20310. 

All requests should be written since files are not stored in HQDA. 
If telephone conversation is desired, at the expense of the inquirer, 
area code and telephone number will be furnished. 

Personal visits by the individual requesting access may be arranged 
only with the official assigned to respond to a written request. 


, 
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Contesting record procedures: 


The Army’s rules for contesting content and appealing initial de- 
termination may be obtained from the SYSMANAGER. 


Record source categories: 

Monitored individuals and exposed dosimetry film. 
Systems exempted from certain provisions of the act: 
None 


A0702.08aDASG 
System name: 

702.08 Army Medical Procurement Applicant Files 

System location: 

Primary System: Procurement Division, Army Medical Depart- 
ment (AMEDD) Personnel Support Agency, Headquarters, Depart- 
ment of the Army (HQDA) (SGPE-PD), Forrestal Building, Wash- 
ington, DC, 20314. 

Decentralized Segments: AMEDD Procurement Counselor Field 
Offices in the following locations: Cutler Army Hospital, Ft. Devens, 
MA 01433; US Post Office Building, 135 High St., Hartford, CT 
06103; Room 1271, Federal Building, 100 South Clinton St., Syra- 
cuse, NY 13202; 160 North Franklin St., Hempstead, NY 11550; 
Building 5515, Room 309 and 316, Ft. Dix, NJ 08640; Federal Office 
Building, 1000 Liberty Avenue, Pittsburgh, PA 15222; Forest Glen 
Section, Walter Reed Army Medical Center, Washington, DC 20012; 
Federal Office Building, 400 North 8th St., Richmond, VA 23240; 
3555 Maguire Blvd., Bennington Building, Suite 250, Orlando, FL 
32803; Federal Building, 310 New Bern Avenue, Suite 310, Post 
Office Box 27524, Raleigh, NC 27611; 200 East Liberty St., Ann 
Arbor, MI 48107; Building 67, Columbus Support Facility, 530 Buck- 
ingham St., Columbus, OH 43215; HQ US Army Forces Command, 
Ft. McPherson, GA 30330; Building 142, Room 345, Ft. Sheridan, IL 
60037; 144 Elk Place, Suite 1504, New Orleans, LA 70112; Federal 
Office Building, 515 Rusk Ave., Room 5122, Houston, TX 77002; 
Brooke Army Medical Center, ATTN: AFZG-MDZ-PP, Ft. Sam 
Houston, TX 78234; Federal Office Building, 1100 Commerce Street, 
Dallas, TX 75202; US Army Recruiting Main Station, 12th & Spruce 
Streets, St. Louis, MO 63102; US Army Medical Department Acti- 
vity, Building 268 (Dodge Hall), Ft. Leavenworth, KS 66027; Ameri- 
can Red Cross Building, Box 327, Fitzsimons Army Medical Center, 
Denver, CO 80240; Building 5, Ft. Douglas, UT 84110; Building 138, 
Room 116, Naval Support Activity (Sand Point), Seattle, WA 98115; 
Building 654, Presidio of San Francisco, San Francisco, CA 94129; 
1600 N. Broadway, Suite 210, Santa Ana, CA 92706; US Army 
Medical Command, Europe, APO New York 09102; Tripler Army 
Medical Center, ATTN: HSCT-PD-P, TAMC, Hawaii 96859. 

Categories of individuals covered by the system: 

Potential applicants and applicants for the AMEDD procurement 
programs, to include applicants for appointment in the Regular Army 
and US Army Reserve. 

Categories of records in the system: 

Interview sheets; counselor evaluations; letters of recommendation; 
selection/ nonselection letters; Special Orders; all correspondence to 
and from applicant; correspondence received concerning applicant; 
Selection Board/Committee results; Statement of Interests; Objec- 
tives and Motivation; US Army Reserve Components Personnel and 
Administration Center Transcript; Officer Procurement Data System 
coding Sheet. 

Authority for maintenance of the system: 
van 10 U.S.C., Sections 3012 and 4301, and Executive Order 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Procurement Division: To evaluate an applicant’s acceptability and 
potential for appointment in a component of the AMEDD, to evalu- 
ate qualifications for assignment to various career areas; to determine 
educational and experience background for award of constructive 
service credit; to determine dates of service and seniority; to docu- 
ment service agreement with the US Army; to provide statistical 
information for effective management of the AMEDD Personnel 
Procurement Program. 

AMEDD Procurement Counselor Field Offices: To assist appli- 
cants in completion of their applications; to counsel applicants in 
their potential for selection for procurement programs and/or for 
appointment in the AMEDD. 


Policies and practices for storing, retrieving, accessing, retaining, and 
Gestiva winds Genes’ 


Storage: 


NOTICES 


Paper records are maintained in file folders. Selected items of 
information are on computer paper printouts, magnetic tapes, com- 
puter punch cards, and control cards. 

Retrievability: 

File folders and control cards are filed alphabetically by last name 
of applicant. Computer printouts are printed alphabetically and by 
program code/social security number (SSN), by program and/or by 
special category. Individual records on magnetic tape are retrieved 
by program code and SSN. Computer punch cards are filed alpha- 
betically by program code/SSN, and/or by special category. 

Safeguards: 

File foiders, control cards, computer paper printouts and computer 
punch cards are maintained in areas accessible only to authorized 
personnel. Magnetic tapes are protected by a user identification and 
password convention. i 

Retention and disposal: 

File folders and control cards are maintained until the end of the 
year in which all actions pertaining to the individual are completed, 
plus one year, and destroyed. Computer paper printouts and comput- 
er punch cards are destroyed upon replacement by updated informa- 
tion and/or until applicable cyclical program is completed and prin- 
touts/punch cards are of no further value, whichever is later. Mag- 
netic tapes are permanent. 

System manager(s) and address: 

The Surgeon General, Headquarters, Department of the Army 
(HQDA), The Pentagon, Washington, DC 20310. 

Notification procedure: 

Information may be obtained from: 

Commander, AMEDD Personnel Support Agency 
Officer Procurement Division 

Room 7BOS54, Forrestal Building 

Washington, DC 20314 

Telephone: 202/693-5120 

Record access procedures: 

Requests should be addressed to: HQDA (SGPE-PD), Forrestal 
Building, Room 7BO54, Washington, DC 20314. 

Contesting record procedures: - 

The Army’s rules for access to records and. for contesting contents 
and appealing initial determinations may be obtained from Command- 
er, AMEDD Personnel Support Agency. 

Record source categories: 

Transcripts from post secondary schools; employer evaluations; 
faculty evaluations; AMEDD counselor evaluations; interviews; mili- 
tary supervisor evaluations; medical information from medical exami- 
nation facilities; American Testing Program; Educational Testing 
Service; Selection Board/committees; prior military service records; 
Department of Defense (DD) Form 214 (Report of Separation from 
Active Duty); application and related forms from individual. 

Systems exempted from certain provisions of the act: 

Parts of this system may be exempt under 5 USC 552a, Section (j) 
or (k), as applicable. For additional information, contact the SYS- 
MANAGER. 


A0704.06bTRADOC 
System name: 

704.06b Army Reserve Officers’ Training Corps (ROTC) LEADS 
Referral Card System 

System location: 

Primary System - LCS Industries, 10 Pelham Parkway, Pelham 
Manor, NY 10803. 

Decentralized Se ts - Ayer Direct, 1345 Avenue of the Ameri- 
cas, New York, NY 10019; Office of the Deputy Chief of Staff for 
ROTC (ODCSROTC), Headquarters (HQ), United States Army 
Training and Doctrine Command (TRADOC), Ft Monroe, VA 
23651; United States (US) Army ROTC Region (ROTCR) HQ, and 
ROTC Instructor Group Staffs. 

Categories of individuals covered by the system: 

Any US citizen who can reasonably be assumed to be a potential 
enrollee in the Senior ROTG (SROTC) program. 

Categories of records in the system: 

System contains individual names, addresses, telephone numbers, 
social security numbers, high school graduation dates, colleges plan- 
ning to attend, and enrollment information following recruitment 
follow-up actions. 
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Authority for maintenance of the system: 
Title 10 U.S.C., Chapter 103, Section 2101-2111. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


LCS Industries - To establish and maintain a central computerized 
master file of prospective SROTC enrollees; to generate. SROTC 
prospect LEADS cards and recruitment management information 
reports. ‘ 

ROTC Instructor Group Staffs - To recruit individual SROTC 
prospects for possible enrollment and to maintain a future reference 
and follow-up suspense file of prospective enrollees. 

‘ DOC; HQ, ROTC; and Ayer Direct - To analyze 
SROTC advertising program effectiveness and recruitment activitites. 

United States Army Recruiting Command (USAREC); United 
States Army Reserve (USAR); and Army National Guard (ARNG) - 
To recruit individual prospects for enlistment purposes when the 
individual has specifically requested transfer of his/her name from 
the SROTC prospect file to the USAREC, USAR, or ARNG. 

Admissions/Registrars Offices - To provide prospective enrollees 
who have indicated a desire to attend a particular host or cross- 
enrolled institution with catalogs ‘or other information concerning 
that school. 


Policies and practices for storing, retrieving, accessing, retaining, and 

of records in the system: 

Storage: : 

LCS Industries stores information on magnetic tape and magnetic 
disk in a film library secured by a controlled access roster. 

Ayer Direct stores computer print-outs in standard file containers. 

HQ, TRADOC and ROTCR store computer print-outs in standard 
file containers. 

ROTC Instructor Groupd Staffs store LEADS cards in file folders 
or in standard card index files. 

Admissions/Resistrars Offices stote individual referral data in 
standard file containers. 

Retrievability: 

LCS Industires - Filed alphabetically by last name of prospect and 
by ROTCR. 

HQ, TRADOC, ROTCR, and Ayer Direct - Print-out reports are 
alphabetized by last name of prospect and by ROTCR. Reports are 
filed chronologically by month. 

ROTC Instructor Group Staffs - LEADS cards are filed alphabeti- 
cally by last name of prospect. 

Admissions/Registrars Offices - Filed alphabetically by last name 
of prospect. 

Safeguards: 

LCS Industries - Building and offices are locked in the evening. 
Keys are controlled. Records are maintained in areas accessible only 
to authorized personnel who are properly screened and trained. 

Ayer Direct - Building employs security guard. Employees carry 
passes. Records are maintained in areas accessible only to authorized 
personnel who are properly screened, cleared, and trained. 

HQ, TRADOC and ROTCR - Buildings are located on military 
reservations. Records are maintained in areas accessible only to au- 
thorized personnel who are properly screened, cleared, and trained. 

ROTC Instructor Group Staffs and Admissions/Registrars Offices 
- Buildings are located on college campuses guarded by college 
security officials. Records are maintained in areas accessible only to 
authorized personnel who are properly screened, cleared, and 
trained. 

Retention and disposal: 


LCS Industries - Records are retained in active file until the end of 
the fiscal year in which the data is recieved, held in an inactive file 
until expiration of contract. 

Ayer Direct - Records are retained in an active file for up to two 
years and then destroyed. 

HQ, TRADOC and HQ, ROTCR - Records are retained in an 
active file for up to two years and then destroyed. 

ROTC Instructor Group Staffs and Admissions/Registrars Offices 
- Records are retained for as long as it is deemed necessary for 
appropriate follow-up action and then destroyed. 

System manager(s) and address: 

The Deputy Chief of Staff for ROTC, Headquarters, United States 
Army Training and Doctrine Command, Ft Monroe, VA 23651. 

Notification procedure: 

Information may be obtained from: 

RADOC 


’ 


ODCSROTC (ATRO-AM) 


Ft Monroe, VA 23651 
Telephone: Area Code 804/727-3077 
Record access procedures: 


Request from individuals should be addressed to: Headquarters, 
United States Army Training and Doctrine Command, Office of the 
—— Chief of Staff for ROTC (ATRO-AM), Ft Monroe, VA 

Written requests for information should contain the full name of 
the individual, current address, and telephone number. Visits are 
limited to the Office of the Deputy Chief of Staff for ROTC, HQ, 
TRADOC (ATRO-AM), Ft Monroe, VA 23651. 

For personal visits, the individual should be able to provide some 
acceptable identification; e.g., driver’s license or employing office’s 
identification card. 

Contesting record procedures: 


The Army’s rules for contesting contents and appealing initial 
determinations are contained in Army Regulation 340-21. 

Record source categories: 

Magazine, newspaper, and poster advertising coupons; mailback 
reply cards; letters; walk-ins; referrals from parents, relatives, coun- 
selors, teachers, coaches, friends, associates, college registrars, dormi- 
tory directors, national testing organizations, honor societies, Boys’ 
Clubs, Boy Scout organizations, Future Farmers of America, minor- 
ity and civil rights organizations, fraternal and chruch organizations, 
neighborhood youth centers; YMCA, YWCA, social clubs, athletic 
clubs, Boy’s State/Boys’ Nation, scholarship organizations, previous 
employers, trade organizations and other agencies and commands 
within the Department of Defense. 


Systems exempted from certain provisions of the act: 
None 


A0704.10bMEPCOM 
System name: 

704.10 ASVAB Institutional Test Scoring and Reporting System 

System location: 

Primary System: Plans/Program/Test Scoring Division, Testing 
Directorate, United States Military Enlistment Processing Command 
(MEPCOM), FT. Sheridan, IL 60037. 

Decentralized Segments: Armed Forces Examining and Entrance 
Stations (AFEES); participating school systems; state departments of 
education/testing agencies; Air Force Human Resources Laboratory, 
Brooks Air Force Base, TX 78236; Defense Manpower Data Center, 
Monterey, CA 93940; all service recruiters/recruiting commands. 


Categories of individuals covered by the system: 
High School, job corps, college, and other students who have been 


administered the institutional version of the Armed Services Voca- 
tional Aptitude Battery (ASVAB). 

Categories of records in the system: 

File contains individual’s name, social security number (SSN), ad- 
dress, telephone number, date of birth, sex, ethnic group identifica- 
tion, grade, booklet number of ASVAB test, individual’s plans after 
graduation, and individual item responses to each of the 12 ASVAB 
tests. 


Authority for maintenance of the system: 
Title 44 U.S.C., Section 3101; Title 10 U.S.C., Sections 133 and 
3012. 


Executive Order 9397, "Numbering Systems for Federal Accounts 
Relating to Individual Personnel.’ 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Plans/Program/Test Scoring: To compute and furnish test score 
products for career/vocational guidance and group assessment of 
aptitude test performance; for research use by selected government 
contractors. 

Armed Forces Examining and Entrance Stations: To establish eli- 
gibility for enlistment and verify enlistment and placement scores and 
retest eligibility. 

School Systems: For vocational/career counseling, curriculum 
planning, and group assessment. 

Air Force Human Resources Laboratory: For future test develop- 
ment, test validation, and related statistical purposes. 

Defense Manpower Data Center: For marketing evaluation, assess- 
ment of manpower trends, and characteristics. 

Recruiters/Recruiting Commands: For recruitment, enlistment, and 
placement. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Pians/Program/Test Scoring Division: Microfiche, optical mark 
sense cards, and computer magnetic tapes. 

AFEES: Microfiche. 

School Systems: Computer paper printout and magnetic tapes. 

Air Force Human Resources Laboratory: Magnetic tapes. 

Defense Manpower Data Center: Magnetic tapes. 

Recruiter/Recruiting Commands: Computer paper printout and 
cards. 


Retrievability: 


Data are first accessed by date tested, then by high school name, 
and then alphabetically by student name. 


Safeguards: 

Records are maintained in areas (locked rooms or filing cabinets) 
accessible only to authorized personnel who are properly screened, 
cleared, and trained in accordance with governing regulations. Mag- 
netic tapes are protected by user identification and manual controls. 

Retention and disposal: 

Plans/Program/Test Scoring Division: Primary records (mark 
sense data cards) are retained 4 months after which they are de- 
stroyed. Magnetic tapes are retained for 1 year; microfiche retained 
for 2 years. Research data retained by contractors for more than 2 
years require segregation of personal identifying information and test 
score data, with analyses performed using only summary statistics. 

AFEES: Records retained for 2 years after which they are de- 
stroyed. 

School Systems: Records released to students; counselors retain 
scores with student master records. 

Air Force Human Resources Laboratory: Records are retained 
indefinitely or as long as the system is operational. Files maintained 
after 2 years are purged to delete each student’s personal identifying 
information. 

Defense Manpower Data Center: Data maintained for 2 years, at 
which time personal identifying information is erased from this 
system. 

Recruiter/Recruiting Commands: Records are maintained for 2 
years from date ASVAB are administered, then destroyed. 

System manager(s) and address: 

Commander, United States Military Enlistment Processing Com- 
mand, Ft. Sheridan, [L 60037. 

Notification procedure: 

Information may be obtained from: 

Commander 
United States Military Enlistment Processing Command 
Testing Directorate 

Ft. Sheridan, IL 60037 Telephone: Area Code 312/926-2366 

Record access procedures: 

Requests from individuals should be addressed to Commander, 
United States Military Enlistment Processing Command, Testing Di- 
rectorate, Ft. Sheridan, IL 60037. 

Written requests for information should contain the correct name 
and full address of the high school, date tested, full name of individu- 
al tested, SSN, and address at the time of testing. 

Contesting record procedures: 

The Army’s rules for contesting contents and appealing initial 
determinations are contained in Army Regulation 340-21. 

Record source categories: 

Students who are tested with ASVAB. 

Systems exempted from certain provisions of the act: 

Parts of this system may be exempt under 5 USC 552a(k)(6). For 
additional information contact the SYSMANAGER. 


A0715.01aDAPC 


System name: 
715.01 Personnel Data Card 
System location: 


Decentralized: Each active Army unit furnishing personnel and 
strength data to the Department of the Army (DA). 


Categories of individuals covered by the system: 


Active duty members of the United States Army (Commissioned, 
warrant, and enlisted service members). ~ 


Categories of records in the system: 


NOTICES 


File contains.a personnel data form (DA> Form 2475-2) which 
includes organization, unit, station, name, social security number 
(SSN), grade and pay group, blood type, duty assignment, duty 
phone local address, local phone number, name and address of next- 
of-kin, home of record, place of birth, awards, military occupational 
specialty evaluation data, and the unit commander’s grade and name. 
File is augmented by change reports transmitted to higher echelons 
of the Army to support automated data stored on computer magnetic 
tapes and discs. 

Authority for maintenance of the system: 

Title 5 U.S.C., Section 301; Title 10 U.S.C. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Active Army reporting unit: To account for and maintain data 
relating to each assigned and/or attached active military person 
under the military jurisdiction of the company/detachment/Army 
element for use in personnel management; to support the accounting 
of and reporting function incident to the maintenance of the Officer 
Master File (OMF)/ Enlisted Master File (EMF), the Military Per- 
sonnel Records Jacket file (MPRJ), and the Official Military Person- 
nel File (OMPF). 

’ Department of the Army commands/organizations/elements and 
staff agencies: To perform relevant military functions/requirements/ 
action consistent with their respective mission. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Alphabetically by name. 

Safeguards: 

Records filed in areas accessible only to authorized personnel who 
are trained, cleared, and assigned the functional duty of unit level 
personnel administration. 

Retention and disposal: 

Records are retained in the reporting unit for 8 years following the 
date of the last entry appearing on the individual personnel data card. 

System manager(s) and address: 

Commander, US Army Military Personnel Center, 200 Stovall 
Street, Alexandria, VA 22332. 


Notification procedure: 


Information may be obtained from the reporting unit of assign- 
ment/attachment of the individual concerned. 

Record access procedures: 

Request from individual should be addressed to the appropriate 
military unit. 

Written requests for information should contain the full name, 
grade, service identification number, and unit of assignment/attach- 
ment. 

Personal visits may be made to the unit of assignment; identifica- 
tion of visitors will be established by suitable military identification 
or other means normally accepted in the transaction of business. 

Contesting record procedures: 

The Army’s rules for contesting contents and appealing initial 
determinations may be obtained from Headquarters, Department of 
the Army, (DAPC-POO), 200 Stovall Street, Alexandria, VA 22332. 

Record source categories: 

Enlistment Record (Department of Defense (DD Form 4)); Report 
of Separation (DD Form 214) for reenlistees; Extention of enlistment 
(DA Form 1695); Special Orders issued by enlistment/reenlistment 
authorities; personal information furnished by the individual con- 
cerned; documents/records/reports/ forms originated within the re- 
porting unit. 

Systems exempted from certain provisions of the act: 

None 


A0715.06aDAPC 
System name: 
715.06a Field Military Personnel Information System - SIDPERS 
System location: 
Each Army installation and other organizational elements maintain- 
ing a segment of the Standard Installation/Division Personnel System 


(SIDPERS). The official mailing addresses are in the Department of 
Defense Directory in the Appendix. : 
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NOTICES 


Categories of individuals covered by the system: 

All active Army military personnel and personnel attached from 
the National Guard or United States Army Reserve based upon local 
option. 

Categories of records in the system: 

The categories of information stored include: name, social security 
number (SSN), sex, race, citizenship, status, religious denomination, 
marital status, number of dependents, date of birth, physical profile, 
ethnic group, grade and date of rank, term of service for enlisted 
personnel, service agreement for non-regular officers, service data 
and dates, unit of assignment, military occupation specialty, addition- 
al skill identifiers, civilian military education level, language, assign- 
ment eligibility and availability and termination date thereof, security 
status, special pay and bonus, suspense termination date thereof, sus- 
pension of favorable personnel action indicator, Privacy Act disputed 
record indicator. 

Authority for maintenance of the system: 

Title 5 U.S.C., Section 301; Title 10 U.S.C. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Department of Army: Records are used for personnel management, 
strength accounting, and manpower management. 

Department of Defense: Records are used for interdepartmental 
actions and personnel management. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on computer magnetic tapes and disks and 
computer punch cards. 

Retrievability: 

Access is by SSN, name, or other individual identifying character- 
istics. 

Safeguards: 

Physical security devices, guards, computer hardware and software 
features, and personnel clearances for individuals working with the 
system. 

Retention and disposal: 

Records are destroyed 90 days after the individual is no longer 
active. 

System manager(s) and address: 

Commander, US Army Military Personnel Center, (USAMILPER- 
CEN), 200 Stovall Street, Alexandria, VA 22332. 

Notification procedure: 

Information may be obtained from the commander of the organiza- 
tion to which the service member is assigned. 

Record access procedures: 

Written requests for information should include the full name, 
service identification. number, and current address. Visits should be 
made to the servicing military personnel office (MILPO) or head- 
quarters of the organization/station of the service member. 

For personal visits, the requester should provide acceptable identi- 
fication, i.e., military identification card or other identification nor- 
mally acceptable in the transaction of business. 

Contesting record procedures: 

The Army’s rules for contesting contents and appealing initial 
determinations may be obtained from USAMILPERCEN (DAPC- 
MSO), 200 Stovall Street, Alexandria, VA 22332. 

Record source categories: 

Information is obtained in documented and other computer reada- 
ble form from other Department of Army organizations/stations and 
other federal agencies. 

Systems exempted from certain provisions of the act: 

None 


A0715.07cUSFK 

System name: 

715.07 Command Unique Personnel Information Data System 
(CUPIDS) 

System location: 

Primary System: Office of the Assistant Chief of Staff, Personnel 
Directorate (J1), Headquarters (HQ) United Nations Command 
(UNC)/United States (US) Forces, Korea (USFK)/Eighth US Army 
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(EUSA), ATTN: AJ-PER-DM, Army Post Office San Francisco 
(APO SF) 96301. 

Decentralized Segments: US Army Yongsan Data Processing 
Center Korea, APO SF 96301; HQ UNC/USFK/EUSA, ATTN: 
PMJ-O, APO SF 96301; HQ UNC/USFK/EUSA, ATTN: DJ-SP, 
APO SF 96301; and HQ UNC/USFK/EUSA, ATTN: GCT, APO 
SF 96301. 

Categories of individuals covered by the system: 


All members of UNC/USFK/EUSA who are authorized duty-free 
privileges in the Republic of Korea (ROK) as well as US Embassy 
personnel, contract personnel, technical representatives, and author- 
ized potential noncombatant evacuees living in the ROK. 


Categories of records in the system: 


The CUPIDS data base includes the individual’s name, social secu- 
rity number (SSN), date and place of birth, sex, rotation date, citizen- 
ship, passport number, date arrived in the ROK, previous tours in the 
ROK, service component, pay grade/position status, marital status, 
dependent stays, and religion. The following dependent information 
is maintained: spouse’s name, date and place of birth, date arrived in 
the ROK, passport number, citizenship, sex, date and place of mar- 
riage, local address, and religion. Applicable information is extracted 
from this central data base to provide a noncombatant report, con- 
tractor and technical representative listing, religious preference list- 
ing, and dependent information roster. 

An individual purchase record is maintained for those personnel 
authorized duty-free privileges. It consists of a record of exchange 
catalog sales and purchases made by authorized shoppers in the 
exchange system, Class VI stores, and commissaries in the ROK. 


Authority for maintenance of the system: 


Title 5 U.S.C., Section 301 and the Status of Forces Agreement, 
United States of America (USA) and the ROK. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Record the number and location of contractor and technical repre- 
sentatives in the ROK for reporting to the Korean Government in 
accordance with the USA-ROK Status of Forces Agreement. 

Identify and locate noncombatant evacuees in case of emergency. 
Provide Department of Defense (DOD) information pertaining to the 
number of dependents in the ROK. 

Obtain a religious profile to determine a realistic distribution of 
Chaplain assets throughout the command. 

Produce list of suspected violators of the ration control authoriza- 
tions set for retail facilities in the ROK. Produce a list of exchange 
catalog sales shipped into the ROK. Information is provided the 
Provost Marshal, US Army Criminal Investigation Command, US 
Department of State, Office of Special Investigation, Customs Offi- 
cials, law enforcement authorities of the ROK and commanders for 
investigative action where appropriate and/or administrative or judi- 
cial disposition. 

Provide listing of dependents in Korea to the Comptroller for 
verification of housing dollar authorizations. 

Maintain file of selected controlled item purchases made in retail 
facilities. 

Provide management data pertaining to expenditures by grade and 
family size. This information is used to determine if authorizations 
are sufficient. 

Provide a dependent profile throughout the command for manage- 
ment purposes. 

Produce ration control plates for authorized individuals for use in 
recording purchases in retail facilities. 

Produce medical cards which are used for identification in medical 
facilities. 

Provide retail sales information to the USA-ROK Status of Forces 
Ad Hoc Committee on black marketing activities. : 

Provide list by date eligible for return from overseas (DEROS) for 
transportation forecasting requirements. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape in tape library. 

Microfiche in file library and user level. 

Paper printout at user location. 

Retrievability: 

Noncombatants listing by area and geographical sub-area is alpha- 
betic by last name. 

All other records by SSN sequence. 


Safeguards: 
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The records area is accessible only to authorized personnel. During 
off duty hours, the facility is locked and secured by sound activated 
alarm. 

Retention and disposal: 

The command profile, sales profile, and individual sales file are 
retained for 1 year. Individual violations are retained until the end of 
the tour of the concerned individual. 

Regular card sales are destroyed monthly unless retained for evi- 
dence. 

Controlled items sales records are maintained for duration of indi- 
vidual tour. 

The data base account is retained for the duration of individual 
tour plus one month. 

All other information is eliminated at termination of tour or em- 
ployment. 

System manager(s) and address: 

Assistant Chief of Staff, Ji, HQ UNC/USFK/EUSA, APO SF 
96301. 

Notification procedure: 

Information may be obtained from: 

HQ UNC/USFK/EUSA (AJ-PER-DM) 
Building 2402A 

Yongsan/Seoul Korea 

Telephone: 293-3585 


Record access procedures: 


Requests from individuals should be addressed to: HQ, UNC/ 


USFK/EUSA (AJ-PER-DM), APO SF 96301. 

Written requests for information should contain the full name of 
the individual, current address and telephone number, SSN. 

For personal visits, the individual should provide a military identi- 
fication card and ration control plate if issued, or other acceptable 
identification such as a valid vehicle operator’s license. 


Contesting record procedures: 
The Army’s rules for access to records and for contesting contents 


and appealing initial determinations may be obtained from the SYS- 
MANAGER. 


Record source categories: 


Application for ration control; recorded sales made with ration 
control plate at retail US military facilities throughout the ROK; 


orders made through exchange catalog sales. 


Systems exempted from certain provisions of the act: 
None 


A0728.91DAAG 
System name: 

728.01 Retired Personnel Data File 

System location: 

Primary System: The Adjutant General Center, 1000 Independence 
Avenue SW, Washington, DC 20314. 

Decentralized segments: United States Army Military Personnel 
Center (USAMILPERCEN), 200 Stovall Street, Alexandria, VA 
22332; Army commands/installations operating retiree councils and/ 
Or service activities. 

Categories of individuals covered by the system: 

All retired Army personnel. 

Categories of records in the system: 

File contains name, grade codes, retirement class, social security 
number, branch of service, date of birth, date of retirement, compo- 
nent, years of service, percentage of disability, sex, retired pay codes, 
address codes, and retirement codes. File is maintained on magnetic 
tape for output to microfiche for manual video use. 

Authority for maintenance of the system: 

Title 10 U.S.C., Section 3966. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Adjutant General Center: To fulfill statutory requirement for 
listing of retired personnel; to accomplish a continuing contact with 
the retired person with respect to their entitlements, envolvements, 
and status as a retired military member; to provide listings, geo- 
graphically, for use by commands/installations operating retiree 
councils and/or service activities; and for locator use. 

General Services Administration: To obtain printing services for 
volume III, Army Registers. 


NOTICES 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Microfiche and magnetic tapes. 

Retrievability: 

Record accessed by name. 

Safeguards: 

Microfiche maintained in areas accessible only to authorized per- 
sonnel who are trained and cleared for duty in the retired activities 
branch; magnetic tape is maintained in areas accessible only to per- 
sonnel who are trained and cleared for computer duties. 

Retention and disposal: 

Magnetic tape updated through input of new retiree, address 
change, and death; individual data record retained until death. 

System manager(s) and address: 

Commander, The Adjutant Genral Center, 1000 Independence 
Avenue SW, Washington, DC 20314. 

Notification procedure: 

Information may be obtained from: 

Commander 

The Adjutant General Center 
1000 Independence Avenue SW 
Washington, DC 20314 

Record access procedures: 

Requests from individuals should be addressed to: Headquarters, 
Department of the Army (HQDA) (DAAG-PER), 1000 Indepen- 
dence Avenue SW, Washington, DC 20314. 

Written requests for information should contain the full name of 
the requester, service identification number, and current address. 

Personal visits may be made to the Adjutant General Center. 
Individuals should be able to provide their military service identifica- 
tion card or other commonly acceptable means of identification used 
in the normal transaction of business. 

Contesting record procedures: 

The Army’s rules for contesting contents and appealing initial 
determinations may be obtained from HQDA (DAAG-AMR), 1000 
Independence Avenue SW, Washington, DC 20314. 

Record source categories: 

Retirement order and documents; retiree input of address change 
data; death notifications. 

Systems exempted from certain provisions of the act: 

None 


A0810.10aDAEN 
System name: 

810.10 Military Construction Training Files 

System location: 

Construction Training, Construction Support Branch, Construction 
Division, Directorate of Military Construction, Office of the Chief of 
Engineers (COE), Washington, DC 20314. 

Categories of individuals covered by the system: 

Any participant in the annual Chief of Engineers Construction 
Training Program. 

Categories of records in the system: 

File contains individual’s grade, occupational code, district or divi- 
sion employed by, and age. 

Authority for maintenance of the system: 

Government Employees Training Act of 7 Jul 58, 72 Stat 327 
(Pub. L. 85-507). 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Provides an historical record of training and source of data for 
statistical reports; serves as basis for developing additional courses 
and evaluating the effectiveness of training; and provides data for 
cost accounting and developing budget estimates for the training 
program. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape, disk, and computer printouts. 

Retrievability: 
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Accessed by name and social security number (SSN). 
Safeguards: 
Computer ’Fail Safe’ System. 
Retention and disposal: 
Information on individuals is deleted from the system upon termi- 
nation of employment. 
System manager(s) and address: 
Chief of Engineers, Department of the Army (DA), Forrestal 
Building, Washington, DC 20314. 
Notification procedure: 
Information may be obtained from: 
Chief of Engineers 
ATTN: DAEN-MCC-E 
Department of the Army 
Washington, DC 20314 
Telephone: Area Code 202/693-1310 


Record access procedures: 

Requests from individuals should be addressed to Chief of Engi- 
neers, DA, ATTN: DAEN-MCC-ET, Washington, DC 20314. 

Written requests for information should contain, as a minimum, the 
individual’s full name and SSN. 

For personal visits, the individual should be able to provide em- 
ploying office’s identification card or other suitable identification 
such as a passport or driver’s license with photograph. 

Contesting record procedures: 

The Army’s rules for access to records and for contesting contents 
and appealing initial determinations are contained in Army Regula- 
tion 340-21. 

Record source categories: 

Information is submitted by the individual student. 


Systems exempted from certain provisions of the act: 
None | 


A0917.10aDAAG 
System name: 

917.10 Child Protection Case Management Files 

System location: 

Primary System: Commander, United States (US) Army Health 
Services Command, ATTN: HSOP-PR, Ft Sam Houston, TX 78234. 

Decentralized Segments: Office of The Surgeon General, ATTN: 
DASG-HCC-G, Washington, DC 20310; US Army medical treatment 
facility and/or child protection and case management team office on 
post, camp, or station where file was initiated or, in some cases, 
subsequently transferred upon reassignment of military member. 

Categories of individuals covered by the system: 

All children entitled to care at Army medical and dental facilities 
whose abuse or neglect is brought to the attention of appropriate 
authorities and all persons suspected of abusing or neglecting such 
children. 

Categories of records in the system: 


Medical records of suspected and established cases of child abuse 
or neglect, investigative reports, correspondence, child protection 
case management team reports, follow-up and evaluative reports, and 
other supportive data assembled relevant to individual child protec- 
tion case management. 


Authority for maintenance of the system: 
Title 5 U.S.C., Section 301; Title 10 U.S.C., Section 3012. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Officials and employees of the Department of the Army in the 
performance of their official duties relating to health and medical 
treatment of members and former members of the uniformed services, 
civilians and dependents receiving medical care under Army aus- 
ag performance of research studies and compilation of statistical 

ata. 


Officials and employees of other components of the Department of 
fense and other Departments and agencies of the Executive 
Branch of government in the performance of their official duties 
relating to the coordination of child advocacy programs, medical 
care and research concerning child abuse and neglect. 
The Attorney General of the United States or his authorized repre- 
sentatives in connection with litigation or other matters under the 
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direct jurisdiction of the Department of Justice or carried out as the 
legal representative of the Executive Branch agencies. 

Federal, state or local governmental agencies when it is deemed 
appropriate to utilize civilian resources in the counseling and treat- 
ment of individuals or families involved in child abuse or neglect, or 
when it is deemed appropriate or necessary to refer a case to civilian 
authorities for civil or criminal law enforcement. 

Authorized officials and employees of the National Academy of 


_ Sciences, private organizations and individuals for health research in 


the interest of the Federal government and the public; and authorized 
surveying bodies for professional certification and accreditation. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . 

Records may be stored in file folders, microfilm or magnetic tape, 


punched cards, machine lists, disks, and other computerized or ma- 
chine readable media. 


Retrievability: 


Filed by name of the suspected abused child and the name and/or 
social security number (SSN) of the military sponsor, with no index 
by the name and/or SSN of any other person not an Army employee 
(including the spouse of the military sponsor). 

Safeguards: 


Records are maintained in various kinds of filing equipment in 
specified monitored or controlled access rooms or areas. Public 
access is not permitted. Records are accessible only to authorized 
personnel that are properly screened and trained, and on a need-to- 
know basis only. Computer terminals are located in supervised areas 
with access controlled by password or other user code system. 


Retention and disposal: 


Records are retained in decentralized office files for 5 years after 
the end of the year in which the case was closed and are then 
destroyed. Records are retained in the central file until the minor 
child is age 22 and are then destroyed. 


System manager(s) and address: 


The Surgeon General, Headquarters, Department of the Army; 
Commander, US Army Health Services Command; commanders of 
medical centers and hospitals. 


Notification procedure: 


Information on specific cases may be obtained from the command- 
er of the medical center or hospital where treatment was received. 
Official mailing addresses are in the Department of Defense Directo- 
ry in the Appendix to Army system notices. 

Information in central files may be obtained from: 

Commander 


US Army Health Services Command 
ATTN: HSOP-PR 
Ft Sam Houston, TX 78234 

Record access procedures: 


Requests from individuals should be addressed to the commander 
of the medical center or hospital where treatment was received; or to 
Commander, US Army Health Services Command, ATTN: HSOP- 
PR, Ft Sam Houston, TX 78234. 

Written requests for information should contain the full name of 
the individual, SSN, current address and telephone number. Visits are 
limited to the commander of the medical center or hospital where 
treatment was received; and to the Office of The Surgeon General 
(DASG-HCC-G), Room 2D528, The Pentagon, Washington, DC 
20310. 

For personal visits, the individual should be able to give sufficient 
identification, and provide some verbal information that can be veri- 
fied from his/her file. 


Contesting record procedures: 


The Army’s rules for access to records and for contesting contents 
and appealing initial determinations are contained in 32 CFR Part 505 
(Army Regulation 340-21). 

Record source categories: 

Information obtained from educational institutions, medical institu- 
tions, police and investigating officers, state and local government 
agencies, witnesses, and source documents (i.e., reports) prepared on 
behalf of the Army by boards, committees, panels, auditors, etc. 
Information may also be from interviews, personal history statements, 
and observations of behavior by various professionals (i.e., social 
workers; physicians, to include psychiatrists and pediatricians; psy- 
chologists; nurses and lawyers). 
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Systems exempted from certain provisions of the act: 

Parts of this system may be exempt under Title 5 U.S.C., Section 
552a (k)(2) and (5), as applicable. For additional information, contact 
the SYSMANAGER. 

A1012.03iDLI 
System name: 

1012.03 Standardized Student Records System 

System location: 

Defense Language Institute, Foreign Language Center (DLIFLC), 
ATTN: Academic Records Office, Fresidio of Monterey, CA 93940. 

Categories of individuals covered by the system: 

Any person who has ever been enrolled for Ronign language 
training at any facility of the DLIFLC. 

Categories of records in the system: 

File contains individual’s name, social security number (SSN), and 
military administrative data, together with academic data generated 
at DLIFLC. 

Authority for maintenance of the system: 

Title 10 U.S.C., Section 3012. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Supplies data to DLIFLC for dividing students among class sec- 
tions, selecting section monitors, preparing rosters and academic bul- 
letins, preparing summaries of training activity used in managing 
current operations and reporting workload, establishing a permanent 
student record used for issuing official grade transcripts and prepar- 
ing statistical studies used to improve training and testing methods. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Remote computer magnetic tape and disk. 

Retrievability: 

Files accessed by remote terminals with records filed by SSN. 

Safeguards: 

Records are accessible via remote terminal only by authorized 
personnel citing established user identifier and password. 

Retention and disposal: 

Records are permanent. They are retained in active file (on-line) 
until the student departs; then retired to a history tape. 

System manager(s) and address: 

The Commandant, DLIFLC, Presidio of Monterey, CA 93940. 

Notification procedure: 

Information may be obtained from: 

Defense Language Institute 

Foreign Language Center 

ATTN: Academic Records Office 
Presidio of Monterey, CA 93940 
Telephone: Area Code 408/242-8221 

Record access procedures: 

Request from individuals should be addressed to: Defense Lan- 
guage Institute, Foreign Language Center, ATTN: Academic Rec- 
ords Office, Presidio of Monterey, CA 93940. 

Written requests for information should contain the full name and 


current address of the individual, SSN, class attended and year grad- 
uated. 


For personal visits to the Academic Records Office, the individual 
should be able to provide positive identification, such as, valid driv- 
er’s license, employing office identification card, etc. 


Contesting record procedures: 


The Army’s rules for access to records and for contesting contents 


and appealing initial determinations are contained in Army Regula- 
tion 340-21. 


Record source categories: 


Student registration form (DLIFLC FORM 90) prepared by stu- 
= upon enrollment and various local forms containing academic 
ta. 


Systems exempted from certain provisions of the act: 
None 


A1511.01aDAPE 
System name: 


NOTICES 


1511.01 Army Housing Files 
System location: 


Director, Industrial Operations (DIO), Deputy Chief of Staff for 
Logistics (DCSLOG), Housing Manager (HM), at Army installations, 
world- wide. 

Categories of individuals covered by the system: 

Military personnel, members of the uniformed services, Depart- 
ment of Defense (DOD) or other key civilian personnel, service 
members’ dependents assigned or attached to an installation for on or 
off post housing support. 


Categories of records in the system: 


Records include housing correspondence files, troop housing files, 
housing project tenancy files, housing cost control files, housing 
leasing files, housing rental rate files, housing referral service files, off 
post rental housing reporting files, and housing complaint and investi- 
gation files. 

Records contain, as appropriate, names,’ service or social security 
number (SSN), rank or grade, date of rank or grade, length of 
service, organization, home telephone number, date expected to 
return from overseas, dependency data, address of quarters, number 
of bedrooms, adequacy code, and rental cost of economy quarters. 

Files contain documents such as permanent change of station 
(PCS) orders, authorization for travel of dependents, locator cards, 
applications for Government or off post housing, status of housing 
availability, housing assignment -and termination letters, utilization 
and occupancy information, private sales/rental listings, notification 
of off post housing selection, authorization for Government furniture, 
furniture hand receipts, General Officer Quarters Cost Report, guest 
houses/visiting quarters registers and occupancy state- ments, rental 
deduction notices or cancellations, applications for and certificates of 
civilian employee eligibility to obtain loan to purchase housing, and 
letters of complaints (includes discrimination) and investigations. 

Authority for maintenance of the system: 


Department of Defense Instruction (DODI) 4165.44; DODI 
4165.47; DODI 4165.51; DODI1100.16; DODI 4165.27; DODI 
4165.43; DODI 4165.34; Annual Military Construction Authorization 
Acts; Section 515 of Public Law 84-161 as amended (Title 10 U.S.C., 
Section 2674); Title 10 U.S.C., Section 133; Army Regulation (AR) 
210-50 (Family Housing); AR 210-16 (Bachelor Housing); AR 210-2 
(Guest Houses); AR 230-1 (Nonappropriated Funds and Oversea 
Transient Facilities); AR 210-6 (Furniture); AR 210-12 (Rental Rates 
for Quarters); AR 405-10 (Real Estate Acquisition); AR 600-18 
(Equal Opportunity in Off Post Housing). 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


The purposes for which the system is collected are as follows: 

To provide information relating to the overall program of provid- 
ing necessary housing for military personnel, dependents of military 
personnel, and qualified civilian employees, but exclusive of specific 
files described herein. 

Documents relating to the housing and billeting of military person- 
nel involving such matters as the adequacy and suitability of housing. 
Included are memoranda on housing, strength and housing capacity 
reports, housing schedules, and similar papers. 

uments accumulated in offices of housing project directors and 
relating to rental of units. Included are applications for quarters, 
character reference letters, rental deduction notices, property inven- 
tories, cancellation of rental deduction notices, and similar docu- 
ments. 

Documents relating to the control of costs for alteration and repair 
of housing units to insure that amounts expended comply with limita- 
tions set by law. Included are cumulative cost cards, copies of job 
orders, copies of work orders, copies of contracts, copies of issue 
slips, and copies of similar documents reflecting expenditures. 

Documents relating to the leasing of housing to provide necessary 
quarters for qualified personnel. Included are requests for approval to 
lease, authorizations to lease, leasing and rental surveys, and similar 
or related docu- ments. 

Documents relating to the establishment of rental rates for housing 
units. Included are surveys, schedules, statistical data, and similar or 
related documents. 

Documents relating to providing guidance and referral service on 
available housing. Included are requests for counseling or guidance in 
connection with purchase or rental of housing; listings of housing 
available for purchase or rent; liaison with real estate boards, real- 
tors, brokers, and other Government agencies; and similar or related 
documents. 
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Documents relating to reports reflecting conditions affecting off 
post rental housing. Included are off post housing census reports, 
DOD off post housing survey reports, status of housing assets re- 
ports, similar reports, and related documents. 

Documents relating to complaints and investigations in connection 
with off post. housing. Included are complaints (includes discrimina- 
tion) from military personnel and owners or operators of housing 
facilities, investigative data, fact statements, acceptance statements, 
withdrawal notices, and similar documents. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

File cards. 

Computer tapes. 

Computer printouts. 

Punched cards. 


Retrievability: 

Filed alphabetically by last name, facility name, or facility number. 

Safeguards: 

Records are maintained in room accessible only to authorized 
personnel. 

Retention and disposal: 

Housing correspondence files: Maintained in office performing 
Army-wide staff responsibility for 10 years, then retired to the Wash- 
ington National Records Center, Washington, DC for retention until 
accessioned by the National Archives and Records Service, Washing- 
ton, DC. Files in other offices are destroyed after 5 years. 

Installation troop housing files: Destroyed after 3 years or on 
discontinuance, whichever is first. 

Installation housing project tenancy files: Destroyed 3 years after 
seaenene of quarters occupancy or on discontinuance, whichever 
is first. 

Family housing cost control files: Cards reflecting cumu- lative 
costs are destroyed ‘11 years after last entry on card. Other files are 
destroyed after posting to the cumulative cost card, except that 
copies of work orders used for posting to the cumulative cost card 
will be destroyed 1 month after completion of work, or earlier. 

Family housing leasing files and family housing rental rate files: 
Destroyed after 10 years. 

Housing referral service files: Destroyed after 5 years. 

Off post rental housing reporting files: Files maintained in office 
performing Army-wide s responsibility are destroyed after 5 
years. Files in other offices are destroyed after 3 years. 

Off post housing complaint and investigation files: Files maintained 
in offices performing Army-wide staff responsibility are destroyed 5 
years after completion. Other files are destroyed 2 years after com- 
pletion. 

System manager(s) and address: 

Chief of Engineers, Headquarters, Department of the Army, Wash- 
ington, DC 20314. 

Deputy Chief of Staff for Personnel, Headquarters, Department of 
the Army, Washington, DC 20310. 

Notification procedure: 


Information may be obtained from the Director of Industrial Oper- 
ations (or his counterpart) at Army installations world-wide. 

Record access procedures: 

Requests from individuals should be addressed to the Director of 
Industrial Operations at the appropriate installation. 

Written requests for information should contain the full name of 
the individual, current address, and location of last assignment. 

For personal visits, the individual should be able to pro- vide some 
acceptable identification such as a driver’s license or military identifi- 
cation card. 

Contesting record procedures: - 

The Army’s rules for contesting and appealing initial determination 
are contained in Army Regulation 340-21 which may be obtained 
from the SYSMANAGER. 

Record source categories: 

Automated systems interfaces. 

Individuals’ personnel records. 

Tenant/landlords and realty activities. 

Information provided by the individual. 

Financial institutions. 

Previous commanders or employers. 


Systems exempted from certain provisions of the act: 


None 


OFFICE OF THE SECRETARY OF 
DEFENSE 


DAS 01 


System name: 
= Audit Service Management Information System (DAS/ 


System location: 


Defense Audit Service, Audit Management Division (DAS-AM), 
Arlington, Virginia. The system utilizes the Computer Science Cor- 
poration’s INFONET System, 1616 North Fort Myer Drive, Arling- 
ton, Virginia 22209. 

Categories of individuals covered by the system: 


_All active personnel employed by the Defense Audit Service with 
history data including previous employees maintained for two years. 


Categories of records in the system: 


Data on the individual’s current position, current employement 
status, travel, audit experience training, and the following specific 
personal data: name, Social Security Account Number (SSAN), date 
of birth DOB), service computation date (SCD), career status, expe- 
rience, address, assigned station, job series, clearance, education, and 
evaluation due date. 


Authority for maintenance of the system: 


Title 10, United States Code, section 136(b), and Department of 
Defense Directive 5105.48, "Defense Audit Service,’ October 14, 
1976, conveys the authority for maintenance of a system of records to 
the Director of the Defense Audit Service in support of the DAS 
mission. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

; There are no external uses. Internally, information is used as fol- 
Ows: 

Security Clearance notification alert; provided to all audited activi- 
ties in advance of visits by DAS audit personnel. Information pro- 
vided in Alert is name, SSAN, Office of Assignment, and the securi- 
ty clearance for each auditor. 

(2) Time and Attendance Reporting; provided to DAS Main Office 
by 9 CONUS Regional Offices and 3 Overseas Regional Offices. 
Time and Attendance Reports are used by various managers to track 
Temporary Duty Travel frequency and duration, to accrue manhour 
data on assigned audit projects, to categorize indirect time for end of 
year reporting, to provide time and attendance data to the centralized 
payroll system at the Main Office. Information included in Time and 
Attendance Reports are SSAN, Name, Grade, Assigned Office, 
Hours Present for Duty, Annual Leave Hours, Sick Leave Hours, 
Other Leave Hours and Type, TDY Location, and TDY Duration. 

(3) Planned Annual Leave Reporting, utilized by various managers 
for workload planning and travel scheduling. Information included is 
Name, Assigned Office, and dates of planned annual leave. 

(4) Audit Status and Auditor Assignment Reporting; used by man- 
agers to control audits and auditors, and to maximize effectiveness of 
manpower resources. Included information is Audit Number, Audit 
Requestor Code, Title, Milestone Dates, Audit Cost Summary, Per- 
sonnel Assigned/Release Dates, and Personnel Manhours Expended. 

(5) As Requred Prsonnel Reporting; used by the Staff Manager to 
determine training needs, promotional eligibility, education and back- 
ground, professional organization participation, and performance 
evaluation. Information included is Name, Assigned Offices, Educa- 
tion, Professional Activities Training History (Course Title, Dates 
Attended), Performance Evaluation, Date of Birth, and Service Com- 
putation Date. 

(6) Travel Reporting; used by managers to control Temporary 
Duty Travel, travel costs, and issuances of Blanket Travel Orders. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Active Records are stored on immediate access disk and magetic 
tape maintained within the computer center. Inactive records are 
maintained on magnetic tape within the computer center. Hard copy 
records are stored in file cabinets under the control of functional 
users. 


Retrievability: 


FEDERAL REGISTER, VOL. 43, NO. 183—WEDNESDAY, SEPTEMBER 20. 1978 





42398 


Records are internally stored by employee SSAN and are selec- 
tively retrievable by all data elements as specified in the Categories 
of Records in the System. 

Safeguards: 

All records reside in a ’private library’ which is not accessible by 
any other user. All system files are backed up upon creation and 
upon any update action. A "Master ID’ with unrestricted access to all 
records in the private library is available only to Main Office MIS 
Management Personnel. A ’Subordinate ID’ which has restricted 
access, only to pertinent records, is used by field offices. Password 
protection is afforded at the session and file level. All user ID’s are 
protected by separate password validation. Any attempt to circum- 
vent the password validation initiates immediate ‘log-off. Physical 
control includes limiting password to only authorized personnel. 
Master ID is located in a secure environment, within the Main 
Office, and access to the terminal facility is restricted to MIS Man- 
agement employees who work within the area. Access to records 
containing personal data is restricted to those who require the rec- 
ords in the performance of their official duties and to the individual 
who is subject of the record (or his authorized representative). Tape 
files are maintained in an environmentally secure vault area when not 
in use. Computer Science Corporation has been cleared to process 
personal data for Government agencies by General Services Admin- 
istration on December 11, 1975. 

Retention and disposal: 

Machine resident records are maintained for 2 years after they 
become inactive. All inactive records are afforded the same safe- 
guards as active records and are maintained on magnetic tape within 
the computer center. Machine resident records are destroyed at the 
end of the 2 year period. Hard copy records are retained until the 
records are replaced or become obsolete. 

System manager(s) and address: 

Director, Defense Audit Service, Suite 1200, Commonwealth 
Building, 1300 Wilson Boulevard, Arlington, Va. 22209. Telephone: 
202-697-9108. 

Notification procedure: 

Written or personal requests for information should be addressed 
to the System Manager. 

Record access procedures: 

Procedures for gaining access by an employee/previous employee 
to his/her records may be obtained from the System Manager. Writ- 
ten request for information should contain the full name of the 
employee/past employee and Social Security Account Number. For 
personal visits, the employee should be able to identify himself/ 
herself with Defense Audit Service Identification Card. Past employ- 
ees should be able to identify himself/herself with Social Security 
Card and one other corrobroating personal identification. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
a contained in 32 CFR 286b and OSD Administrative Instruction 

o. 81. 

Record source categories: 

Official Personnel Folder and other personnel documents, activity 
supervisors, applications and forms completed by the individual. 

Systems exempted from certain provisions of the act: 

None 


DCOMP MS11 
System name: 
List of Female Employees of OSD/OJCS 
System location: 
Primary System-Federal Women’s Program Coordinator, Room 


4B916, Pe onion Building; maintained in automated form - Army 
Data Center. 


Decentralized Segment-Director of Personnel and Security, Wash- 
ington Headquarters Services (WHS), Department of Defense, Room 
3B347, Pentagon, Washington, D. C. 20301. 

Categories of individuals covered by the system: 

All civilian female employees of OSD/OJCS. 

Categories of records in the system: 

File is extract of Civilian Personnel Data File and contains organi- 
zation identification, employee name, Social Security Number, Series, 
Grade, Time Basis, Position Title. 

Authority for maintenance of the system: 


NOTICES 


Executive Order 11246/11375, "Equal Employment Opportunity,’ 
as amended by EO 11478, ’Equal Employment Opportunities in the 
Federal Government’. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defento mail information on Federal 
Women’s Program to OSD/OJCS Women Employees. Federal 
Women’s ProgramCoordinator to locate personnel to recommend to 
them training and employment opportunities. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated list in Federal Women’s Program Coordinator Office. 
Automated tape in Army Data Center. 

Retrievability: 

Listed by organization. 

Safeguards: 

List is kept under lock. Only available to Federal Women’s Pro- 
gram Coordinator. 

Retention and disposal: 

Record is new. Revised lists are provided, as required. 

System manager(s) and address: 

OSD/OSCS Federal Women’s Program Coordinator, Room 4B916, 
Pentagon Building, Washington, D.C. 20301. 

Notification procedure: 

Information may be obtained from OSD/OJCS Federal Women’s 
Program Coordinator, Room 4B916, Pentagon Building, Washington, 
D.C. 20301. 

Record access procedures: 

Written requests for information should contain the full name of 
the individual, organization assignment and Social Security Number. 
Visits are limited to Room 4B916, Pentagon Building, Washington, 
D. C. 20301. For personal visits the individual should provide DoD 
identification prior to access. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

The Central Personnel Data File prescribed by the Civil Service 
Commission. 

Systems exempted from certain provisions of the act: 

None 


DHA 04 
System name: 

Variable Incentive Pay for Medical Officers-Data Management 
System 

System location: 

Air Force Data Services Center, Headquarters, United States Air 
Force, The Pentagon, Washington, D.C. 20330. 

Categories of individuals covered by the system: 

Military physicians on active duty during the reporting period 

Categories of records in the system: 

Partial file containing various materials contained in each individ- 
uals master personnel record. This system contains SSAN, rank or 
grade, position held, and information concerning professional educa- 
tion, pay status, and other related information regarding the variable 
incentive pay programs. 

Authority for maintenance of the system: 

Title 37, United State Code, Chapter 5, Section 313 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by the Health Studies Task Force, Office of the Assistant 
Secretary of Defense (Health Affairs) to meet statutory requirements 
of Title 37, USC Chapter 5, Section 313. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tapes in Air Force Data Services Center Tape Library 
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Retrievability: 

By Social Security Number 

Safeguards: 

Magnetic tapes are maintained by the Air Force Data Services 
Center with access only by authorized user number. 

Retention and disposal: 


Magnetic tapes are maintained until expiration of Section 313, 
Chapter 5, Title 37, USC. 


System manager(s) and address: 


Chairman, Health Studies Task Force, Office of the Assistant Sec- 
retary of Defense (Health Affairs), The Pentagon, Washington, D.C. 
301. 


Notification procedure: 


Information may be obtained from: 
Executive Assistant 


Office of the Assistant Secretary of Defense (Health Affairs) 
Room 3E172, The Pentagon 
Washington, D.C. 20301 
Telephone number: 202-697-2115 
Record access procedures: 


Requests from individuals should be addressed to: 
Office of the Assistant Secretary of Defense (Health Affairs) 


The Pentagon 
Washington, D.C. 20301 
Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81 


Record source categories: 

Central personnel files of the Military Services. 
Systems exempted from certain provisions of the act: 
None 


DLAO01 
System name: 
Security Clearance File 
System location: 
Primary System-Office of Research and Administration, Assistant 


to the Secretary of Defense (Legislative Affairs), Washington, DC 
20301. 


Categories of individuals covered by the system: 
Congressional Staff Personnel. 
Categories of records in the system: 


Card file listing security clearances for congressional staff person- 
nel. 


Authority for maintenance of the system: 

Executive Order 11652. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


When classified material is submitted to Members or committees of 
Congress, the card file is screened to insure that the person receiving 
the material is properly cleared. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Vertical file cards. 

Retrievability: 

Card files are listed alphabetically by last name and committee or 
Member to whom assigned. 

Safeguards: 

Afforded appropriate protection at all times. 

Retention and disposal: 

Kept on personnel only during the time employed by the Congress. 

System manager(s) and address: 


Office of Research and Administration, Assistant to the Secretary 
of Defense (Legislative Affairs), Washington, DC 20301. 


Notification procedure: 
Requests should be addressed to the SYSMANAGER. 


Record access procedures: 


Procedures for gaining access should be directed to: 
Office of Research and Administration, Assistant to the 
Secretary of Defense (Legislative Affairs). 
Room 3D932. 
Pentagon Building. 
Washington, DC 20301. 
Telephone: 202-697-9166. 
Contesting record procedures: 
The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


” o— in 32 CFR 286b and OSD Administrative Instruction 
oO. 


Record source categories: 
Certificate of Clearance (SD Form 176) is received from Director 


for Personnel and Security, Washington, Headquarters Services, De- 
partment of Defense. 


Systems exempted from certain provisions of the act: 
None 


DLA02 
System name: 
Biographic Data File. 
System location: 
Primary System-Office of Research and Administration for the 


Assistant to the Secretary of Defense (Legislative Affairs), Washing- 
ton, DC 20301. 


Categories of individuals covered by the system: 

Members of Congress 

Categories of records in the system: 

Biographic data files include date and place of birth, marital status, 


educational background, military service, voting district, and voting 
record pertaining to Defense issues. 

Authority for maintenance of the system: 

Title 10, US Code, Section 133. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Routine use of public background information is helpful to DOD 
officials meeting Members of Congress on trips; in hearings; and in 
discussions of problem areas. Knowing the generalized background 
of the Member is conducive to intelligent discussion of mutual prob- 
lems. : 

Purpose-To assist Legislative Liaison officers in presenting material 
to individual Congressmen, and to aid Defense witnesses in preparing 
for testimony before Congressional committees. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 
Paper records in file folders. 
Retrievability: 
Filed alphabetically. 
Safeguards: 
Stored in locked metal filing cabinet. 
Retention and disposal: 
Biographic data on incumbent members is maintained for their 
entire term of office. 
System manager(s) and address: 
Office of the Assistant to the Secretary of Defense (Legislative 
Affairs). 
Notification procedure: 
Written requests for information should be addressed to the SYS- 
MANAGER. 
Personal visits are directed to Room 3D932, Pentagon, Washing- 
ton, DC. Valid proof of identity is required. 
Record access procedures: 
Procedures for gaining access by an individual may be obtained 
from the following: 
Director, Research and Administration, OATSD(LA). 
Room 3D932. 
Pentagon Building. 
Washington, DC 20301. 
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Telephone: 202-697-9166. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned are con- 
tained in 32 CFR 286b and OSD Administrative Instruction No. 81. 

Record source categories: 

Data is gathered from the Congressional Quarterly, Congressional 
Record, Congressional Director and other printed media pertaining 
to Members of Congress. 

Systems exempted from certain provisions of the act:. 

None 


DMRA&L 01.0 
System name: 

Overseas Education Correspondence Files 

System location: 

Teacher Recruitment Section, Staffing Branch, Office of Depend- 
ents Schools, Office of Assistant Secretary of Defense (Manpower, 
Reserve Affairs and Logistics), Room 120, Hoffman Building, 2461 
Eisenhower Avenue, Alexandria, Va. 22331. 

Categories of individuals covered by the system: 

Any individual with whom or about whom the Teacher Recruit- 
ment Branch has correspondence. 

Categories of records in the system: 

File contains all correspondence received from and responses to 
individuals writing the Teacher Recruitment Branch. 

Authority for maintenance of the system: 

PL 86-91 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Teacher Recruitment Division - to maintain accurate record of 
correspondence with individuals making inquiry to Division; any 
individual records might be transferred to any component of the 
Department of Defense having a need to know in the performance of 
official business, disclosure to law enforcement or investigatory au- 
thorities for investigation and ‘possible criminal prosecution, civil 
court action, or regulatory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: . 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by either the last name of the correspondent 


or the last name of the employee/applicant the correspondence con- 
cerns. 


Safeguards: 


Building employs security guards, office locked during non-busi- 
ness hours. 


Retention and disposal: 

Files are retained for three years. 

System manager(s) and address: 

Director, Office of Overseas Dependents Education, Office of the 
Assistant Secretary of Defense (MRA&L), The Pentagon, Washing- 
ton, D.C. 20301. 

Notification procedure: 

Information may be obtained from: 

Chief, Teacher Recruitment Section, DoD 
Office of Dependents Schools 

Room 120 

Hoffman Building 

2461 Eisenhower Avenue 

Alexandria, VA 22331 

Telephone: 202-325-0885 

Record access procedures: 

Requests from individuals should be addressed to: Teacher Re- 
cruitment Division, Office of OverseasDependents Education, Office 
of the Assistant Secretary of Defense (MRA&L), The Pentagon, 
WashingtonD.C. 20301. 

Written requests for information should contain full name and 
address of the individual. 


NOTICES 


For personal visits, the individual should be able to provide some 
acceptable identification such as driver’s license or other identifica- 
tion card. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


Correspondence initiated by the individual or by others on his or 
her behalf and replies. 

Systems exempted from certain provisions of the act: 

None 


DMRA&L 02.0 
System name: 

Teacher Application Files 

System location: 

Teacher Recruitment Section, Staffing Branch, Personnel Division, 
DoD, Office of Dependents Schools, Office of the Assistant Secre- 
tary of Defense (Manpower, Reserve Affairs & Logistics), Room 
102, Hoffman Building, 2461 Eisenhower Avenue, Alexandria, VA 
22331. 

Categories of individuals covered by the system: 


Any citizen who applies for a position with the DoD Overseas 
Dependents Schools 


Categories of records in the system: 


File contains all papers and forms relating to individual’s applica- 
tion for employment to include SF 171, Personal Qualifications State- 
ment; DD 1835, DoD Dependents Schools - Application Index; DD 
1836, Supplemental Application for Employment with DoD Overseas 
Dependents Schools; DD 1456, Professional Evaluation Department 
of Defense Overseas Dependents Schools; DD 1453, Record of Per- 
sonal Interview; official college transcripts; copy of teaching certifi- 
cates; copy of birth certificates; and correspondence to or concerning 
applicant. 


Authority for maintenance of the system: 
PL 86-91 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Teacher Recruitment Division - To determine qualifications, and 
make selection of candidates for positions with DoD Overseas De- 
pendents Schools of selected applicants; to review types of experi- 
ence, educational background, evaluation of previous employers, pro- 
fessional credentials interviewer's rating. 

Department of the Army - Staff Agencies and Commands to com- 
plete processing of hired individuals, to obtain Civil Service Commis- 
sion National Agency Check, medical examination, passports, arrange 
transportation and shipment/storage household goods, and to provide 
gaining Civilian Personnel Offices necessary documentation for plac- 
ing individuals on rolls. 

Department of the Air Force - Staff Agencies and Commands to 
complete processing of hired individuals, to obtain Civil Service 
Commission National Agency Check, medical examination, passports, 
arrange transportation and shipment/storage household goods, and to 
provide gaining Civilian Personnel Offices necessary documentation 
for placing individuals on rolls. 

Department of the Navy - Staff Agencies and Commands to com- 
plete processing of hired individuals, to obtain Civil Service Commis- 
sion National Agency Check, medical examination, passports, arrange 
transportation and shipment/storage household goods, and to provide 
gaining Civilian Personnel Offices necessary documentation for plac- 
ing individuals on rolls. 

Any individual records in a system of records might be transferred 
to any component of the Department of Defense having a need to 


‘know in the performance of official business. 


Records may be disclosed to law enforcement or investigatory 
authorities for investigation and possible criminal prosecution, civil 
court action, or regulatory order. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by last name of applicant. 

Cross file by index card by category (Teaching field) of applicant. 
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Cross file by index card by location of applicant. 

Safeguards: 

Building employs security guards, office locked during non-busi- 
ness hours. Records are maintained in area accessible only to author- 
ized personnel who are properly screened. 

Retention and disposal: 

Records are retained for recruitment period (no more than one 
year). 

For non-selected applicants, portions are returned to applicant for 
future use and portions are destroyed. 

Records for selected applicants are forwarded to Department of 
the Army, Department of the Air Force, or Department of the Navy 
aS appropriate processing. 

System manager(s) and address: 

The Director, Office of Overseas Dependents Education, Office of 
the Secretary of Defense, Washington, D.C. 20301 

Notification procedure: 

Information may be obtained from: 

Chief, Teacher Recruitment Section, DoD, 
Office of Dependents Schools 

Room 120 

Hoffman Building 

2461 Eisenhower Avenue 

Alexandria, VA 22331 

Telephone: 202-325-0885 

Record access procedures: 

Request from individuals should be addressed to: Teacher Recruit- 
ment Division, Office of Overseas Dependents Education, Office of 
the Secretary of Defense, Washington, D.C. 20301. 

Written requests for information should contain the full name and 
address of the individual. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 
Former employers, educationa! institutions, and information sup- 


plied by the individual. 


Systems exempted from certain provisions of the act: 
None 


DMRA&L 03.0 
System name: 

Employer Support File (PLEDGE) 

System location: 

Primary Location: Air Force Data Services Center, Room 1D132 
The Pentagon, Washington, D.C. 20330. 

Hard copy roster located at: National Committee for Employer 
Support of the Guard and Reserve, Room 907, 1117 North 19th 
Street, Arlington, VA 22209 

Catezories of individuals covered by the system: 

Seif employed individuals, individuals heading companies bearing 
their names, the pledging officials representing various companies, or 
staff directors who have pledged to support the National Guard and 
Reserve components. 


Categories of records in the system: 


Name, address, geographic location, size, and business of pledging. 


company. 

Authority for maintenance of the system: 

10 USC 136 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The purpose of the file is to assist in informing the public and 
eecouraging employers to support the Guard and Reserve. 

National Committee for Employer Support of the Guard and Re- 
serve; used to answer inquiries from employees or prospective em- 
ployees of companies concerning whether a company has piedged to 
support the Guard and Reserve; used by members of the advisory 
council to assist Guard and Reserve members who are experiencing 
difficulties with companies that have pledged; used as a screening 
tool to prevent re-solicitation of support from employers who have 
already pledged; used to supply state level organizations’ lists of 


companies in state which have pledged; used to prepare speech and 
presrelease material mentioning companies that have pledged. 

Any individual records in the system may be transferred to any 
component of the Department of Defense having a need to know in 
the performance of official business. 


Records may be disclosed to law enforcement or investigatory 
authorities for investigation and possible criminal prosecution, and 
civil court action, or regulatory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic Computer Tape 

Retrievability: 

Retrieved by company name, geographic location, or type of busi- 
ness 

Safeguards: 

Primary location is a TOP SECRET facility. 

Hard copy output is accessible to authorized personnel only during 
working hours; room is locked after hours and building has security 
guards. 

Retention 2nd disposal: 

Records are permanent. 

System manager(s) and address: 

Chairman, National Committee for Employer Support of the 
Guard and Reserve, Room 907, 1117 North 19th Street, Arlington, 
VA 22209. 

Notification procedure: 

Information may be obtained from: 

Chairman, National Committee for Employer Support of the 
Guard & Reserve 

Room 907 ‘ 

1117 North 19th Street 

Arlington, VA 22209 

Telephone: 202-697-6902 

Record access procedures: 

Requests for information should be addressed to: Chairman, Na- 
tional Committee for Employer Supportof the Guard and Reserve, 
Room 967, 1117 North 19th Street, Arlington, VA 22209. 

Written requests should contain the name of the individual and/or 
employer, current mailing addressand telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification such as driver's license. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Information is supplied by employers who have pledged, from 
Dunn & Bradsireet, and from Census Data. 

Systems exempted from certain provisions of the act: 

None 


DMRA&L 06.6 
System name: 

Department of Defense Priority Placement Program (STOPPER 
LIST) 

System location: 

Primary Location: Defense Electronics Supply Center, 1507 Wil- 
mington Pike, Dayton, Ohio 45444 ; 

Decentralized locations: hard copy rosters/listing supplied every 
two weeks to all DoD Civilian Personnel Offices world-wide {ap- 
proximately 500 locations) and to other personnel management activi- 
ties. 

Categories of individuals covered by the system: 

Displaced career and career-conditional employees adversely af- 
fected by reductions-in-force or transfer of function; overseas non- 
displaced career and career-conditional employees being returned to 
the U.S. All individuals in file must voluntarily mitiate entry into the 
system. 

Categories of records in the system: 

File contains summary of occupational experience, education, train- 
ing, age, sex, height and weight,marital status. 
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Authority for maimterarce ef the system: 
10 USC 136 


Routine uses of records maimtained in the system, including catego- 
ries of users and the purposes of such uses: 

The purpose of the file is to assist displaced employees and over- 
seas returnees in securing employment. 

DoD Civilian Personnel Offices - used to assist activities in filling 
vacant positions and in assisting displaced employees and overseas 
returnees in obtaining employment. 

DoD Activities: short resume of individual’s background used in 
assessing qualifications for vacant positions. 

Office of the Deputy Assistant Secretary of Defense, Civilian Per- 
sonnel Policy - used for statistical analyses of civilian personnel 
employment trends and patterns and for establishing policy and for 
planning purposes; informing individuals in system of non-govern- 
ment job opportunities. 

Other Federal Agencies: used in filling vacant positions. 

Any individual records contained in the system might be trans- 
ferred to any component of the Department of Defense having the 
need to know in the performance of official business. 

Any record may be disclosed to law enforcement or investigatory 
authorities for investigation and possible criminal prosecution, civil 
court action, or regulatory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic computer tape 

Retrievability: 

Normally retrievable by occupation and grade. 

Safeguards: 

The primary location is identified as a secure area; access is 
through electrically controlled doors and cypher locks; tapes are 
stored in a vault when not in use. 

Retention and disposal: 

Records of displaced employees are maintained in the system for 
one year. 

Records of overseas returnees are entered six months prior to 
return and are maintained until individual is placed in job or leaves 
the government. Initial input for records is hard copy, which is 
destroyed after tape record is created. 

System manager(s) and address: 

Director, Staffing Policies and Programs, Office of the Deputy 
Assistant Secretary of Defense (Civilian Personnel Policy), Room 
3D281, The Pentagon, Washington, D.C. 20301. 

Notification procedure: 

Information may be obtained from the Department of Defense 
Civilian Personnel Office where the individual registered to enter the 
system. 

Record access procedures: 

Written requests from individuals should be directed to the Depart- 
ment of Defense Civilian Personnel Office where the individual regis- 
tered to enter the system and should include name and current 
mailing address and telephone number. é 

For personal visits, the individual should be able to present to the 
personnel office some acceptable identification, such as a driver's 
license or other ID card. 

Contesting record procedures: . 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
- contained in 32 CFR 286b and OSD Administrative Instruction 

o. 81. 

Record source categuries: 

The individual must take action to place his record in the system; 
information entered into the record is provided by the individual in 
writing or through employment counseling; additional information is 
obtained from the individual’s official personnel file (201 file). 

Systems exempted from certain provisions of the act: 

None 


DMRA&L 97.0 
System name: 
Department of Defense Overseas Employment Program 
System location: 


NOTICES 


Defense Electronics Supply Center, 
Dayton, Ohio 45444. 

Categories of individuals covered by the system: 

Career and career-conditional employees of the Federal Govern: 
ment and reinstatement eligible employees who desire overseas em- 
ployment and voluntarily register. 

Categories of recorés in the system: 


File contains summary of occupational experience, education, train- 
ing, age, sex, height and weight,marital status. 


Authority for maintenance of the system: 
10 USC 136 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The purpose of the system is to provide an automated applicant 
supply system for use in filling overseas job vacancies. 

Department of Defense activities - the system is utilized to fill 
overseas job vacancies. 

Other Federal Agency - the system is utilized to fill overseas job 
vacancies, 

Office of the Deputy Assistant Secretary of Defense (Civilian Per- 
sonnel Policy) - used for statistical analyses for policy, planning, and 
guidance; for evaluation of the effectiveness of the program, and for 
monitoring of activity compliance with the program. 

Any individual records contained in the system might be trans- 
ferred to any component of the Department of Defense having the 
need to know in the performance of official business. 

Any record may be disclosed to law enforcement or investigatory 
authorities for investigation and possible criminal prosecution, civil 
court action, or regulatory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic Computer Tape. 

Retrievability: 

Retrieval by occupational skill and grade. 

Safeguards: 


The location is identified as a secure area; access is through electri- 
cally controlled doors and cypher locks; tapes are stored in a vault 
when not in use. 


Retention and disposal: 


Records remain in the system for one year or until the individual is 
placed in an overseas position; the individual is notified after eleven 
months that his registration is about to expire and is given the 
opportunity to re-register for another year. 

System manager(s) and address: 

Director, Staffing Policies and Programs, Office of the Deputy 
Assistant Secretary of Defense (Civilian Personnel Policy), Room 
3D281, The Pentagon, Washington, D.C. 20301. 

Notification procedure: 

Information may be obtained from the Department of Defense 
Civilian Personnel Office where the individual registered to enter the 
system. 

Record access procedures: 


Written requests from individuals should be directed to the Depart- 
ment of Defense Civilian Personnel Office where the individual regis- 
tered to enter the system and should include name, current mailing 
address and telephone number. 

For personai visits, the individual should be able to present to the 
personnel office some acceptable identification, such as driver's li- 
cense or other ID card. 

Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Information in the file is obtained from the individual, either in 
writing or through interviews with personne! counselors, and from 
his official personnel file (201 file). 

Systems exempted from certain provisions of the act: 

None 


1507 Wilmington Pike, 


DMRA&L 08.0 


System name: 
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Central Automated maeninry and Referral System (CAIRS) 

System location: 

Defense Electronics Supply Center, 1507 Wilmington Pike, 
Dayton, Ohio 45444 

Categories of individuals covered by the system: 

All Department of Defense General Schedule Civilian Employees 
GS-5 or higher and former employees terminated within a one-year 
period. 

Categories of records in the system: 

Name, home and work addresses, SSAN, educational background, 
work experience, grade and salary, occupation, age, special qualifica- 
tions, awards, military reserve status, supervisory appraisals. 

Authority for maintenance of the system: 

10 USC 136 

Routine uses of records maintained in the system, including catega- 
ries of users and the purposes of such uses: 

The purpose of the system is to provide a list of eligible candidates 
qualified to fill position vacancies at GS-13 and higher level and to 
provide information for program analyses and management. 

All DoD Civilian Personnel Offices and the components serviced 
by these offices are required to submit job vacancies in designated 
Occupation series against CAIRS file for the generation of a listwith 
resumes of qualified candidates for consideration by selection panel 
and others. 

Office of the Deputy Assistant Secretary of Defense (Civilian Per- 
sonnel Policy) - used for statistical analyses of civilian work force, 
and management and evaluation of specific employment programs 
within the Department of Defense. 

Any individual records contained in the system might be trans- 
ferred to any component of the Department of Defense having the 
need to know in the performance of official business. 

Any record may be disclosed to law enforcement or investigatory 
authorities for investigation and possible criminal prosecution, civil 
court action, or regulatory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic computer tape 

Retrievability: 

Retrievable by occupation, SSAN, name, special skills, educational 
background, or training background. 

Safeguards: ; 

The location is identified as a secure area; access is through electri- 
cally controlled doors and cypher locks; tapes are stored in a vault 
when not in use. 

Retention and disposal: 

Records are updated once per year for all individuals in the system 
or as new employees are hired. No historic records are maintained. 

System manager(s) and address: 

Director of Employment and Career Development, Office of the 
Deputy Assistant Secretary of Defense (Civilian Personnel Policy) 
Room 3D281, The Pentagon, Washington, D.C. 20301. 

Notification procedure: 

Information may be obtained from: 

Director of Employment and Career Development 

Office of the Deputy Assistant Secretary of Defense (Civilian 
Personnel Policy) 

Room 3D281 

The Pentagon 

Washington, D.C. 20301 

Telephone: 202-695-0813 

Record access procedures: 

Written requests from individuals should be addressed to Director, 
Central Automated Inventory & Referral Center, Defense Electronics 
Supply Center, 1507 Wilmington Pike, Dayton, Ohio 45444. 

For personal visits, the individual should be able to provide some 
acceptable identification, such as driver’s license or other ID card. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


© 


Data are obtained from the individual himself, from his official 
personnel folder (201 file), from his SF-171, and from supervisory 
appraisals. 

Systems exempted from certain provisions of the act: 

None 


DMRA&L 09.0 
System name: 

Defense Race Relations Institute (DRRI) Student File 

System location: 

Primary Location - Bldg. 986(MU811) Patrick AFB, FIL 32925 

Hard copy back-up file for students in active status, location is 
Tests and Measurement Division, Defense Race Relations Institute, 
Patrick AFB, Fla. 32925. 

Hard copy back-up file for former students, the location is Re- 
search and Evaluation Division, Defense Race Relations Institute, 
Patrick AFB, Fla. 32925. 

Categories of individuals covered by the system: 

All current or former students at the Defense Race Relations 
Institute. 

Categories of records in the system: 

Life history summary, name, race, age, military organization, test 
and examination scores and forms, peer group and instructor ratings, 
advisor progress reports. 

Authority for maintenance of the system: 

10 USC 136 


Routine uses of records maintained im the systema, imcluding catego- 
ries of users and the purposes of such uses: 

The purpose of the file is to evaluaie the progress of students 
enrolled at the Defense Race Relations Institute and to create a 
permanent record of academic accomplishment. 

The Defense Race Relations Institute - used by advisors in coun- 
seling students; to verify attendance and grades to colleges and uni- 
versities; to select instructors; to make decisions to release siudents 
from the program. 

Used by students to evaluate their programs, 

Any individual records in the system may be transferred to any 
component of the Department of Defense having the need to know 
im the performance of official business. 

Records may be disclosed to law enforcement or investigatory 
authorities for investigations and possible criminal prosecution, civil 
court action, or regulatory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Primary file is magnetic computer tape. 

Back-up files are paper records in file folders. 


Retrievability: 
Files are sequenced alphabetically by last name by class. 
Safeguards: 


Primary location is a controlled access area. 
Back-up files - storage is in locked file cabinets. Only authorized 
personnel have access to files 


Retention and disposal: 
Permanent 
System manager(s) and address: 
Director, Defense Race Relations Institute, Patrick AFB, Fila. 
32925 
Notification procedure: 
Information can be obtained from: 
Director, Defense Race Relations Institute 
Patrick AFB, Fla. 32925 
Telephone: 305-494-6976 
Record access procedures: 
Requests from individuals should be addressed to the Director, 
Defense Race Relations Institute, Patrick AFB, Fla. 32925 
Written requests for information should contain the full name, 
current address and telephone number, and class of the individual. 
For personal visits, the individual should be able to provide some 
acceptable identification, such as military ID card or driver’s license. 
Contesting record procedures: 
The Agency’s rules for access to records and for contesting con- 
tents and appealing initia] determinations by the individual concerned 
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are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Information is provided by the individual, student peers, instruc- 
tors, counselors, and examinations. 

Systems exempted from certain provisions of the act: 

None 


DMRAGL 10.0 
System name: 

Equal Opportunity Complaint File 

System location: 

Office of the Deputy Assistant Secretary of Defense (Equal Op- 
portunity), Room 3E319, The Pentagon, Washington, D.C. 20301 

Categories of individuals covered by the system: 

Any individual who has filed or had filed on his behalf a discrimi- 
nation complaint. 

Categories of records in the system: 

The letter or document initiating complaint, directions to services 
on investigating complaint, services’ investigatory report, and copies 
of response to complainant. 

Authority for maintenance of the system: 

10 USC 136 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The purpose of the file is to cause action to be taken on discrimina- 
tion complaints. 

Office of the Deputy Assistant Secretary of Defense (Equal Op- 
portunity) - used to answer queries concerning status or disposition 
of complaints, for assigning actions and reviewing actions on com- 
plaints, and for analyses of trends or patterns in discrimination com- 
plaints. 

Records in the system may be transferred to any other Department 
of Defense component having the need to know in the performance 
of official business. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folder. 

Retrievability: 

Filed by first letter of last name for service and year. 

Safeguards: 

Kept in file drawer; building has security guards. 

Retention and disposal: 

Files are retained for one year in active status, one year in inactive 
status, and then destroyed. 

System manager(s) and address: 

Deputy Assistant Secretary of Defense (Equal Opportunity), Room 
3E319, The Pentagon, Washingion, D.C. 20301. 

Notification procedure: 

Information may be obtained from: 

Deputy for Plans and Policy m 

Office of the Deputy Assistant Secretary of Defense (Equal 
Opportunity) 

Room 3E319 

The Pentagon 

Washington, D.C. 20301 

Telephone: 202-695-0107 

Record access procedures: 

Requests from individuals should be addressed to: Deputy for 
Pians and Policy, Office of the Deputy Assistant Secretary of De- 


fense (Equal Opportunity), Room 3E319, The Pentagon, Washington, 
D.C. 20301. 


Written requests for information should contain the full name of 
the individual, Service, current address, and telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification such as a driver’s license or other ID card. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and Administrative Instruction No. 81. 

Record source categories: 


NOTICES 


Information contained in the file is obtained from the individual or 
someone acting on his behalf, from the Services’ investigation of the 
complaints. 

Systems exempted from certain provisions of the act: 

None 


DMRA&L 12.0 
System name: 

Reserve Components Common Personnel Data System (RCCPDS) 

System location: 

Air Force Data Service Center, Room 1D167, The Pentagon, 
Washington, D. C. 20330. 

Back-up locations for processing; U.S. Army Management Systems 
Support Agency, Room BD972, The Pentagon, Washington, D. C. 
20310. 

W.R. Church Computer Center, Naval Postgraduate School, Mon- 
terey, CA 93940. 

National Military Command System Support Center, Room BE685, 
The Pentagon, Washington, D. C. 20331. 

Categories of individuals covered by the system: 


Any individual currently a member of any Reserve or National 
Guard component, and retired reservists. 

Categories of records in the system: 

File contains individual's Social Security Account Number, com- 
ponent, and other personnel information such as race, sex, rank, age, 
and length of service. 

Authority for maintenance of the system: 

10 U.S.C. 136. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The purpose of the file is to generate official statistics concerning 
Reserve Forces’ strength, gains, losses and characteristics of the 
force. 

Office of the Deputy Assistant Secretary of Defense (Reserve 
Affairs) - used to generate and disseminate official statistics. Individu- 
al records are used to provide aggregate statistical data. 

Any individual record contained in the system may be transferred 
to any other Department of Defense Component having the need-to- 
know in the performance of official business. 

Records may be disclosed to law enforcement or investigatory 
authorities for investigation and possible criminal prosecution, civil 
court action, or regulatory order. 

Records of Federal civilian employees who are reservists may be 
disclosed to Federal agencies for use in emergency mobilization plan- 
ning. Records may be disclosed to the Civil Service Commission 
concerning pay benefits, retirement deductions, and other information 
necessary for the Commission to carry out its Government-wide 
personnel management functions. 

Records may be disclosed to the Director, Selective Service 
System upon official request. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic computer tape. 

Retrievability: 

Records are retrievable by component, rank, age, sex, location, or 
other attributes, including Social Security Account Number. 

Safeguards: 

The primary location is a TOP SECRET facility. The U.S. Army 
Management Systems Support Agency is a TOP SECRET facility. 
The National Military Command Systems Support Center is a TOP 
SECRET facility. Tapes located at the W.R. Church Computer 


‘Center, Monterey, CA. are stored in a locked cage in machine room, 


which is a controlled access area; tapes can be physically accessed 
only by computer center personnel and can be mounted for process- 
ing only if the appropriate security code is provided. 

Retention and disposal: 

Inventory files are current; quarterly history files for the master 
and transaction files are maintained on a permanent basis. 

System manager(s) and address: 

Deputy Assistant Secretary of Defense (Reserve Affairs), Room 
3C980, The Pentagon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: 

Assistant Director, Reserve Personnel Program 
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Office of the Deputy Assistant Secretary of Defense (Reserve 
Affairs) 

Room 3C980 

The Pentagon 

Washington, D. C. 20301. 

Telephone: 202-697-0624. 

Record access procedures: 

Requests from individuals should be addressed to: Assistant Direc- 
tor, Reserve Personnel Program, Office of the Deputy Assistant 
Secretary of Defense (Reserve Affairs), Room 3C980, The Pentagon, 
Washington, D. C. 20301. 

Written requests for information should contain the fuil name, 
Social Security Account Number, component, and current address 
and telephone number of the individual. 

For personal visits, the individual should be able to provide some 
acceptable identification such as driver’s license, or military or other 
ID card. 

~ Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Data records are obtained from the six Reserve components. 


Systems exempted from certain provisions of the act: 
None 


_ DMRA&L 15.0 


System name: ; 
Reports of Defense Related Employment. 
System location: 


Office of the Assistant Secretary of Defense (Manpower, Reserve 
Affairs and Logistics), Pentagon, Washington, D.C. 20301. 

Categories of individuals covered by the system: 

Retired or former military officers in grades of major or lieutenant 
commander or above and former civilian officers and employees of 
the Department of Defense employed at or above the minimum 
salary of GS-13, who, during any of the first three years after 
termination of service or employment with the Department of De- 
fense, are employed at fifteen thousand dollars or more per year by a 
Defense contractor who, during that year, was awarded contracts by 
the Department of Defense totaling ten million dollars. Also covered 
are current officers and employees of the Department of Defense 
employed at or above the minimum salary level of GS-13, who 
within the preceding three years were employed by such a Defense 
contractor. 


Categories of records in the system: 

Copies of report DD Form 1787 completed by individuals covered 
by the system and forwarded to the Department of Defense describ- 
ing their employment with the Department of Defense and with the 
Defense contractor and a listing showing the names of individuals 
who submitted completed DD Form 1787. 

Authority for maintenance of the system: 

The system was established and is maintained as required by Public 
Law 91-121, section 410, approved November 19, 1969. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The records are available for public inspection in accordance with 
the specific terms of section 410(f) of Public Law 91-121. There is no 


limitation or restriction on use by the public of the information 
contained in the report. 

Section 410 (d) of Public Law 91-121 requires the submission to 
the President of the Senate and Speaker of the House of Representa- 
tives by December 31 of each year of information in the reports 
submitted by individuals during the preceding Fiscal Year. 


Policies and practices for storing, retrieving, accessing, retaining, andl 
disposing of records in the system: 


Storage: 

In metal file cabinet. 

Retrievability: 

Alphabetical by name of individual. 

Safeguards: 

Maintained in unlocked file cabinet when not in use. 


Retention and disposal: 

No current criteria for disposition of reports. 

System manager(s) and address: 

The Assistant Secretary of Defense (Manpower, Reserve Affairs 
and Logistics), Pentagon, Washington, D.C. 20301. 

Notification procedure: 

Any individual who desires to know whether a report DD Form 
1787 submitted by him is on file may address a letter inquiry to the 
SYSMANAGER, Assistant Secretary of Defense (Manpower, Re- 
serve Affairs and Logistics), Pentagon, Washington, D.C. 20301. In- 
asmuch as the reports are available for public inspection no proof of 
identity is required. 

Record access procedures: 

On request of any individual the reports on file are made available 


for inspection in the office of the SYSMANAGER, Room 3C980, 
Pentagon, Washington, D.C. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 

The individual submitting the DD Form 1787. 
Systems exempted from certain provisions of the act: 
None 


DMRA&L 16.0 
System name: 
Retired Personnel Master File 
System location: 


Air Force Data Services Center, Room 1D167, Pentagon, Wash- 
ington, D. C. 20330. 

Categories of individuals covered by the system: 

All retired military personnel and survivor beneficiaries, and re- 
servists drawing retainer pay. 

Categories of records in the system: 

SSAN, birth date, retirement date, pay grade at retirement, amount 
of retired, survivor, or retainer pay, type of retirment, date of death 
(in cases of survivor beneficiary records), pension and benefits system 
elected, Service, years of active service. 


Authority for maintenance of ‘the system: 
- 10 USC 136 
Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Actuary, Office of the Deputy Assistant Secretary of Defense 
(Military Personnel Policy), used for statistical purposes in estimating 
retired pay budgets, future retired populations, trends in retirement 
rates, costs or increases in retired pay; answer Congressional inquir- 
ies. U.S. Civil Service Commission to identify accurately retired 
military personnel who are Federal civilian employees; any individu- 
al record in the system may be transferred to any component of the 
Department of Defense having need to know in performance of 
official business. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic tape 

Retrievability: 

Records car be retrieved by SSAN, Service, age, etc. 

Safeguards: 

The Air Force Data Services Center is a TOP SECRET facility. 

Retention and disposal: 

Records are retained for eight weeks. Aggregated records pro- 


_ duced from the individual record file are retained indefinitely. 


System manager(s) and address: 


Actuary, ODASD(MPP), Room 2C263, 202-697-1678, The Penta- 
gon, Washington, D. C. 20301. 


Notification precedure: 


Information may be obtained from Actuary, ODASD(MPP), 
Room 2C263, The Pentagon, Washington, D. C. 20301. Telephone: 
202-697-1678. 


Record access procedures: 
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Requests from individuals should be addressed to: Actuary, 
ODASD(MPP), Room 2C263, The Pentagon, Washington, D. C. 
20301. Written requests for information should contain the full name, 
SSAN, and current address and telephone number of the requester. 
For personal visits, the individual should be able to provide some 
acceptable identification such as driver’s license or military or other 
ID card. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

The information is obtained from the Military Departments. 

Systems exempted from certain provisions of the act: 

None 


DMRAA&L 17.0 
System name: 

DOD Overseas Dependent School Teachers Retroactive Pay Proj- 
ect 

System iain 

DoD Office of Dependents Schools, OSD, 2461 Eisenhower 
Avenue, Alexandria, VA 22331. _ 

Categories of individuals covered by the system: 

All former DoD Overseas Dependents School teachers who were 
paid under Public Law 89-391, dated April 14, 1966. 

Categorics of records in tlie system: 

System is comprised of names, Social Security Numbers, ahd Dates 
of Birth of former DOD overseas teachers, and information extracted 
from their Official Personnel Records which will effect computation 
of their retroactive pay; and current addresses of former teachers. 

Authority for maintenance of the system: 

Court Decision in the case called Virginia J. March et al., v. 
United States of America. (Civil Action 3437-70, U.S. District Court, 
District of Columbia, June 30, 1975), on intent of Public Law 89-391, 
dated April 14, 1966. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by Office of Overseas Dependents Education Back Pay Proj- 
ect workers to compute back pay as it applies to individual teacher; 
prepare necessary updating for individual’s Official Personnel 
Record, life insurance entitlement where applicable; preparing re- 
ports to individual teachers, Treasury, Social Security, Civil Service 
Commission, Attorneys for the teachers, and General Accounting 
Office. Addresses will be used for mailing purposes. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer tapes, computer printouts. 

Retrievability: 

Social Security Number and name. 

Safeguards: 

All records are stored under strict control; maintained in spaces 


. normally accessible only to authorized personnel, in cabinets in 
locked room. 


Retention and disposal: 

Records will be maintained in this office until all requirements of 
the Judgment and will be destroyed when they are no longer useful. 

System manager(s) and address: 


Director, DoD Office of Dependents Schools, DASD, (Program 
Management), OSD. 

Notification procedure: 

Request by correspondence should be addressed Director, DoD 
Office of Dependents Schools, Attn: Back Pay Project, 2461 Eisen- 
hower Avenue, Room 148, Alexandria, VA 22331. Telephone: 202- 
325-0660. Letter should contain the full name and signature of the 
requester. 

Record access procedures: 


Requests from individuals should be addressed to: same address as 
stated in the Notification section above. 


Contesting record procedures: 


NOTICES 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Official Personnel Records obtained from Federal Records Center 
and other agencies currently employing individuals concerhed. 

Systems exempted from certain provisions of the act: 

None 


DMRA&L 18.0 
System name: 

Administrative Files (MRA&L) 

System location: 

Office of Assistant Secretary of Defense (Manpower, Reserve Af- 
fairs and Logistics) (OQASD(MRA&L)). 

Categories of individuals covered by the system: 

All civilian and military. personnel assigned or detailed to 
OQASD(MRA&L). 

Categories of records in the system: 

Files contain name, ceiling space number, position title, position 
number, GS rating or rank, SSN, date of birth, entered on duty date 
and projected loss date (for military personnel), education, primary 
experience area; planned retirement date (if known), recent awards, 
name of spouse, home address, office and home telephone numbers, 
records of travel order and payment vouchers 

Authority for maintenance of the system: 

Various provisions of 10 USC. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To control and accomplish administrative personne! actions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders 

Visible file cards. 

Loose leaf binders. 

Telephone index containers. 

Retrievability: 

Filed alphabetically by last name. 

Filed by ceiling space number. 

Safeguards: 

Building employs security guards. Records are maintained in of- 
fices that are staffed during all duty hours. Records accessible only 
to authorized OSD personnel 

Retention and disposal: 

Records are retained only for the period of time employee is 
assigned to OASD(MRA&L). Records are destroyed upon employ- 
ee’s departure from OASD(MRA&L). 

System manager(s) and address: 

The Administrative Officer, OASD(MRA&L), anion, Washing- 
ton, D. C. 20301. 

Notification procedure: 

Information may be obtained from: 

OASD(MRA&L) (AD) 
Room 3E787 
Pentagon 
Washington, D. C. 20301 
Telephone: 202-695-5592. 
Record access procedures: 
Requests from individuals should be addressed to: 


ee Room 3E787, Pentagon, Washington, D. C. 

Written requests for information should contain the full name of 
the individual, current address and telephone number. Visits are 
limited to MRA&L Admin Office, Room 3E787, Pentagon, Washing- 
ton, D. C. 20301. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, driver’s license, employing office’s 
identification card, and give some verbal information that could be 
verified with the records that pertain to him. 


Contesting record procedures: 
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The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


Notification of Personnel Actions, SF-50, from the Director for 
Personnel and Security, Washington Headquarters Services, Depart- 
ment of Defense, OSD SF-171’s submitted by individual employees, 
Notification of Incoming Personnel (military personnel only), Civilian 
Personnel Staffing Summary supplied by Director for Personnel and 
Security, Washington Headquarters Services, Department of De- 
fense, T.O. as approved. 

Systems exempted from certain provisions of the act: 

None 


DOCHA 01 
System name: 

Health Benefits File 

System location: 

Primary System-Directorate of Health Benefits (DHB), OCHAM- 
PUS, DoD, Denver, Colorado 80240. 

Decentralized Segment--Office of Appeals-and Hearings, OCHAM- 
PUS, DoD, Denver, Colorado 80240. 

Categories of individuals covered by the system: 

All individuals who seek health care under the Program for the 
Handicapped .as CHAMPUS beneficiaries and/or under the basic 
aes ong extended hospitalization as CHAMPUS/CHAMPVA bene- 

jaries 

Categories of records in the system: 

Original correspondence with individuals, medical statements, con- 
gressional inquiries, medical treatment records, authorizations for 
care, case status sheets, memos for record, follow-up reports justify- 
ing extended care, correspondence with contractors and work-up 
sheets maintained by case workers, and appeals and hearings case 
files consisting of transcript and/or other documentation pertaining 
to reconsiderations or appeals of adverse determinations affecting an 
individual’s benefits under CHAMPUS. 

Authority for maintenance of the system: 

Title 44, United States Code, section 3101; Title 41, Code of 
Federal Regulations, Parts 101-1100 et. seq.; Chapter 55, Title 10, 
United States Code. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Office of the Civilian Health and Medical Program of the 
Uniformed Service (QCHAMPUS) uses the information to determine 
the eligibility of an individual for health care under CHAMPUS/ 
CHAMPVA; to authorized payment of health care claims by 
CHAMPUS beneficiaries to respond to inquiries from congressional 
offices made at the request of the individual covered by the system; 
for referral to the Department of Justice and/or foreign law enforce- 
ment agencies for possible criminal prosecution; and for referral to 
the Secretary of the Department of Health, Education and Welfare 
and/or the Administrator of the Veterans’ Administration consistent 
with their statutory administrative responsibilities as concerns 
CHAMPUS/CHAMPVA. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records im the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed numerically by- case number, then alpha, character in seventh 
digit family participants. 

Safeguards: 

Fitzsimons Army Medical Center (FAMC) provides security force. 
Records are maintained in areas accessible only to authorized person- 


Retention and disposal: 

Psychiatric cases are permanent; medical cases are held four years 
after closure and equipment cases are held two years after closure. 

System manager(s) and address: 


Director of Health Benefits (DHB), OCHAMPUS, DoD, Deaver, 
Colorado 80240. 


Notification procedure: 
Information may be obtained from: 
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OCHAMPUS, DoD 
Building 611, First Floor 
Denver, Colorado 80240 
Telephone: 303-341-8609 
Record access procedures: 


Requests from individuals should be addressed to: Directorate of 
porn Benefits (DHB), GCHAMPUS, DoD, Denver, Colorado 

Written requests for information should include the full name of 
the beneficiary, the full name of the sponsor, current address and 
telephone number. Written requests for information from medical 
records shall include the name and address of a physician who would 
be willing to receive the medical record and, at the physician’s 
discretion, inform the individual covered by the system of the con- 
tents of that medical record. 

For personal visits, the individual should provide some acceptable 
identification. 

Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
= contained in 32 CFR 286b and OSD Administrative Instruction 

o. 81. 

Record source categories: 


Records of fiscal intermediaries (FTI), contractors, CHAMPUS advi- 
sors, all branches of the military service, Congressional inquiries, 
private physicians, consultants, inquiries made by individuals. 


Systems exempted from certain provisions of the act: 
None 


DOCHA 63 
System name: 
Health Benefits Preapproval Files 
System location: 


rimary System - Data Automation Division, Directorate of Man- 
agement Information Services, Office for the Civilian Health and 
Medical Program of the Uniformed Services (OQCHAMPUS), DoD, 
Denver, Colorado 80240. 
Decentralized Segments-Office of Appeals and Hearings, 
OCHAMPUS, DoD, Denver, Colorado 80240; Biue Shield of Cali- 
fornia, P. O. Box 85035, San Diego, California 92138. 


Categories of individuals covered by the system: 


Eligible beneficiaries of the Civilian Health and Medical Program 
of the Uniformed Services who have been approved for medical care 
under the program for the handicapped and/or eligible beneficiaries 
of the Civilian Health and Medical Program-Veterans Administration 
(CHAMPVA) who have been approved for extended hospital care. 


Categories of records in the system: 


File contains an assigned case number, sponsors name, social secu- 
rity account number, current address, military grade or rank and pay 
status, military branch of service and status; beneficiaries name, ad- 
dress, date of birth, sex, relationship to sponsor; the medical diagnosis 
code and the approved medical treatment code, the approval period 
of time, the number of units approved and the estimated unit of cost, 
providers of care codes and/or name and address of multi-providers, 
and appeals and hearing case files consisting of hearing transcripts 
and/or other documentation pertaining to reconsiderations and ap- 
peals of adverse determinations affecting on individual’s benefits 
under CHAMPUS. 

Authority for maintenance of the system: 

44 USC 3101, 41 CFR 101-1100 et seq., Chapter 55, Title 10, USC. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


OCCHAMPUS Directorate of Health Benefits (DHB)-For approval 
of medical care under the provisions of the Program for the Handi- 
capped of CHAMPUS and/or approval for extended hospitalization; 
to control and review health care management plans for beneficiaries 
approved for medical care by providers of service. 

OCHAMPUS Directorate of Management Information Services- 
For control and accomplishment of reviews of approvals; to coordi- 
nate subject matter clearances for congressional committees and audi- 
tors. 

The Office of the Civilian Health and Medical Program of the 
Uniformed Service (OCHAMPUS) uses the information for approval 
of health care under the Program for the Handicapped; for approval 
of extended ‘hospital care; to control and review health care manage- 
ment plans of providers of services for mdividuals approved for 
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health care; to respond to inquiries from congressional offices made 
at the request of the individual covered by the system; for referral to 
the Secretary of the Department of Health, Education and Welfare 
and/or the Administrator of the Veterans Administration consistent 
with their statutory administrative responsibilities as concerns 
CHAMPUS/CHAMPVA,; and for referral to the Department of Jus- 
tice and/or foreign law enforcement agencies for possible criminal 
prosecution. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained on magnetic tape and disk. 

Retrievability: 

Information is retrieved by assigned case number, sponsor’s social 
security account number (SSAN), sponsor’s or beneficiaries’ name, 
classification of medical diagnosis or medical treatment codes or 
provider of service code or approval dates or geographical location. 

Safeguards: 

+ Records are maintained in areas accessible to authorized personnel. 
Records are maintained on magnetic tape readable through the 
medium of OCHAMPUS prepared computer programs. Military 
policy security and manned 24 hours daily. 

Retention and disposal: 

Records are permanent. They are maintained on magnetic tape as 
individual annuai files. 

System manager(s) and address: 

Director, Office for the Civilian Health and Medical Program of 
the Uniformed Services, ATTN: Director of Management Informa- 
tion Services, Denver, Colorado 80240. 

Notification procedure: 

Information may be obtained from: 

Director of Management Information Services 

Office for the Civilian Health and Medical Program of the 
Uniformed Services 

Denver, Colorado 80240 

Telephone: 303-341-8005 

Record access procedures: 

Requests from individual should be addressed to: Director, Office 
for the Civilian Healih and Medical Program of the Uniformed 
Services, ATTN: Director of Management Information Services, 
Denver, Coiorado 80249. 

Written request for iaformation should contain full name of indi- 
vidual, sponsor’s social security account number and the visiis are 
limited to Directorate of Management Information Services, 
OCHAMPUS, Denver, Colorado 80240. 

For personal visits, the individual should be able to provide a 
Uniformed Services identification card and a driver’s license or other 
positive identification. 

Contesting record procedures: 

The Ageacy’s rules for access to records and for coniesting con- 
tents and appealing initial determinations by the i ndividual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Sponsors application, provider of medical care statement. 


Systems exempted from certain provisions of the act: 
None 


DOCHA 07 
System name: 

Medical Ciaim History Files 

System location: 

Primary System - Data Automation Division, Directorate of Man- 
agement Information Services, Office for the Civilian Heajth and 
Medical Program of the Uniformed Services (OQCHAMPUS), DoD, 
Denver, Colorado 80240. 

Decentralized Segments - Office of Appeals and Hearings, 
(OCHAMPUS), DoD, Denver, Colorado 80240; Fiscal intermediar- 
ies/Contractors under contract to OCHAMPUS. Each company 
listed below maintains claim files on beneficiaries in their respective 
geographical areas. 

Mutual of Omaha Insurance Company, 3301 Dodge Street, Omaha, 
NB 68131 

California Blue Shield, P. O. Box 85020, San Diego, CA 92138 


NOTICES 


California Blue Shield, P. O. Box 85035, San Diego, CA 92138 
(Dental) 

Hawaii Medical Service Association, P. O. Box 860, Honolulu, HI 
96808 

Maryland Blue Shield, Inc., 700 East Joppa Road, Towson, MD 
21204 

Blue Shield of Massachusetts, Inc., P. O. Box 2194, Boston, MA 
02106 

Blue Shield of Michigan, 600 Lafayette East, Detroit, MI 48226 

Blue Cross/Blue Shield of Mississippi, Inc., P. O. Box 1043, Jack- 
son, MS 39205 

Dikewood Industries, Inc., 1009 Bradbury Drive, S.E., University 
Research Park, Aibuquerque, New Mexico 87106 

Blue Cross/Biue Shield of North Carolina, P. O. Box 2291, 
Durham, NC 27702 

Blue Shield of Pennsylvania, Blue Shield Building, Box 65, Camp 
Hill, PA 17011 

Biue Cross of Rhode Island, One Weybosset Hill, Providence, RI, 
02901 

Blue Cross/Blue Shield of Tennessee, Blue Cross Building, 80! 
Pine Street, Chattanooga, TN 37402 

Blue Cross of Southwestern Virginia, P. O. Box 13828, Roanoke, 
VA 24001 

Wisconsin. Physicians Service, P. O. Box 1787, Madison, WI 53701 

Categories of individuals covered by the system: 

Eligible beneficiaries of the Civilian Health and Medical Program 
of the Uniformed Services (Dependents of Active Duty Members of 
the Uniformed Services, retired members of the Uniformed Services 
and dependents of retired or deceased members of the Uniformed 
Services) eligible beneficiaries of the Civilian Health and Medical 
Program of the Veterans Administration (spouse or child of a veteran 
who has a total disability, permanent in nature, resulting from a 
service-connected disability or surviving spouse or child of a veteran 
who has died as a result of a service-connected disability) who 
received benefits under the provisions of the program. 

All individuals who seek health care under the Civilian Health and 
Medical Program of the Uniformed Services (CHAMPUS) and the 
Civilian Health and Medical Program-Veterans Administration 
(CHAMPVA). 


Categories of records in the system: 


File contains sponsor’s Social Security Account Number/Service 
Number, branch of service, status (active duty, retired or deceased), 
beneficiary's last name, initials, age, sex, relationship to sponsor, type 
of costs and date of medical care provided, provider of care identifi- 
cation, and appeals and hearing case files consisting of hearing tran- 
scripts and/or other documentation pertaining to reconsiderations or 
appeals of adverse determinations of benefits under CHAMPUS. 


Authoriiy for maintenance of the system: 


Title 44, United States Code 3101; Title 41, Code of Federal 
Regulations, Parts 101-1100 et. seq.; Chapter 55, Title 10, United 
States Code. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Office of the Civilian Health and Medical Program of the 
Uniformed Services and CHAMPUS contractors use the information 
to control and process medical claims for payment; for control and 
approval of medical treatments and interface with providers of health 
caie; to control aid accomplish reviews of utilization; for review of 
claims related to possible third party liability cases and initiation of 
recovery actions; for referral to Peer Review Commiitiees or similar 
professional review organizations to control and review providers of 
health care; for disclosure to third party contacts without the consent 
of the individual to whom the information pertains in situations 
where the party to be contacted has, or is expected to have, informa- 
tion necessary to establish the validity of evidence or to vevify the 
accuracy of information presented by the individual concerning the 
individual's egibility to benefits under CHAMPUS/CHAMPVA, the 
amount of benefit payments, any review of suspected abuse or fraud, 
or any concern for program integrity or quality appraisal; for the 
issuance of deductible certificates, to respond to inquiries from con- 
gressional officies made at the request of the individual covered by 
the system; for referral to the Secretary of the Department of Health, 
Education and Welfare and/or the Administrator of the Veterans 
Administration consistent with their statutory administrative responsi- 
bilities under CHAMPUS/CHAMPVA,; for referral to the Depart- 
ment of Justice and/or foreign law enforcement agencies for investi- 
gation and possible criminal prosecution; and, for referral to the 
Deparziment of Justice for representation of the Secretary of Defense 
in civil actions. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are maintained on magnetic tape and disc. 

Retrievability: 

Information is retrieved by sponsor’s Social Security Account 
Number (SSAN), beneficiaries last name, classification of medical 
diagnosis or procedure codes or geographical location of care pro- 
vided. and selected utilization limits. 

Safeguards: 

Records are maintained in areas accessible to authorized personnel. 
Records are maintained on magnetic tape readable through the 
medium of OCHAMPUS prepared computer programs. Military 
Policy Security and manned 24 hours daily. . 

Retention and disposal: 

Records are permanent. They are maintained on magnetic tape as 
individual annual files. 

System manager(s) and address: 

Director, Office for the Civilian Health and Medical Program of 
the Uniformed Services, ATTN: Director of Management Informa- 
tion Services, Denver, Colorado 80240, 

Notification procedure: 

Information may be obtained from: 

Director of Management Information Services 

Office for the Civilian Health and Medical Program of the 
Uniformed Services 

Denver, Colorado 80240 

Telephone: 303-341-8005 

Record access procedures: 

Requests from individual should be addressed to: Director, Office 
for the Civilian Health and Medical Program of the Uniformed 
Services, ATTN: Director of Management Information Services, 
Denver, Colorado 80240. 

Written réquests for information should contain full name of indi- 
vidual, sponsor’s Social Security Account Number and personal visits 
are limited to Director of Management Information Services, 
OCHAMPUS, Denver, Colorado 80240. Written requests for infor- 
mation from medical records shall include the name and address of a 
physician who would be willing to receive the medical record and, at 
the physician’s discretion, inform the individual covered by the 
system of the contents of that medical record. 

For personal visits, the individual should be able to provide a 
Uniformed Services Identification Card and a driver’s license or 
other positive identification. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
-_ contained in 32 CFR 286b and OSD Administrative Instruction 

o. 81. : 

Recerd source categories: 


CHAMPUS Medical Claims Forms, private physicians, hospitals, 
and other sources of care. 


Systems exempted from certain provisions of the act: 
None 


DOCHA 08 


System name: ' 
DOD Health Services Enrollment/Eligibility System. 
System location: 


Tri-Service Medical Information System (TRIMIS) Project Office, 
Pentagon, Washington, D.C. 20301, and various contractual facilities. 


Categories of individuals covered by the system: 


Active duty Armed Forces personnel and their dependents; retired 
Armed Forces personnel and their dependents; surviving dependents 
of deceased active duty or retired personnel; Coast Guard personnel 
and their dependents; Public Health Service (PHS) personnel (Com- 
missioned Corps) and their dependents; and National Oceanic and 
Atmospheric Administration (NOAA) employees (Commissioned 
Corps) and their dependents. 

Categories of records in the system: 


File contains beneficiary’s name, Service Number of sponsor, en- 
zollment number, relatonship of beneficiary to sponsor, residence 
address if beneficiary (includes zip code), date of birth of beneficiary, 
sex of beneficiary, branch of service of sponsor, dates of eligibility, 


marital status and dates of beneficiary, number of dependents of 

sponsor, primary unit duty location of sponsor, race and ethnic origin 

of beneficiary, occupation of beneficiary, rank/pay grade of sponsor. 
Authority for maintenance of the system: 


Chapter IV, Title 10, United States Code, Section 136: 1969 Pub. 
L. 91-121, section 404(A) (2), "Establishment of the Assistant Secre- 
tary of Defense for Health Affairs’; the Presidentially Commissioned 
Department of Defense, Department of Health, Education and Wel- 
fare, Office of Management and Budget Report of the Health Care 
Study (completed December 1975); Memorandum; ’Establishment of 
DOD Health Council,’ dated December 28, 1976, and the DOD 
Appropriations Bil] for FY 1976. 


; Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Offices of the Surgeons General of the Army, Navy and Air Force 
for determination of eligibility to receive health care benefits from 
the Uniformed Health Services Delivery System. 

Office of Civilian Health and Medical Program of the Uniformed 
services (OCCHAMPUS), for determination of eligibility to receive 
health care benefits and to receive reimbursement for health care 
services claimed under CHAMPUS. 

Office of the Assistant Secretary of Defense (Health Affairs) and 
the Offices of Surgeons General of the Army, Navy and Air Force, 
for the conduct of health care studies and research on a longitudinal 
basis, and for planning, management and allocation of medical re- 
sources. 

Offices of the Surgeons General of the Army, Navy and Air 
Force, and OCHAMPUS for dissemination of health care informa- 
tion. 

Department of Health, Education and Welfare; Veterans Adminis- 
tration; Federal Preparedness Agency and Commerce Department 
for the conduct of health care studies and for the planning and 
allocation of medical resources. Data will be provided to State and 
local government health planning agencies to assist in the determina- 
tion and allocation of health resources. The data will include sum- 
mary data on ages, sex, residence, and other demographic param- 
eters. 

Policies and practices for storing, retrieving, accessing, retaining, andi 
disposing of records in the system: 

Storage: 


Records are maintained on magnetic tapes and discs housed in a 
controlled computer media library. 

Retrievability: 

Records about individuals are retrieved by an algorithm to be 
determined by contractor which uses name, enroilment number, 
which is not Social Security Number, date of birth, rank and duty 
location as possible inputs. 

Retrievals are made on a summary basis by geographic location 
and demographic characteristics. Information about individuals will 
not be distinguishable in such summary retrievals. 

Retrievals for the purposes of generating address lists for direct 
mail distribution of health care information may be made using selec- 
tion criteria based on geographic and demographic keys. 

Safeguards: 

Computerized records are maintained in a controlled area accessi- 
ble only to authorized personnel. Entry to these areas shall be re- 
stricted to those personnel with a valid requirement and authorization 
to enter. Physician entry shall be restricted by the use of locks, 
guards, administrative procedures (e.g., fire protection regulations). 
Exits used solely for emergency situations shall be secured to prevent 
unauthorized intrusion. 

Personal data stored at a separate location for backup purposes 
shall be afforded protection at least comparable to the protection 
provided at the primary location. 

Requirements for protection of information are binding on contrac- 
tors or their representative and are subject to the following minimum 
standards: 

Restrict access to personal information to those who require the 
records in the performance of their official duties, and io the 
individual who is the subject of the record or authorized 
representative. Access to personal information shail be 
restricted by the use of passwords which are changed 
periodically. 

Insure that all whose official duties require acess to, or 
processing and maintenance of, personal information ate 
trained in the proper safeguarding and use of such 
information. 

Retention and disposal: 
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Computerized records on an individual are maintaimed as long as 
the individual is legally eligible to receive health care benefits from 
the Uniformed Health Services Delivery System. The records are 
maintained for two (2) years after termination of eligibility. 

Records may be disposed of or destroyed only in accordance with 
DoD Component record management regulations which conform to 
the controlling disposition of such material as set forth in 44 U.S.C. 
3301-3314. Non-record material containing personal information and 
other material of similar temporary nature, shall be destroyed as soon 
as its intended purpose has been served under procedures established 
by the Head of the DoD Component consistent with the following 
requirement. Such material shall be destroyed by tearing, burning, 
melting, chemical decomposition, pulping, pulverizing, shredding, or 
mutilation sufficient to preclude recongition or reconstruction of the 
information. 

System manager(s) and address: 

Director, Health Systems Planning, Office of the Assistant Secre- 
tary of Defense (Health Affairs), Room 3D200, Pentagon, Washing- 
ton, D.C. 20301. 

Notification procedure: 

Information may be obtained from Director, Tri-Service Medical 
Information System Program Office, Office of the Assistant Secre- 
tary of Defense (Health Affairs), Room 3E182, Pentagon, Washing- 
ton, D.C. 20301. , 

Record access procedures: 

Requests from individuals should be addressed to: Director, Tri- 
Service Medical Information System Program Office, Office of the 
Assistant Secretary of Defense (Health Affairs), Room 3E182, Penta- 
gon, Washington, D.C. 20301. 

Written requests for the information should contain full name of 
individual and sponsor if applicable and other attributes required by 
previously mentioned search algorithm. 

Visits are limited to: Director, Tri-Service Medical Information 
System Program Office, Office of the Assistant Secretary of Defense 
(Health Affairs), Room 3E182, Pentagon, Washington, D.C. 20301. 

For personal visits the individual should be able to provide a data 
element required to satisfy the previously mentioned algorithm. 

Identification should be corroborated with a driver’s license or 
other positive identification. 

Contesting record procedures: 

The Agency’s rules for contesting contents and appealing initial 
determination by the individual concerned are contained in 32 CFR 
286b and OSD Administrative Instruction No. 81. 

Record source categories: 

Military Department’s personnel and financial pay systems. 

Systems exempted from certain provisions of the act: 

None 


DPA DDL.A 02 
System name: 
Biography File 
System location: 


Directorate for Defense Information, Office of Assistant Secretary 
of Defense (Public Affairs) 


Categories of individuals covered by the system: 

Military and Civilian members of the Department of Defense 
Categories of records in the system: 

Biographical information prepared and approved for public release 
Authority for maintenance of the system: 

Title 10, United States Code, Section 136 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


To respond to public and news-media interest, and for record 
purposes. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper files in paper containers 

Retrievability: 

By name 

Safeguards: 

Accessible to authorized personnel 

Retention and disposal: 


NOTICES 


Permanent. Retain one copy permanently, destroy remaining 
copies when superseded. 
System manager(s) and address: 


Assistant Secretary of Defense (Public Affairs), The Pentagon, 
Washington, D. C. 20301 


Notification procedure: 
Information may be obtained from: 
Director for Defense Information 
Office of the Assistant Secretary of Defense (Public Affairs) 
Room 2E765, The Pentagon 
Washington, D. C. 20301 
Telephone: 202-695-3886 

Record access procedures: 

Requests should be addressed to: 

Office of the Assistant Secretary of Defense (Public Affairs) 
The Pentagon 
Washington, D. C. 20301 

Contesting record procedures: 

The Agency’s rules for access to records, and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Military Services and Civil Service Offices 

Systems exempted from certain provisions of the act: 

None 


DPA DFOL.A 05 
System name: 

Freedom of Information Program Case Files 

System location: ’ 

Primary system: Directorate for Freedom of Information and Se- 
curity Review, Office of Assistant Secretary of Defense (Public Af- 
fairs) 

Decentralized segments: Under Secretaries of Defense, Assistant 
Secretaries of Defense, Assistants to the Secretary of Defense, or 
equivalent, the Organization of the Joint Chiefs of Staff, and other 
activities assigned to Office Secretary of Defense for administrative 
support. 

Categories of individuals covered by the system: 

Any citizen who makes a request for records under the Freedom 
of Information Program to the Office of the Secretary of Defense, 
Organization of the Joint Chiefs of Staff, or activity assigned to 
Office Secretary of Defense for administrative support. 


Categories of records in the system: 


Name, firm, address of individual requester, identification of rec- 
ords requested, dates and summaries of action taken, and documents 
for establishing collectable fees and processing cost to the govern- 
ment. : 

Names, titles or positions of each person primarily responsible for 
an initial or final denial on appeal of a request for a record. 

The results of any disciplinary proceeding, including an explana- 
tion of a decision not to discipline, that was initiated against an 
officer or employee because a court determined arbitrary of capri- 
cious action. 


Authority for maintenance of the system: 


Title 5, United States Code, Section 552, The Freedom of Informa- 
tion Act, as amended by Public Law 93-502. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Primary system and decentralized segments are used by officials in 
the locations described above to administratively control requests to 
insure compliance with Public Law 93-502, and to research historical 
data on release of records so as to facilitate conformity in subsequent 
actions. 

Primary system used for development of annual report data re- 
quired by Public Law 93-502 and to compute processing costs to the 
government, and other management data such as, but not limited to 
number of requests, type or category of records requested, average 
processing time, average cost to requester, percentage of denials, and 
number of denials by exemption. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
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Storage: 

Computer .magnetic disks, computer paper printout, index file 
cards, and paper records in file folders. 

Retrievability: 

Filed by request number and retrieval by name, subject material 
(to include dates) and request number using conventional indices. 

Safeguards: 

Paper records are maintained in security containers with access 
only to officials whose access is based on requirements of assigned 
duties. Computer access is by verification of Identification codes; one 
for search and another for maintenance. 

Retention and disposal: 

Annual departmental reports are permanent records. All other 
reports and files, other than appeal and control files, may be de- 
stroyed two to five years after reply, depending on document status. 
Appeal files are destroyed four years after final determination, or 
three years after final adjudication, whichever is later. FOIA control 
files are destroyed five years after date of last entry. Official file 
copies of records are disposed of in accordance with approved de- 
partmental disposition instructions or with related FOIA’ request, 
whichever provides the later disposal date. 

System manager(s) and address: 

Assistant Secretary of Defense (Public Affairs), the Pentagon, 
Washington, D. C. 20301 

Notification procedure: 

Information may be obtained from: 

Director, Freedom of Information and Security Review, Office, 
Assistant Secretary of Defense (Public Affairs) 

Room 2C757, the Pentagon 

Washington, D. C. 20301 

Telephone: 202-697-1180 

Record access procedures: 

Requests from individuals should be addressed to: 
Director, Freedom of Information and Security Review 
Office, Assistant Secretary of Defense (Public Affairs) 
Room 2C757, the Pentagon 
Washington, D. C. 20301 

Requests should include full name, address and affidavit or identifi- 
cation which is required for release of record. Personal visits are 
restricted to Room 2C757. Individual should be able to present ac- 
ceptable identification; that is, driver’s license or comparable identity 
card. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Requests for records originating from citizens under the Freedom 
of Information Act and subsequent data provided by form and 
memorandum by officials who hold the requested records, act upon 
the request, or who are involved in legal action stemming from 
action taken. 

Systems exempted from certain provisions of the act: 

None 


DPA DXA.A 07 
System name: 

Personnel Files 

System location: 

Office of the Executive Assistant to the Assistant Secretary of 
Defense (Public Affairs) with partial files in the Offices of the Direc- 
tors for Defense Information, Community Relations, and Freedom of 
Information and Security Review. 

Categories of individuals covered by the system: 


Military and Civilian personnel assigned to the Office of the Assist- 
ant Secretary of Defense (Public Affairs) 

Categories of records in the system: 

Partial file containing copies of material contained m each individ- 
ual’s master personnel record. This system contains name, address, 
telephone number, social security number, rank or grade, position 


held, temporary assignments, and other related papers pertaining to 
present assignment. . 


- 
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Authority for maintenance of the system: 
Title 10, United States Code, Section 136 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


_Used by The Assistant Secretary of Defense (Public Affairs) and 
his immediate assistants to assign personnel to duties, to maintain 
manning levels in timely fashion, and to provide information to each 
individual as required. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders 

Retrievability: 

By name 

Safeguards: . 

Records are maintained in locked file cabinet with access only to 
Officials who are involved in personnel actions. 

Retention and disposal: 

Records are maintained while individual is assigned to Office, 


Assistant Secretary of Defense (Public Affairs), and for three years 
thereafter and are then destroyed. 


System manager(s) and address: 


Assistant Secretary of Defense (Public Affairs), The Pentagon, 
Washington, D. C. 20301 


Notification procedure: 


Information may be obtained from: 
Executive Assistant 


Office of Assistant Secretary of Defense (Public Affairs) 
Room 2E813, The Pentagon 
Washington, D. C. 20301 
Telephone: 202-697-0792 
Record access procedures: 
Requests from individuals should be addressed to: 
Office of the Assistant Secretary of Defense (Public Affairs) 
The Pentagon 
Washington, D. C. 20301 
Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations are contained in 32 CFR 
286b and OSD Administrative Instruction No. 81. 


Record source categories: 

Central personnel files of the Military Services or the United States 
Civil Service 

Systems exempted from certain provisions of the act: 

None 


DPA DXA.D 10 
System name: 

Privacy Act Request for Access Files 

System location: 

Primary System-Directorate for Freedom of Information and Secu- 
rity Review, Office of the Assistant Secretary of Defense (Public 
Affairs), Washington, D. C. 20301. 

Decentralized Segments-Offices of the Under Secretaries of De- 
fense, Assistant Secretaries of Defense, Assistants to the Secretary of 
Defense, or equivalert, the Organization of the Joint Chiefs of Staff, 
and other activities assigned to the Office of the Secretary of Defense 
for administrative support. 

Categories of individuals covered by the system: 

Any citizen who makes a request for access to records under the 


- Privacy Act to the Office of the Secretary of Defense, Organization 


of the Joint Chiefs of Staff, or activity assigned to the Office of the 
Secretary of Defense for administrative support. Requests from the 
public for amendment of records, other questions concerning the 
Privacy Act, and matters pertaining to Privacy Act Program man- 
agement are acted upon by the Records Administrator, Office of the 
Secretary of Defense, Room 5C315, Pentagon, Washington, D. C. 
20301. 
Categories of records in the system: 


Name, firm, address, and other personal identifiers of the individu- 
al requester, identification of records requested, dates and summaries 
of action taken, and related documents associated with processing 
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requests. In addition, names, titles or positions of each person primar- 
ily responsible for action on requests for records. Results of follow- 
on action, if any, to include request for review of refusal of the 
individual’s request. 

Authority for maintenance of the system: 

Titie 5, U.S.C. 552a, the Privacy Act of 1974; Public Law 93-579. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Files are used by officials in the locations described above to 
control administratively requests to insure compliance with Public 
Law 93-579, and to research historical data for annual report statis- 
tics and other management information. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Index file cards and paper records in file folders. 

Retrievability: 

Filed chronologically by request number and retrieved by name 
and/or request number using conventional indices and cross-refer- 
ences. 

Safeguards: 

Records are maintained in security containers with access only to 
Officials whose access is based on requirements of assigned duties. 

Retention and disposal: 

Files are kept for five years after date of reply in denial cases 
which are not appealed. Appealed cases are kept 4 years afier final 
determination or 3 years after final adjudication by the courts which- 
ever is later. Where access is granted, files are destroyed after two 
years. 

System manager(s) and address: 

Assistant Secretary of Defense (Public Affairs), Pentagon, Wash- 
ington, D. C. 20301. 

Notification procedure: 

Information may be obtained from the Director, Freedom of Infor- 
mation and Security Review, Office of the Assistant Secretary of 
Defense (Public Affairs), Room 2C757, Pentagon, Washington, D. C. 
20301. Telephone: Area Code 202/697-1180. 

Record access procedures: 

Requests from individuals should be addressed to the office stated 
above and should include full name, address, and notarized signature. 
For personal visits, individuals should be able to present accepiable 
identification; that is, driver’s license or comparable identity card. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
contained in 32 CFR 286b and OSD Administrative Instruction 

o. 81. 

Record source categories: 

Requests for access to records--under the Privacy Act--originating 
from citizens, and subsequent data provided by officials who hold the 
requested records, act upon the request, and who are involved in the 
review of denials of the requests. 

Systems exempted from certain provisions of the act: 

None 


DSMC-01 
System name: 
Defense Systems Management College (DSMC) Personnel Infor- 
mation Files 
System location: 


Administration Division, Defense Systems Management Coilege 
(DSMC), Ft. Belvoir, Va. 22060. 

, Systems Management Department, Defense Systems Management 
College, Building 202, Ft. Belvoir, Va. 22060. 

Categories of individuals covered by the system: ; 

Military and civilian personnel assigned or attached to the Defense 
Systems Management College. 

Categories of records in the system: 

Data includes summary of occupational experience, education, 
training, security clearance, home address, home telephone number, 
dependent status, awards and decorations, promotion status, pay 
Status. 


Authority for maintenance of the system: 


NOTICES 


10 USC 136, and Department of Defense Directive 5160.55, ’De- 
fense Systems Management College,’ January 5, 1977. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Supervisory officials to obtain information on which to base deci- 
sions. 

Assigned Personnel Management Technicians for accomplishment 
of records maintenance and personnel services to individuals assigned 
and attached. 

For publication of biographical data booklets, personnel rosters, 
telephone directories, and organizational charts by the Administrative 
Officer. 

Information from records contained in the system may be provided 
to any component of the Department of Defense. 

Disclosure to law enforcement or investigative authorities for in- 
vestigations and possible criminal prosecution, civil court action, or 
regulatory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Primary files are paper records in file folders and punched cards. 

Retrievability: 

- Filed alphabetically by last name. 

Safeguards: 

Building is locked during nonbusiness hours. 

File storage is in locked file cabinets. Only. authorized personnel 
have access to files. : 

Retention and disposal: 

Files are retained for one year after individual transfers, separates 
or retires; then are destroyed. 

System manager(s) and address: 

Chief, Administration Division, Defense Systems Management Col- 
lege, Ft. Belvoir, Va. 22060. 

Notification procedure: 

Information may be obtained from the SYSMANAGER. Tele- 
phone: 703-664-3118. 

Record access procedures: 

Requests from individuals should be addressed to: Commandant, 
Defense Systems Management College, ATTN: Chief, Administration 
Division, Building 202, Ft. Belvoir, Va. 22060. 

Written requests for information should contain the full name, 
current address of the individual. 

For personal visits, the individual must provide acceptable identifi- 
cation, such as ID card or driver’s license. 

Contesting record procedures: . 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record-source categories: 

Data is obtained from the individual, from official personnel fold- 
ers (201 Files), from Standard Form 171, and from supervisory offi- 
cials. 

Systems exempted from certain provisions of the act: 

None 


DSMC-02 ° 
System name: 
Defense Systems Management College (DSMC) Student Files 
System location: 


Office of the Registrar, Defense Systems Management College 
(DSMC), Building 202, Ft. Belvoir, Va. 22060. 


Categories of individuals covered by the system: 


All current, former, and nominated students of the Defense Sys- 
tems Management College (DSMC). 

Categories of records in the system: 

Data includes name, dependent data, SSAN, career brief applica- 
tion form, security clearance, college transcripts, correspondence, 
DSMC grades, instructor and advisor evaluations, education reports, 
Official orders, current address, and individual’s photograph. 


Authority for maintenance of the system: 


10 USC 136, and Department of Defense Directive 5160.55, ’De- 
fense Systems Management College,’ January 5, 1977. 


s 
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NOTICES 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

' The purpose of the file is to provide for the administration of and a 
record of academic performance of current, former and nominated 
students. 

Used by College officials to verify attendance and grades; to select 
instructors; to make decisions to admit students to programs and to 
release students from programs; to serve as basis for studies to deter- 
mine improved criteria for selecting students; to develop statistics 
relating to duty assignments and qualifications. 

Preparation by the Registrar of locator directories of current and 
former students which are disseminated to students, former students 
and other appropriate individuals and agencies for purpose of admin- 
istration. 

Preparation by College officials of student biographical booklets, 
student rosters, and press releases of student gradations. 

Information contained may be reported to any agency of the De- 
partment of Defense having an official requirement for the informa- 
tion. 

Records may -be disclosed to iaw enforcement or investigatory 
authorities for investigations and possible criminal prosecution, civil 
court action, or regulatory order. 

_ Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Files are sequenced alphabetically by last name by class and 
course. Locator cards are filed alphabetically in two categories: 
active students (by course) and former students. 


Safeguards: 
Records are maintained in locked cabinets, in an area accessible 


only to authorized personnel. Building is locked during non-business 
hours. 


Only individuals designated as having a need for access to files by 
the System Manager are authorized access to information in the files. 

Retention and disposal: 

Records are permanent. 

System manager(s) and address: 

Registrar, Defense Systems Management College, Building 202, Ft. 
Belvoir, Va. 22060. 

Notification procedure: 

Information can be obtained from SYSMANAGER. Telephone: 
703-664-3120 

Record access procedures: 

Requests from individuals should be addressed to: Commandant, 
Defense Systems Management College, ATTN: Chief, Administration 
Division, Building 202, Ft. Belvoir, Va. 22060. 

Written requests for information should contain the fuil name, 


current address and telephone number, and course and class of indi- 
vidual. 


For personal visits, the individual must provide acceptable identifi- 
cation, such as ID card or driver’s license. 


Contesting record procedures: 
The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 

Information is provided by the individual, supervisors, employers, 
instructors, advisors, examinations, and official military records. 

Systems exempted from certain provisions of the act: 

None 


DSMC-03 
System name: 
Defense Systems Management College (DSMC) Track Record 
System 
System location: 
Primary Location - Computer Sciences Corporation, Information 


Network Division, 650 North Sepulveda Bouvelard, El Segundo, Ca. 
90245. 


Hard copy back-up files and punched card back-up files located in 
Systems Management Department, Defense Systems Management 
College, Building 202, Ft. Belvoir, Va. 22060. 


Categories of individuals covered by the system: 


Ail current and former students of the Defense Systems Manage- 
ment College (DSMC). 


Categories of records in the system: 


Files contain name, SSAN, marital status, sex, date of birth, nick- 
name, professicnal society membership, spouse’s name, children’s 
names, accompanied status, years of service, promotion history, job 
or assignment hisiory, current years of service, current assignment 
code, military or civilian occupational code, DSMC assignment 
Status, security clearance, current business telephone numbers, retire- 
ment status, educational history, class at DSMC, Grade Point Aver- 
age (GPA), functional course grades, graduation status, individual 
survey responses, awards and recognition. 

Authority for maintenance of the system: 

10 USC 136, asd Department of Defense Directive 5160.55, "De- 
fense Systems Management College,’ January 5, 1977. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


The purposes of the sysiem are to assemble career information on 
current and former students of DSMC in order to provide data to 
enable DSMC io monitor utilization of former students; to enable 
DSMC to perform research to assist in refinement of student selec- 
tion criteria; to provide a data base to research for the improvement 
of program management; to provide a system for generating student 
transcripts; and to provide a data base for the DSMC Mailing List 
System, student and graduate registers. 

The Defense Systems Management College - Used in assessing 
incoming student experience and educational levels; to produce stu- 
dent registers; to monitor utilization of former students by DoD 
Components; to verify and consolidate measures of student perform- 
ance, to produce student transcripts which may be required by 
former students in her/his later educational process; to perform re- 
search into the success of former students; to provide input into the 
DSMC Mailing List System in order to mail surveys, newsletters and 
other items of interest to former students including graduate regis- 
ters; to perform research to improve program management. 

Computer Sciences Corporation - mounts tapes and disc packs 
which contain files and operates the system; does not maintain the 
system. 

Individual records in a system of records might be transferred to 
any component of the Department of Defense (except GPA, func- 
tional course grades and individual survey responses). 

Individual records of civilian industry students or former students 
might be transferred to the corporation sponsoring the individual 
(except GPA, functional course grades and individual survey re- 
sponses). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Primary file is magnetic disc. 

Back-up files are magnetic computer tape and punched cards. 

Hard copy back-up files are paper records in file folders. 

Retrievability: 

Files are sequenced by Social Security Account Number. 

Safeguards: 

Primary location is.a controlled access area. 

Operator personnel are screened and cleared in accordance with 
Government Services Administration contract procedures. 

Access to magnetic disc and computer tapes requires computer 
phone number, user ID, password and project code which are only 
accessible to personnel authorized by the System Manager. 

Back-up file storage is in a building which is locked during non- 
business hours and is located on a military installation. 

Only individuals designated as having a need for access to files by 
the Systems Manager are authorized access to information in the 
files. 

Retention and disposal: 

Records are permanent. 

System manager(s) and address: 

Director, Department of Plans and Curriculum Development, De- 
fense Systems Management College, Building 202, Ft. Belvoir, Va. 
22060. 

Notification procedure: 


Information may be obtained from the SYSMANAGER. Tele- 
phone: 703-664-2017. 


Record access procedures: 
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Requests from individuals should be addressed to: Commandant, 
Defense Systems Management College, ATTN: Chief, Administration 
Division, Building 202, Ft. Belvoir, Va. 22060. 

Written requests for information should contain the full name of 
the individual, SSAN, current address and telephone number. 

For personal visits, the individual must contact the Chief, Adminis- 
tration Division, Building 202, Ft. Belvoir, Va. 22060, and provide 
acceptable identification, such as, military or other ID card, driver’s 
license. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 
Information is provided by the individual, employer, staff and 


faculty of DSMC, each DoD Component, and the U. S. Civil Service 
Commission (including their automated personnel systems). 


Systems exempted from certain provisions of the act: 
None 


DSMC-04 
System name: 


Defense Systems Management Collge (DSMC) Academic Analysis 
System 

System location: 

Primary Location-Office of the Commandant, Defense Systems 
Management College (DSMC), Ft. Belvoir, Va. 22060. 

Back-up Data File-Dept of Systems Management, Defense Systems 
Management College, Ft. Belvoir, Va. 22060. 


Categories of individuals covered by the system: 


All current and former Program Management Course (PMC) stu- 
dents and participants in DSMC Cooperative Graduate Programs. 

Categories of records in the system: 

File contains individual’s name, SSAN, sex, date of birth, service 
affiliation, affiliation status, years of service, promotion history, job 
or assignment history, current assignment code, military or civilian 
occupation code, educational history, class at DSMC, DSMC class 
standing, DSMC grade point average, DSMC functional course 
grades, graduation status, pre-and post-test scores, Miller Analogies 
Test scores, Graduate Record Exam scores, individual survey re- 
sponses, and course enrollment data and course grades in DSMC 
Cooperative Graduate Programs. _ 

Authority for maintenance of the system: 


10 USC 136, and Department of Defense Directive 5160.55, “De- 
fense Systems Management College,’ January 5, 1977. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The purposes of this system are: To provide a research data base 
for improvement of the PMC academic program and its integration 
with DSMC Cooperative Graduate Programs, to provide a research 
data base for evaluating the quality and performance of current and 
former PMC students as well as DSMC Cooperative Graduate Pro- 
gram participants, and to facilitate administration of DSMC Coopera- 
tive Graduate Programs. 

DSMC officials designated by the Commandant-Used to determine 
areas for improvement of the PMC academic program and its inte- 
gration with DSMC Cooperative Graduate Programs; used to evalu- 
ate the quality and performance of current and former PMC students 
as well as participants in DSMC Cooperative Graduate Programs; 
used to administer DSMC Cooperative Graduate Programs; used for 
monitoring participation in DSMC Cooperative Graduate Programs 
and for counseling PMC students regarding participation; used to 
furnish DSMC Cooperative Graduate ‘Program enrollment data for 
PMC student academic evaluation reports. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Primary file is paper records in file folders. 

Back-up data file is punched cards. 

Retrievability: ' 

Filed by class alphabetically by last name of PMC studeni and 
participant in Cooperative Graduate Programs. 

Safeguards: 

Primary file is in a locked cabinet. 


NOTICES 


Back-up data file is in a building which is locked during nonbusi- 
ness hours and is located on a military installation. 

Only individuals designated as having a need for access to files by 
the System Manager are authorized access to information in the files. 

Retention and dispesal: 

Records are permanent. 

- System manager(s) and address: 

Commandant, Defense Systems Management College, Building 202, 
Ft. Belvoir, Va. 22060. 

Notification procedure: 

Information may be obtained from the SYSMANAGER. Tele- 
phone: 703-664-2017. 

Record access procedures: 

Requests from individuals should be addressed to: Commandant, 
Defense Systems Management College, ATTN: Chief, Administration 
Division, Building 202, Ft. Belvoir, Va. 22060. 

Written requests for information should contain the full name of 
the individual, SSAN, current address and telephone number 

For personal visits, the individual must contact the Chief, Admuinis- 
tration Division, Building 202, Ft. Belvoir, Va. 22060, and provide 
some acceptable identification, such as military or other identification “ 
card, driver’s license. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administration Instructicn 


.No. 81. 


Record source categories: 


Information is provided by the individual, staff and faculty of 
DSMC, each DOD Component and the U. S. Civil Service Commis- 
sion (including their automated personnel systems), educational insti- 
tutions and testing services. 

Systems exempted from certain provisions of the act: 

None 


DSMC-05 
System name: 

Biographical Record System 

System location: 

Program Manager Biographies-Department of Research and Publi- 
cations, Defense Systems Management College. } 

Board of Visitor Biographies, Department of Plans and Curriculum 
Development, Defense Systems Management College. 

Program Management Course Guest Lecturer Biographies-Depart- 
ment of Program Management, Defense Systems Management Coi- 
lege. 

Executive Course Guest Lecturer Biographies-Depattment of Ex- 
ecutive Management, Defense Systems Management College. 

Categories of individuals covered by the system: 

Key governmental officials. 

Guest Lecturers at the Defense Systems Management College. 

Present and past members of the Board of Visitors and Policy 
Guidance Council. 

Categories of records in the system: 

Files contain official biographic data, such as: individual's position, 
title, current business affiliation, record of past experience and educa- 
tion, awards and honors, memberships, addresses, phone numbers, 
photographs, etc. 

Authority for maintenance of the system: 


10 USC 136, and Department of Defense Directive 5160.55, ‘De- 
fense Systems Management College, * January 5, 1977. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Purpose is to provide information for selection and introduction of 
guest lecturers and to perform research. 

Department of Plans and Curriculum Development-To develop 
Statistical data on Department of Defense Program Management Of- 
fices; to present data to Policy Guidance Council to determine wor- 
thiness of nominees to serve on Board of Visitors. 

Department of Program Management-To provide the credentials 
of guest lecturer to the students prior to the presentation. 

Department of Executive Management-To present the credentials 
of guest lecturer to the students prior to the presentation. 


Policies and practices for stering, retrieving, accessing, retaining, and 
disposing of records in the system: 
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Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by last name, except program manager/deputy 
program manager files which are filed by organization titles. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel. 

Retention and disposa!: 

Records are permanent. 

System manager(s) and address: 

Director, Department of Research and Publications, Defense Sys- 
tems Management Coliege, Ft. Belvoir, Va. 22060. 

Notification procedure: 


Information may be cbiained from the SYSMANAGER. Tele- 
phone: 703-664-5783. 


Record access procedures: 

Requests from individuals should be addressed to: Commandant, 
Defense Systems Management College, ATTN: Chief, Administration 
Division, Building 202, Ft. Belvoir, Va. 22060. 

Written requests for information should contain full name of the 
individual, current position and affiliation. 

Visits are limited to the departments at the school where the 
information is filed. For personal visits, the individual must provide 
acceptable identification. 

Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


Key official data from official Governmental files. 

Board of Visitors nominee data from Policy Guidance Council 
members, present Board of Visitors members, DSMC Commandant 
and ’Who’s Who.’ 

Guest Lecturer data from guest lecturers themselves, from their 
offices, or from Agency Public Affairs Offices. 

Systems exempted from certain provisions of the act: 

None 


DSMC-06 
System name: 
Defense Systems Management College (DSMC) Mailing List 
System location: 


Primary location-Computer Sciences Corporation, Information 
Network Division, 650 North Sepulveda Boulevard, El Segundo, Ca. 
90245. 

Hard copy back-up files and punched card back-up files located in 
Systems Management Departmeni, Defense Systems Management 
College, Building 202, Fort Belvoir, Va. 22060. 

Categories of individuals covered by the system: 


All former students of the Defense Systems Management College 
(DSMC); members of the DSMC Policy Guidance Council and 
Board of Visitors; program managers associated with defense systems 
acquisilion programs; key acquisition managers throughout Depart- 
ment of Defense; former staff and faculty members of the DSMC and 
individuals desiring to be included in the system. 

Categories of records in the system: 


.. File contains name, SSAN, Class at DSMC, job code, mailing 
‘address, rank or grade, position and professional title and affiliation. 

Authority for maintenance of the system: 

10 USC 136, and Department of Defense Directive 5160.55, "De- 
fense Systems Management College,’ January 5, 1977. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The purpose of the system is to provide a mailing list for distribu- 
tion of newsletters, surveys, graduate registers and other information 
relating to acquisition management which is of interest to individuals 
included in the system. 

DSMC - Used to disseminate newsletters, surveys, graduate regis- 
ters and other information relating to acquisition management which 
is of interest to individuals on the DSMC mailing list; to prepare 
registers of former graduates; to prepare lists of Department of De- 
fense Program Managers 


- 
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Computer Science Corporation - Mounts tapes and disc packs 
which contain files and operates the system; does not maintain the 
system. 

Any individual records in a system of records might be transferred 
to any component of the Department of Defense or other Govern- 
ment agency. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Primary file is magnetic disc. 

Back-up files are magnetic computer tape and punched cards. 

Hard copy back-up files are paper records in file folders. 
Retrievability: 

Files are retrievable by name, SSAN, class, job code and zip code. 
Safeguards: 


Primary location is a controlled access area. 

Operator personnel are screened and cleared in accordance with 
Government Services Administration contract procedures. 

Access to magnetic disc and compuier tapes requires computer 
phone number, user ID, password and project code which are only 
accessible to personnel authorized by the System Manager. 

Back-up file storage is in a building which is locked during non- 
business hours and is located on a military installation. 

Only individuals designated as having a need for access to files by 
pod Systems Manager are authorized access to information in the 
iles. 

Retention and disposal: 

Records are permanent. 


— manager(s) and address: 


tems nl nt College, Building 202, Ft. Belvoir, Va. 22060. 

Notification procedure: 

Information may be obtained from the SYSMANAGER. Tele- 
phone: 703-664-5783. 

Record access procedures: 

Requests from individuals should be addressed to: Commandant, 
Defense Systems Management Coilege, ATTN: Chief, Administration 
Division, Building 202, Ft. Belvoir, Va. 22060. 

Written requests for information should contain the full name of 
the individual, SSAN, current address and telephone number. 

For personal visits, the individual must contact the Chief, Adminis- 
tration Division, Building 202, Ft. Belvoir, Va. 22060, and provide 
acceptable identification, such as, military or other ID card, driver’s 
license. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Information is provided by the individual, employer, staff and 
faculty of DSMC, each DoD Component and the U. S. Civil Service 
Commission (including their automated personnel systems). 

Systems exempted from certain provisions of the act: 

None 

DUSDRE 02 
System name: 

OUSDRE Personnel Administration Files 

System location: 

Office of the Under Secretary of Defense for Research and Engi- 
neering (OUSDRE), Office Secretary of Defense, Room 3£E1006, 
Pentagon, Washington, D. C. 20301. 

Categories of individuals covered by the aystem: 

All employees assigned to or considered for positions in OUSDRE 
including civilian and military personnel and consultants. 

Categories of records in the system: 


These files contain position descriptions; biographical resumes, 
qualification statements, (SD 171, SD 173, SD 398, SF 16l, etc.); 
Confidential Statement of Affiliations and Financial Interests, Depart- 
ment of Defense Personnel (DD Form 1555); requests for personnel 
actions (SD 52, 108); notification of Personal Action (SD 50); ap- 
pointmenis affidavits (SF 61, 61B); award recommendations; appraisals 
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and efficiency reports; time and attendance records (SF 1135); travel 
orders and vouchers; and security clearance information. 

Authority for maintenance of the system: 

10 USC 133 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

These files are used primarily for internal personne] and adminis- 
trative management. Specific uses include: Determining eligibility for 
appointment to positions; reviewing financial interest and background 
of individual applying for appointments; comparing individuals re- 
sumes with job requirements. Used to keep accounting of time 
worked; travel performed; orders issued awards given to personnel 
and security clearance granted. The information contained in these 
personnel files is used by the office manager, supervisory personnel 
and the Under Secretary of Defense for Research and Engineering in 
the management of his organization. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by last name of the individual concerned. 

Safeguards: 

Building guards and locked file containers. Records are maintained 
in areas accessible only to authorized personnel. 

Retention and disposal: 

Records are temporary in nature and are destroyed after individ- 
uals leave employment of OUSDRE or are no longer under consider- 
ation for employment. 

System manager(s) and address: 

Executive Assistant to USDRE, Office of the Secretary of De- 
fense, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: 

Personnel Assistant 

Office of the Executive Assistant to USDRE 
Room 3E1006, Pentagon 

Washington, D. C. 20301 

Telpehone: 202-695-6556 

Written requests for information should contain the full name of 
the individual, current address, telephone number, and any other 
information which would help in identifying the desired information. 

For personal visits, the individual must be able to provide accept- 
able identification, that is, driver’s license, employing office’s identifi- 
cation card, and give verbal information that could be vertified with 
his *case folder’. 

Record access procedures: 

Request should be addressed to SYSMANAGER as shown above. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
_ = in 32 CFR 286b and OSD Administrative Instruction 

vo. & 

Record source categories: 

Information is provided by the Directorate for Personnel and Se- 
curity, Security Division, Washington Headquarters Services, De- 
partment of Defense, individuals concerned, travel vouchers, security 
forms, travel orders, individual’s supervisors, and time and attend- 
ance clerks. 

Systems exempted from certain provisions of the act: 

None 

DUSDRE 03 
System name: 


Office of the Under Secretary of Defense for Research and Engi- 
neering (OUSDRE), Inventor’s File. 


System lacation: 


Office of the Under Secretary of Defense for Research and Engi- 
neering (OQUSDRE), Office Secretary of Defense, Room 3E1006, 
Pentagon, Washington, D.C. 20301 

Categories of individuals covered by the system: 


All persons who have submitted inventions, ideas, and proposals 
for consideration by the Department of Defense 


NOTICES 


Categories of records in the system: 

These files contain correspondence with individuals concerning 
their inventions, ideas, and proposals submitted to the Department of 
Defense; evaluations by government employees of those inventions, 
ideas, and proposals. 

Authority for maintenance of the system: 

10 USC 133 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


The information in this file is primarily collected to give considera- 
tion to the inventions, ideas, and proposals submitted by the public. 
These files are used to reply to correspondence and inquiries from 
the public and other government agencies. The information con- 
tained in these files is used by the staff of OUSDRE. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by last name. 

Safeguards: 


Building guards and locked file containers. Records are ma:ntained 
in areas accessible only to authorized personnel. 


Retention and disposal: 


Retained in active files for a period of five years and then trans- 
ferred to the Washington National Records Center, Suitland, Mary- 
land, 20409. 


System manager(s) and address: 


Director, Program Contro] and Administration, Office of the Sec- 
retary of Defense, Washington, D.C. 20301. 


Notification procedure: 


Information may be obtained from: 
Assistant Director, Program Control and Administration 


Room 3E1030, Pentagon 
Washington, D.C. 20301 
Telephone: 202-697-4994 
Written requests for information should contain the full name of 


the individual, current address and telephone number and any other 
information which would help in identifying the desired information. 

For personal visits, the individual must be able to provide accept- 
able identification, that is, driver’s license, employing office’s identifi- 
cation card, and give verbal information that could be verified with 
his ’case folder’. 


Record access procedures: 
Request should be addressed to SYSMANAGER as shown above. 
Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 


Information is provided by individuals who send their inventions, 
ideas, and proposals to the Department of. Defense and government 
employees who evaluate the inventions, ideas, and proposals. 

Systems exempted from certain provisions of the act: 

None 


DUSDRE 04 
System name: 
Requests for Two-year Foreign Residence Waiver Files 
System location: 
Security Policy and Review Division-Office of the Director Pro- 
gram Control and Administration, Office of the Under Secretary of 


Defense for Research and Engineering, Office of the Secretary of 
Defense. 


Categories of individuals covered by the system: 

Any foreigner applying for a Waiver of Foreign Residency. 
Categories of records in the system: 

Files contain requests for waiver of foreign residency. 
Authority for maintenance of the system: 


Mutual] Educational and Cultura! Exchange Act of 1961 (75 Stat 
535). 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Security Policy and Review Division-To evaluate requests for 
Waivers. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper Records in file folders. 

Retrievability: 

Filed alphabetically by last name of individual 

Safeguards: 

Records are jiocated in a facility guarded by Military and GSA 


Guards 24 hours a day seven days a week. Records are maintained in 
an area accessible only to authorized personnel. 
Retention and disposal: 
Records are permanent. Retained in active file for ten years. 
System manageris) and address: 
Director, Program Control and Administration, OUSDRE, Office 
of the Secretary of Defense, Pentagon Building, Washington, D. C. 
Notification procedure: 
Information may be obtained from: 
Security Policy and Review Division 
Room 3D1067 
Pentagon Building 
Washington, D. C. 20301 
Telephone: 202-697-3459 
Record access procedures: oo 
Requests from individuals should be addressed to: Under Secretary 
of Defense for Research and Engineering, Office of the Secretary of 
Defense, Pentagon Building, Washington, D. C. 20301 
Written requests for information should contain full name of indi- 
vidual, current address and telephone number and approximate date 
of waiver request. 
For personal visits individual shouid be able to provide appropriate 
identification 
Contesting record procedures: 


The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81 


Record source categories: 

Application and related correspondence from sponsor and individ- 
ual requesting waiver. 

Systems exempted from certain provisions of the act: 

None 


DWHS BF01 
System name: 

Travel Files 

System location: 

Directorate for Budget and Finance, Travel Branch, Washington 
Headquarters Services (WHS), Department of Defense (DoD), Pen- 
tagon, Washington, D.C. 20301. 

Categories of individuals covered by the system: 

Personnel assigned to the Office of the Secretary of Defense and 
the Organization of the Joint Chiefs of Staff who perform travel; 
includes military, civilian and WOC/WAE consuitants. 

Categories of records in the system: 

File contains copy of travel orders, paid travel claims, airline 
schedule and copy of Government Transportation Requesis (GTRs) 
issued. 

Authority for maintenance of the system: 

10 USC 136(b) 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Determination of the costs of trips performed by OSD and OJCS 
personnel 

Find out if travelers have filed their vouchers after completion of 
trips. 

Determine indebtedness to the Government if per diem payments 
do not liquidate travel advances. 
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Individuals assigned to OSD/OJCS components authorized to re- 
search files to collect appropriate data to fulfill missions of compo- 
nent. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by last name of individual. 

Safeguards: 

Building employs security guards. Records kept in unlocked file 
cabinets. 

Retention and disposal: 

Records maintained by fiscal year, current and previous fiscal year 
on hand, subsequently retired to Washington National Records 
Center. 

Disposal in accordance with OSD Administrative Instruction No. 
15. 

System manager(s) and address: 

Chief, Travel Branch, Directorate for Budget and Finance, Wash- 
ington Headquarters Services, Department of Defense, Pentagon, 
Washington, D.C. 20301. 

Notification procedure: 

Information may be obtained from: 

Chief, Travel Branch 

Director for Budget and Finance 

Washington Headquarters Services 

Department of Defense 

Room 3B279, Pentagon 

Washington, D.C. 20301 

Telephone: 202-697-1269 

Record access procedures: 

equests from individuals should be addressed to: Chief, Travel 
Branch, Directorate for Budget and Finance, Washington Headquar- 
ters Services, Department of Defense, Room 3B279, Pentagon, 
Washington, D.C. 20301. 

Written requesis for information should contain the full name of 
individual with notarized signature, current address and telephone 
number, and include fiscal year of travel. 

Visits are limited to Travel Branch, Directorate for Budget and 
Finance, Washington Headquarters Services, Department of Defense, 
Pentagon, Washington, D.C. 20301. 

For personal visits the individuals should be able to provide some 
acceptable identification, that is, driver’s license, employing office’s 
identification card, and give some verbal information that can be 
verified with his folder. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instructioa 
No. 81. 

Record seurce categories: 

Travel orders, travel vouchers, airline schedules, copy of GTRs. 

Systems exempted from certain provisions of the act: 

None 

DWHS CD01 
System name: 

OSD Generai Correspondence Files 

Systein location: 

Correspondence Control Division, Directorate for Correspondence 
and Directives, Washington Headquarters Services (WHS), Depart- 
meat of Defense (DoD), Room 34948, Pentagon, Washington, D. C. 
203G6i 

Categories of individuals covered by the system: 

Individuals who address a variety of subjects to the Office of the 
Secretary of Defense, and those who address Defense-related matters 
to the White House. 

Categories of records in the system: 

Includes general correspondence addressed to and emanating from 
the Office of the Secretary and the Deputy Secretary of Defense, 
and correspondence addressed to White House officials and, because 
the subject matter, referred to DoD for reply 
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Authority for maintenance of the system: 

5 USC 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Reference material for follow-up actions and responses to addition- 
al inquiries from the same persons. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Microfiche with hard-covy backup in file folders. 

Retrievability: 

Filed by subject matter with alphabetical sub-system. 

Safeguards: 

Building protected by security guards. Records are maintained in a 
secure area accessible only to authorized personnel. 

Retention and disposal: 

Records are retained in active file until end of the calendar year, 
held one additional year in inactive file and subsequently transferred 
to the the National Records Center, where records are destroyed or 
permanently preserved in accordance with records disposal authority 
as dictated by subject matter. . 

System manager(s) and address: 

Chief, Correspondence and Control Division, Directorate for Cor- 
respondence and Directives, Washington Headquarters Services, De- 
partment of Defense, Room 3A948, Pentagon, Washington, D. C. 
20301. 

Notification procedure: 

Information may be obtained from: 

Director for Correspondence and Directives, Washington 
Headquarters Services, 

Department of Defense 

Room 3B946 

Pentagon 

Washington, D.C. 20301 

Telephone: 202-697-8261 

Record access procedures: 

Requests from individuals should be addressed to: Director for 
Correspondence and Directives, Washington Headquarters Services, 


Department of Defense, Room 3B946, Pentagon Washington, D.C. 
20301. 

Written requests for information should contain the full name of 
the individual, current address and telephone number, a brief descrip- 
tion of the subject matter, and the approximate date of the communi- 
cation, if known. 

For personal visits, the individual should be able to provide some 
acceptable identification such as driver's license or employing office’s 
identification card. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Correspondence originating with the individual, DoD agencies, 
and other Federal agencies. 

Systems exempted from certain provisions of the act: 

None 

DWHS CD02 
System name: 

Cable Division Personne! Administration Files 

System location: 

Cable Division, Directorate for Correspondence and Directives, 


Washington Headquarters Services (WHS), Department of Defense 
(DoD), Room 3E925, Pentagon, Washington, D.C. 20301. 


Categories of individuals covered by the system: 
_All individuals employed or military assigned to the Cable Divi- 
sion. 
Categories of records in the system: 
These files contain position descriptions; qualification statements, 
(SF 171, SF 172, OP 8, SD 295, SD 37, etc.); Confidential Statement 
of Affiliations and Financial Interests Department of Defense Person- 
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nel (DD Form 1555); requests for personnel actions (SD 52); notifica- 
tion of Personnel Action (SD 50); award recommendations; apprais- 
als and efficiency reports; security clearance information DD Forms 
398, DD Forms 1584, CS 8. 

Authority for maintenance of the system: 

10 USC 133 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

These files are used primarily for internal personnel and adminis- 
trative management. Specific uses include: Determining eligibility for 
assignment to positions; comparing individual’s resumes with job 
requirements; used to keep abreast of performance, awards given to 
personnel and security clearances granted. The information contained 
in these personnel files is used by the office manager and supervisory 
personnel in the Cable Division. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by last name and Social Security Number of 
individual concerned. 

Safeguards: 

Building guards. Records are maintained in a secure area accessible 
only to authorized personnel. 

Retention and disposal: 

Records are retained in active, file until military reassignment or 
individual leaves employment of the Cable Division; and in an inac- 
tive file until no longer under consideration for reemployment. 

System manager(s) and address: 

Director for Correspondence and Directives, Washington Head- 
quarters Services (WHS), Department of Defense, Pentagon, Wash- 
ington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: 

Chief, Cable Division 

Directorate for Correspondence and Directives, Washington 
Headquarters Services, Department of Defense. 

Room 3E925, Pentagon 

Washington, D.C. 20301 

Telephone: 202-697-8151 

Written requests for information from individuals should be ad- 
dressed to Directorate for Correspondence and Directives, Cable 
Division, Washington Headquarters Services, Department of De- 
fense, Room 3925, Pentagon, Washington, D.C. 20301. 

Written requests for information should contain the full name of 
the individual, current address and telephone nuinber and any other 
information which would help in identifying the desired information. 

For personal visits, the individual must be able to provide accept- 
able identification; that is, driver’s license, employing office’s identifi- 
cation card, give verbal information that could be verified with his/ 
her ‘case folder’. 

Record access procedures: 

Request shoud be addressed to SYSMANAGER as shown above. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


Information is provided by the Directorate for Personnel and Se- 
curity, WHS, the individual concerned, and the individual’s supervi- 
sors. 

Systems exempted from certain provisions of the act: 

None 


. 


DWHS P01 
System name: 
Supergrade Correspondence, Reports, and Case Files 
System location: 


Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301 
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Categories of individuals covered by the system: 

Any candidate who is being recommended for an executive level 
position. 

Categories of records in the system: 

File contains copy of individuals SF-171, position description, or- 
ganizational chart, applicable CSC forms, SF-161 or- 161A, corre- 
spondence between Directorate for Personnel and Security, WHS, 
and CSC, management officials and other selected documents. 

Authority for maintenance of the system: 

5-USC 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Directorate for Personne!-to maintain a case file of background 
information for each executive level request, both approved and 
disapproved. Armed Forces Information Service (AFIS), Court of 
Military Appeals (COMA), Defense Advanced Research Projects 
Agency (DARPA), Defense Security Assistance Agency (DSAA), 
Office of Dependents Education, Organization of the Joint Chiefs of 
Staff (OJCS), the President’s Commission on Military Compensation, 
The TriService Medical Information System (TRIMIS), Washington 
Headquarters Services (WHS), and the Civil Service Commission for 
information necessary for the Commission to carry out its Govern- 
ment-wide personnel management functions is part of routine use. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders 

Retrievability: 

Filed by organization, then alphabeiically by name. 

Safeguards: 

Building employs security guards. Records are maintained in file 


cabinets in areas accessible only to authorized personnel who are 
properly screened and trained. 


Retention and disposal: 
Files maintained indefinitely. 
System manager(s) and address: 


Director for Personnel and Security, (WHS), Room 3B347, Penta- 
gon, Washington, D. C. 20301 


Notification procedure: 


Information may be obtained from: Directorate for Personne! and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 2026973305. 


Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: > 

SF-171 from individual, other material obtained from personnel 
office, records and statements from management officials. 

Systems exempted from certain provisions of the act: 

None 

DWHS P02 
System name: 

Job Opportunity Announcements 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Any applicant for employment who applies for a specific vacancy. 

Categories of records in the system: 

File contains copies of Job Opportunity Announcement, original 
certificate of eligibles, rating sheet for all applicants, rating schedule 
or definition of *best qualified’ and copies of non-selection and not 
certified letters. 

Authority for maintenance of the system: 

5 USC 3301 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Personnel and Security Directorate: To advertise vacant positions 
and to solicit applications for employment from qualified individuals 
for organizations serviced. Armed Forces Information Service 
(AFIS), Court of Military Appeals (COMA), Defense Advanced Re- 
search Projects Agency (DARPA), Defense Security Assistance 
Agency (DSAA), Office of Dependents Education, Organization of 
the Joint Ciefs of Staff (OJCS), TriService Medical Information 
System (TRIMIS), and Washington Headquarters Services (WHS), is 
part of routine use. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Applications retained until selection is made and file closed. Then 


destroyed. Completed file disposed of in two years or CSC inspec- 
tion, whichever earlier. 


Storage: 

Paper records in file folders 

Retrievability: 

Filed by Job Opportunity Announcement number and title. 
Safeguards: 

Building employs security guards. Records are maintained in file 


cabinet in areas accessible only to authorized personnel who are 
properly screened and trained. 


Retention and disposal: 
Records are maintained for a two year period or Civil Service 


Commission inspection, whichever occurs earlier. Then they are de- 
stroyed. 


System manager(s) and address: 


Director for Personnel and Sécurity, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 


Notification procedure: 
Information may be obtained from: Directorate for Personnel and 


Security, WHS, Room 3B347, Pentagon, Washington, D: C. 20301 
Telephone: 202-697-3305. 


Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 
The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 


Application and related forms from the individual applying for 
position, supervisory appraisals from current or previous employers, 
forms completed by persons whose names are given as reference, 
ratings and correspondence from Directorate for Personnel and Secu- 
rity, WHS, 

Systems exempted from certain provisions of the act: 

None 


DWHS P03 
System name: 

DoD Program for Stability - Civilian Employment 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Empioyees of OSD who have been affected by Reduction-in-Force 
and who were eligible and elected to register in the program and 
employees and reinstatement eligibles who registered for overseas 
employment consideration. 

Categories of records in the system: 

Standard Form 171, with attachments, if any, registration form, 
computer printed resume and related forms. 

Authority for maintenance of the system: 

5 USC 3501 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Civilian Personnel Offices throughout Defense Department-to 
maintain a record of persons registered into program by each em- 
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ploying CPO. System includes file of .mployees serviced by the 
System Manager, who are entitled to Priority Referral for repromo- 
tion and reemployment. Central Referrai Activity, Dayton, Ohio 
maintains automated system and refers eligible employees to other 
DoD activities as required by regulation. Armed Forces Information 
Services (AFIS), Defense Advanced Research Projects Agency 
(DARPA), Defense Security Assistance Agency (DSAA), the Office 
of Dependents Education, the Organization of the Joint Chiefs of 
Staff (OJCS), Tri-Service Medical Information System (TRIMIS), 
and Washington Headquarters Services (WHS), are part of routine 
uses. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing ef records in the system: 

Folders maintained in active frie until employee is either placed or 
declines placement or eligibility expires, then moved to inactive file. 
Files maintained for two years f'cm date dropped from the program. 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed by name, alphabetically 

Safeguards: ; 

Building employs security g2:1¢s. Records are maintained in file 
cabinets in the areas accessible «nly to authorized personnel who are 
properly screened and trained. 

Retention and disposal: : 

Files are maintained for a two year period from the date the 
person is dropped from the system, then they are destroyed. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 2030! . 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations are contained in 32 CFR 
286b and OSD Administrative Instruction No. 81. 

Record source categories: 

Application and related forms from individual, registration forms 
completed by Personnel Operations Division, resume and related 
automated forms furnished by Central Referral Activity, Dayton, 
Ohio. 

Systems exempted from certain provisicns of the act: 

None 


DWHS P04 
System name: 

Reduction-In-Force Case Files 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Civilian employees serviced by OSD SYSMANAGER who have 
been reached for reduction-in-force actions. 

Categories of records in the system: 

Copies of retention registers, letters from management officials, 
letters prepared by Personnel to individual regarding type of action 
required, correspondence from individual concerned and other mis- 
cellaneous correspondepce concerning the specific action. 

Authority for maintenance of the system: 

5 USC 1302, 3502 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To maintain a case file on each reduction-in-force situation in 
serviced organizations for record purposes of SYSMANAGER. 
Background information for the Civil Service Commission in case of 
appeal. Review by OSD management officials in cases of questions of 
qualifications. Armed Forces Information Service (AFIS), Court of 
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Military Appeals (COMA), Defense Advanced Research Projects 
Agency (DARPA), Defense Security Assistance Agency (DSAA), 
Office of Dependents Education, Organization of the Joint Chiefs of 
Staff (OJCS), Tri-Serivce Medical Information System (TRIMIS), 
and Washington Headquarters Services (WHS), are part of routine 
uses. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Filed alphabetically by last name. Destroy two years after case is 
closed. 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by last name. Destroy two years after case is 
closed. 

Safeguards: 

Building employs security guards. Records are maintained in file 
cabinets in areas accessible only to authorized personnel who are 
properly screened and trained. 

Retention and disposal: 

Destroy two years after case is closed. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Letters to individuals originated by Personnel, Retention Registers 
furnished by Personnel, correspondence from management officials, 
correspondence from individual concerned, correspondence from 
Civil Service Commission and correspondence from appeals examiner 
in case of an appeal. 

Systems exempted from certain provisions of the act: 

None 


DWHS P05 
System name: 
‘Roster of When Actually Employed Employees 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals-covered by the. system: 

Clerical civilian employees employed by the Office of the Secre- 
tary of Defense on a ’when actually employed’ basis. 

Categories of records in the system: 

Alphabetical list of employees and 3x5 card file also filed alpha- 
betically. Request from management for services of When Actually 
Employed employee. 

Authority for maintenance of the system: 

5 USC 301 

Routine uses of records maintained in the system, including catego- — 
ries of users and the purposes of such uses: 

For use in Civilian Personnel Operations Division, to maintain 
record of WAE clerical employees, where they are assigned, work- 
ing hours, contact address and telephone number, title and grade of 
their position and type of security clearance. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Alphabetical list maintained in three-ring binder, updated as 
changes occur. 3x5 cards maintained in same manner. Requests from 
management retained unti] requirements completed. 
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Storage: 

Paper records in notebook and card file. 

Retrievability: 

Information retrieved alphabetically, by last name. 

Safeguards: 

Building employs security guards. Records are maintained in file 


cabinets in areas accessible only to authorized personnel who are 
properly screened and trained. 


Retention and disposal: 

Information maintained on a current basis only. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Direc torate for Personne! and 
Security, WHS, Room 3B347, Pentagon, Washingion, D. C. 20301. 
Telephone: 2026973305. 

Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Information obtained from individuals Official Personnel Folder 
and individual concerned. 

Systems exempted from certain provisions of the act: 

None 


DWHS P06 
System name: 


DoD-Wide Civilian Career Program for Comptroller/Financtal 
Management Personnel 


System location: 


Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

All employees in organizations serviced by SYSMANAGER who 
are eligible for GS-14 and above vacancies in the following job 
classification series: 501, 504, 505, 510 and 560, and positions of 
Comptroller or Deputy Comptroller regardless of series. 


Categories of records in the system: 


Standard Form 171’s, supervisory appraisals and copy of Job Op- 
portunity Announcement. 

Authority for maintenance of ihe system: 

5 USC 301 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Applications are accepted for referral for current vacancies, locat- 
ed at the Office of the Secretary of Defense or other Department of 
Defense components, i.e., Department of Army, Department of 
Navy, Department of Air Force, Armed Forces Information Services 
(AFIS), Defense Advanced Research Projects Agency (DARPA), 
Defense Communications Agency (DCA), Defense Contract Audit 
Agency (DCAA), Defense Intelligence Agency (DIA), Defense In- 
vestigative Service (DIS), Defense Mapping Agency (DMA), De- 
fense Nuclear Agency (DNA), Defense Security Assistance Agency 
(DSAA), Defense Supply Agency (DSA), Office of Dependenis 
Education, Organization of the Joint Chiefs of Staff (OJCS), Tri- 
Service Medical Information System (TRIMIS), and Washingtion 
Headquarters Services (WHS), are part of routine uses. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Applications filed in folders by title and grade level of position. 
Supervisory career appraisals filed with application. 

Storage: 

Paper records in file folders. 

Retrievability: 

Information located by title and series of vacancy applied for. 


Safeguards: 


Building employs security guards. Records are maintained in file 
cabinets in areas accessible only to authorized personnel who are 
properly screened and trained. 

Retention and disposal: 

Applications retained until position filled. Applications of non- 
selected candidates returned to them. Application of selectee filed in 
official Personnel Folder or returned to candidate if up-to-date appli- 
cation on file. 

System manager(s) and address: 

Director for Personnel ey antes: WHS, Room 3B347, Penta- 
gon, Washington, D. C. 2030 

Notification procedure: 

information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. &1. 

Record source categories: 3 

Applications from individuals, supervisory appraisals from current 
and former supervisors, information for Job Opportunity Announce- 
menis from Department of Defense Agency with vacancy. 

Systems exempted from certain provisions of the act: 

None 


DWHS P07 


System name: 7 
incentive Awards Records 
System location: 


Directorate for Personnel and Security, Washington Headquarters 
Serices (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Civilian Employees recommended for awards: Quality Salary In- 
creases, Outstandings, Sustained Superior Work Performance 
Awards, Secretary of Defense Meritorious Civilian Service Award, 
Department of Defense Distinguished Civilian Service Award, De- 
partment of Defense Distinguished Public Service Award, Secretary 
of Defense Outstanding Public Service Award and various non- 
government awards. 

Categories of records in the system: 

Master log maintained cn above awards, copies of signed citations 
by the Secretary of Defense, nominations which contain name, grade 
and title, period of recommendation and assigned activity. Disclosure 
file maintained on all nominations for awards which require name, 
address, occupation, telephone number, and educational background, 
and are submitted to non-government agencies. 

Authority for maintenance of the system: 

5 USC 451 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Civilian Personnel-to determine eligibility for awards, statistical 
data regarding awards. Non-Government agencies which offer 
awards programs such as the William A. Jump Memorial Founda- 
tion, the Rockefeller Public Service Awards Program, and the 
Arthur S. Flemming Awards Commission. The Civil Service Com- 
mission for information necessary for the Commission to carry out its 
Government-wide personnel managément functions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

To provide assistance in writing justifications for awards and to 
process the awards in a reasonable amount of time. 

Storage: 

Metal five drawer legal size file cabinet. 

Retrievability: 

Filed by Fiscal Year with a master log. 

Safeguards: 
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Building patrolled by security guards. File is maintained in an area 
which is secured during non-working hours. 


Retention and disposal: 
Records are permanent. 
System manager(s) and address: 


Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 


Notification procedure: 


Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 2030). 
Teiephone: 2026973305. 


Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 


Recommendations received from the Immediate Office of the Sec- 
retary of Defense, Joint Chiefs of Staff, all Offices of the Secretary of 
Defense elements, Military Departments, Defense Agencies, private 
citizens. 

Systems exempted from certain provisions of the act: 

None 


DWHS P08 
System name: 
Worker’s Compensation-On-The-Job Injuries Report File 
System location: 
Directorate for Personnel and Security, Washington Headquarters 


Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301 


Categories of individuais covered by the system: 

Civilian employees injured on the job. 

Categories of records in the system: 

Case files containing required injury reports which include name, 
SSN, DOB, telephone number, type of injury, address, and assigned 
activity. 

Authority for maintenance of the system: 

5 USC 8101 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Director for Personnel and Security, WHS, and Labor Department 
for purposes of determining eligibility for Worker’s Compensation, 
Statistical data regarding leave taken and to review cases being pro- 
cessed. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

To provide assistance in submitting appropriate forms for injuries. 

Storage: 

Metal five drawer legal size file cabinet 

Retrievability: 

Filed by name of employee with card index. 

Safeguards: 


Building patro' ed by security guards. File is maintained in an area 
which is secured during non-working hours. 


Retention and disposal: 
Files are permanent. 
System manager(s) and address: 


Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 


Notification procedure: 


Information may be obtained from: Directorate for Personne! and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 2026973305. 


Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Civilian employees of the Office of the Secretary of Defense and 
Organization of the Joint Chiefs of Staff, and activities serviced by 
WHS. 

Systems exempted from certain provisions of the act: 

None 

DWHS P09 
System name: 

Computer Data Base 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Peniagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

All civilian employees serviced by Directorate for Personne) and 
Security, WHS. 

Categories of records in the system: 

The following data is stored in addition to that required by Civil 
Service Commission: Position Number, Position Tenure, Organization 
Code, Building Code, Date of Last Within Grade Increase, Due Date 
for Within Grade Increase, Highest Grade Held, Date of Last Pro- 
motion, Expiration Date of Appointment (If applicable), Nine Month 
Appraisal Date (If applicable), Leave Category, Special Category, 
Type of Appointment, Date of Current Appointment, Marital Status, 
Legal Residence, Security Clearance and Health Benefits Status. 

Authority for maintenance of the system: 

EO 9830 and 5 USC 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Personnel and Security Directorate-Data extracted as required by 
Civil Service Commission for Centra] Personnel Data File. Certain 
fields used as required for statistical data. Stored data printed on 
personnel change forms to report a change in status i.e., Standard 
Form 50, DA 2515. Extracts of data base used periodically to insure 
currency of files. Alphabetic locator to verify employment organiza- 
tional staffing summary. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Used daily to update employee’s records as changes occur. 

Storage: 

IBM Computer 370 

Retrievability: 

Files may be retrieved and sorted by any field in Data Base. 

Safeguards: 

Building has security guards. User of Data Base must have a ‘user 
code’ in order to be admitted access to computer room. 

Retention and disposal: 

Records are permanent and current as long as the employee is 
employed. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 2026973305. 

Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


Processing documents initiated by the Directorate for Personnel 
and Security and employee’s Standard Form 171. 
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Systems exempted from certain provisions of the act: 
None 


DWHS P10 
System name: 
Training File 
System location: 


Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 


Categories of individuals covered by the system: 
Employees applying for Training Programs. 
Categories of records in the system: 


Standard Form 171, Optional Form 37, Optional Form 170, DD 
Form 1556, SD Forms 446 and 447, Training Record Card File, 
which contains name, social security number, date of birth, home 
address, annual salary, and office and home telephone number. 


Authority for maintenance of the system: 

5 USC 4101 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


The Personnel and Security Directorate to determine eligibility for 
training assignments. The Civil Service Commission for information 
necessary for the Commission to carry out its Government wide 
personnel management functions. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


To ensure that compiete records are maintained for program evalu- 
ation purposes. . 


Storage: 

Metal five drawer legal size file cabinet without lock. 
Retrievability: 

Filed by training program name and employee name. 
Safeguards: 


Building has security guards. File is maintained in an area-which is 
secured during non-working hours. 


Retention and disposal: 


Records are permanent. Maintained in the Training and Career 
Development Branch at all times. 


System manager(s) and address: 


Director of Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 


Notification procedure: 


Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 38347, Pentagon, Washington, D. C. 20301. 
Telephone: 2026973305. 


Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned’ 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 

Employees submit application forms. 

Systems exempted from certain provisions of the act: 

None 

DWHS P12 
System name: 

Executive Development Programs File 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 38347, Pentagon, 
Washington, D. C. 20301 

Categories of individuals covered by the system: 

Employees applying for executive development programs. 

Categories of records in the system: 
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Optional Form 69 individual development plans, SF171, SF-59, 
which contain namé, social security number, date of birth, home 
address, annual salary, and office and home telephone number. 


Authority for maintenance of the system: 

5 USC 4101 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


_Personnel and Security Directorate-to determine eligibility for spe- 
cialized development programs. The Civil Service Commission for 
information necessary for the Commission to carry out its Govern- 
ment-wide personnel management functions. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


To ensure that complete records are maintained for program evalu- 
ation purposes. 


Storage: 

Metal five drawer legal size file cabinet without lock. 

Retrievability: 

Filed by training program name and employee name. 

Safeguards: 

Building has security guards. File is maintained in an area which is 
secured during non-working hours. 

Retention and disposal: 

Records are permanent. 

System manager(s) and address: 


Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 


Notification procedure: 


Information may be obtained from: Directorate for Personne! and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 2026973305. 


Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 

Employees submit application forms. 

Systems exempted from certain provisions of the act: 
None 


DWHS P13 
System name: 

Management Intern File 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services, (WHS), Department of Defense, Room 3B347, Peniagon, 
Washington, D.C. 20301. 

Categories of individuals covered by the system: 

Management trainees on rotational assignmenis. 

Categories of records in the system: 

Standard Form 171 and resumes which contain name, Sociai Secu- 
rity Number, date and place of birth, home address, annual salary, 
and office and home telephone number. 

Authority for maintenance of the system: 

5 USC 3301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Personnel and Security Directorate: for purposes of determining 
appropriate rotational assignment of management interns. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

To ensure that complete records are maintained for trainee evalua- 
tion. 

Storage: 

Metal five drawer legal! size file cabinet without lock. 

Retrievability: 
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Filed by trainee’s name. 
Safeguards: ‘ 


Building has security guards. File is maintained in an area which is 
secured during nonworking hours. 


Retention and disposal: 

Records are permanent. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. c. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 

Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting recerd procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 

Information obtained from employment applications submitted by 
individual; supervisory evaluation from previous employers. 

Systems exempted frem certain provisions of the act: 

None 

DWHS P14 
System name: 

Blood Donor Files 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Any blood donor with the Office of the Secretary of Defense, 
Organization of the Joint Chiefs of Staff, and activities serviced by 
WHS. 

Categories of records in the system: 

File cards contain name, raak (if military), duty phone, home 
phone, duty activity and room number, blood type and dates of 
donations. 

Authority for maintenance of the system: 

5 USC 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Military Personnel Division-to determine eligibility for blood re- 
placement. To provide source of contacts for emergency blood re- 


quirements. To determine eligibility for issuance of gallon donor 
certificates. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Weekly screening of cards to determine if individual is eligible to 
donate blood. 

Storage: 

3x5 Cardex File. 

Retrievability: 

Filed alphabetically by last name of donor. 

Safeguards: ; 

Building has security guards. File is maintained in an area accessi- 
ble only to authorized personnel. 

Retention and disposal: 

Records are permanent for the duration of the individual’s partici- 
pation as a blood donor. 

System manager(s) and address: 


Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 


Notification procedure: 
Information may be obtained from: Directorate for Personnel and 


Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 2026973305 


“ ~—0051(03) 
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Record access procedures: 

Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Civilian Health Clinic-Pentagon and the individual blood donors. 

Systems exempted from certain provisions of the act: 

None 

DWHS P15 
System name: 

Department of Defense Distinguished Service Meda! Files 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 38347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Personnel recommended for the Department of Defense Distin- 
guished Service Medal 

Categories of records in the system: 

Master Log, copy of approved award signed by the Secretary of 
Defense, which contain name, grade, Social Security Number, duty 
title, duty activity and period of assignment. 

Authority for maintenance of the system: 

5 USC 301 ; 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Military Personnel Division-to insure that certificate, citation, and 
engraved medal are obtained for the individual receiving award. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


To insure that all records are maintained and to insure that all 
award elements are processed in a timely manner. 


Storage: 

Metal five drawer legal size file cabinet with lock. 
Retrievability: 

Filed by case number with a master log. 
Safeguards: 


Building has security guards. File is maintained in an area which ts 
secured during non-working hours. 


Retention and disposal: 


Records are permanent. Maintained in the Military Personnel Divi- 
sion at all times. 


System manager(s) and address: 


Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 


Notification procedure: 


Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347,-Pentagon, Washington, D. C. 20301. 
Telephone: 2026973305. 


Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual are con- 
tained in 32 CFR 286b and OSD Administrative Instruction No. 81. 

Record source categories: 

Recommendations received from the immediate Office of the Sec- 
retary of Defense. 

Systems exempted from certain provisions of the act 

None 

DWHS Pi6é 
System name: 
Joint Service Commendation Medal Recommendations Pile 
System location: 
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Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 


Categories of individuals covered by the system: 


All military personnel recommended for the Joint Service Com- 
mendation Medal. 


Categories of records in the system: 


Original recommendation, approval, copy of orders, and forward- 
ing memorandum, which contains name, grade, Social Security 
Number, duty title, duty activity, home address, next duty assign- 
ment, and period of assignment. 


Authority for maintenance of the system: 

10 USC 1121 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Military Personnel Division-to insure that certificate, citation, 
orders, and medal are forwarded to individual receiving award. 
Insure that copy of orders are forwarded for individual service 
record. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

To insure that all records pertaining to the Joint Service Commen- 
dation Medal are up-to-date and to insure that all award elements are 
processed in a timely manner. 

Storage: 

Metal five drawer legal size file cabinet with lock. 

Retrievability: 

Filed by case number with a master log. 

Safeguards: 

Building has security guards. File is maintained in an area which is 
secured during nonworking hours. 

Retention and disposal: 


Records are permanent. Maintained for two years then transferred 
to the Federal Record Center. 


System manager(s) and address: 


Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 


Notification procedure: 


Information may be obtained from: Directorate for Personnel and 
Security (WHS), Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 


Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
NO. 81. 


Record source categories: 

Recommendations received from various OSD/OJCS related activ- 
ities. 

Systems exempted from certain provisions of the act: 

None 


DWHS P17 
System name: 

Assignment Folders 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

All military personnel currently on duty with the Office of the 
Secretary of Defense, and activities serviced by WHS. 

Categories of records in the system: 

File folders on each individual which contains all pertinent infor- 
mation on his nomination, selection, and duty tour within the Office 
of the Secretary of Defense. 

Authority for maintenance of the system: 

5 USC 301 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: Military Personnel Divi- 
sion-to have a basic source folder of military personnel assigned 
which includes name, grade, social security number, service, previous 
duty station, schooling, duty title, duty activity, and- other pertinent 
data relating to the individuals career and assignment with the Office 
of the Secretary of Defense, and activities serviced by WHS. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

To have a source document pertaining to personnel assigned to the 
Office of the Secretary of Defense. and activities serviced by WHS. 
To insure that a folder is initiated on all individuals upon acceptance 
for assignment to the Office of the Secretary of Defense, and activi- 
ties serviced by WHS. 

Storage: 

Metal five drawer file cabinet with lock. 

Retrievability: 

Filed alphabetically by last name. 

Safeguards: 


Building has security guards. Files are maintained in an area that is 
secured during non-working hours. 


Retention and disposal: 

Records are retained for approximately six months after individ- 
ual’s departure then they are destroyed. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 

Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Adminisirative Instruction 
No. 81. 

Record source categories: Information is provided from nomination 
folder and actions initiated by the Office of the Secretary of Defense. 

Systems exempted frem certain provisions of the act 

None 


DWHS P18 
System name: 


The Office of the Secretary of Defense Identification Badge Sus- 
pense Card System 


System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

All Army/Navy/Air Force/Marine Corps personnel assigned to 
the Office of the Secretary of Defense, and activities serviced by 
WHS. 

Categories of records in the system: 

All personnel who are eligible for the Office of the Secretary of 
Defense Identification Badge after being assigned on permanent duty 
wiih the Office of the Secretary of Defense, and activities serviced 
by WHS, for a period of one year. Data includes names, social 
security account number, The Office of the Secretary of Defense 
activity, grade, service, and dates. 

Authority for maintenance of the system: 

10 USC 1125 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Military Personnel Division-to establish who is eligible for the 
Office of the Secretary of Defense Identification Badge after being 
assigned to an authorized space in the Office of the Secretary of 
Defense, and activities serviced by WHS. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
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Issuance of the Office of the Secretary of Defense Identification 
Badges at end of each month for eligible personnel. 

Storage: 

3x5 Cardex File 

Retrievability: 

Filed alphabetically by last name of recipient. 

Safeguards: 


Building has security guards. Office locked during non-working 
hours. 


Retention and disposal: 


Records are permanent. Maintained in the Military Personnel Divi- 
sion at all times. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B34?7, Pentagon, Washington, D. C. 20301. 
Telephone: 2026973305. 

Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures; 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial. determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 

Written or verbal inquiries. 

Systems exempted from certain provisions of the act: 
None 


DWHS P19 
System name: 

General/Flag Officer Files 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

All General/Fiag Officers assigned to the Office of the Secretary 
of Defense, Organization of the Joint Chiefs of Staff and Defense 
Agencies. 

Categories of records in the system: 

Separate file on each General/Flag officer position in the Office of 
the Secretary of Defense and the Organization of the Joint Chiefs of 
Staff and Defense Agencies. Each file contains information on the 
position (SD Form 37, Position Description) and information on the 
General or Flag officer filling the position, to include all correspon- 
dence nominating him for the position and a summary:of his military 
record, including prior assignments, awards, etc. 

Authority for maintenance of the system: 

5 USC 301 

; Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To provide a centralized file to incorporate all staffing and person- 
nel correspondence dealing with General/Flag officer positions and 
incumbents in the Office of the Secretary of Defense, Organization of 
the Joint Chiefs of Staff and Defense Agencies. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Maintain files and update as correspondence relating to the Gener- 
al/Flag officer position as it comes in. 

Storage: 

Metal five drawer file cabinet with lock. 

Retrievability: 

Filed by organization and position. 

Safeguards: 

Building has security guards. File is maintained in an area that is 
secured during non-working hours. 

Retention and disposal: 


NOTICES 


Records are not permanent. Maintained in the Military Personnel 
Division at all times. Destroyed one year after departure date. 

System manager(s) and address: 

Director for Personnel and _ Security, 
3B347,Pentagon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

All documents relating to General/Flag officers and/or their posi- 
tions. 

Systems exempted from certain provisions of the act: 

Noue 


WHS, Room 


DWHS P20 
System name: 

Report of Personnel Assigned Outside of Department of Defense 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 


All Department of Defense personnel working in any organization 
outside the realm of the Department of Defense. 


Categories of records in the system: 

Reflects personnel and assignment data in each Department of 
Defense personne! working outside the Department of Defense. This 
data includes name of individual, rank, social security number, serv- 
ice (GS rating if civilian), organization assigned to, and title of job. 
Also, included is the date of assignment and projected loss date of 
the individual concerned. The report also reflects in each case 
whether the position is reimbursable or non-reimbursable. 

Authority for maintenance of the system: 

5 USC 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Serves as a central Department of Defense record of what Depart- 
ment of Defense personnel are working outside the Department of 
Defense and for what organization. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


This report is updated quarterly, based on information obtained 
from the military departments. 


Storage: 

Metal five drawer file cabinet with lock. 

Retrievability: 

Filed by month and year of report. 

Safeguards: 

Building has security guards. File is maintained in an area that ts 
secured during non-working hours. 

Retention and disposal: 

Records are permanent. Maintained in the Military Personne! Divi- 
sion at all times. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 33347, Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 


Record access procedures: 
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NOTICES 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 

Quarterly reports received from the military departments. 
Systems exempted from certain provisions of the acts 
None 


DWHS P21 
System name: 

Duty Status Cards 

System location: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Room 35347, Pentagon, Washington, D. C. 20301. 

Categories of individuals covered by the system: 

All military personnel currently on duty with the Office of the 
Secretary of Defense and activities serviced by WHS, and al! mili- 
tary personnel who have departed. 

Categories of records in the system: 

5x8 cards which include name, grade, social security number, serv- 
ice, duty title, duty activity, and other related information pertaining 
to the individual’s duty assignment with the Office of the Secretary 
of Defense, and activities serviced by WHS. 

Authority for maintenance of the system: 

§ USC 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Military Personnel Division-Duty tour suspense, personnel requisi- 
tion suspense, locator index of personnel who have departed and 
record of individual’s duty status within the Office of the Secretary 
of Defense, and activities serviced by WHS and other related infor- 
mation. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


To have a basic source document for military personnel. To insure 
that a status card is initiated on all military personnel (permanent and 
temporary) upon arrival to the Office of the Secretary of Defense, 
and activities serviced by WHS. 

Storage: 

Metal file cabinet. 

Retrievability: 

Filed alphabetically by last name. 

Safeguards: 

Building has security guards. File is maintained in an area that is 
secured during non-working hours. 

Retention and disposal: 


Records are permanent. Maintained in Military Personnel Division 
permanently. 


System manager(s) and address: 

Director for Personnel and Security, 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 


Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 


Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Information provided by the nomination foider ‘and from the indi- 
vidual being assigned. 


Systems exempted from certain provisions of the act: 


WHS, Room 3B347, Penta- 


None 


DWHS P22 
System name: 
Generai/Flag Officer Roster 
System location: 
Directorate for Personnel and Security, Washington Headquarters 


Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 


Categories of individuals covered by the system: 
All General and Flag Officers assigned to the Office of the Secre- 


tary of Defense, Organization of the Joint Chiefs of Staff and the 
Defense Agencies. 


Categories of records in the system: 

Contains data on each General/Flag officer possition in the Office 
of the Secretary of Defense, Organization of the Joint Chiefs of Staff 
and the Defense Agencies. Position information included Organiza 
tion and Title of Position, Authorized Grade and Service and Rota- 
tion sequence among the services. Information on the individual 
mlcudes: Name, rank, assigned grade and service, Social Security 
Number, date assigned, projected loss date and date of rank. 

Authority for maintenance of the system: 

$3 USC 301 

Routine uses of records maintained in the system, including catega- 
ries of users and the purposes of such uses: 

To provide centralized base for recording all General/Flag officer 
staffing changes in the Office of the Secretary of Defense, Organiza- 
tion of the Joint Chiefs of Staff and Defense Agencies with regard to: 
Requisitioning of personnel, notification of arrival and departure of 
personne] and changes in pertinent personnel data. To provide perti- 
nent data for use in the Department of Defense wide General/Flag 
Officer reduction program. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Computer printout updated quarterly. 

Storage: 

Printouts filed in secured metal cabinets. 

Retrievability: 

Filed by month and year of issue. 

Safeguards: 

Building has security guards. File is maintained in an area that is 
secured during nonworking hours. 

Retention and disposal: 

Records are maintained for approximately two years, 
stroyed. 

System manager(s) and address: 

Director of Personnel and Security, (WHS), Room 3B347, Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requesis from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

All personnel and assignment actions relating to General and Flag 
officer positions and personnel. 

Systems exempted from certain provisions of the act: 

None 


then de- 


DWHS P23 
System name: 
Roster of Military Personnel 
System location: 
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Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 38347, Pentagon, 
Washington, D. C. 2030 

Categories of individuals covered by the system: 

All military personnel assigned to the Office of the Secretary of 
Defense, and activities serviced by WHS. 

Categories of records in the system: 

Computer printout reflects data in each position in the Office of 
the Secretary of Defense and activities serviced by WHS, and the 
individual filling it. Position information includes organization and 
title of position, authorized grade, authorized service and the military 
class code of the position. Information on the individual includes 
name, rank, social security number, date of rank, service, date as- 
signed to the Office of the Secretary of Defense and activities ser- 
viced by WHS, and their projected loss date. 

Authority for maintenance of the system: 

5 USC 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Military Personnel Division/Office of the Secretary of. Defense, 
and activities serviced by WHS/Defense Agencies/and the Military 
Departments-to provide a base for recording all military personnel 
changes in the Office of the Secretary of Defense and activities 
serviced by WHS with regard to: requisitioning personnel, notifica- 
tion of their arrival, ali changes in rank, date of rank, dates of arrival 
and departure. For use by the service desks in the Military Personnel 
Division to facilitate personnel records checks and various military 
personnel staffing actions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Computer priatout updated monthly-copies sent to Military De- 
partments and all activities within the Office of the Secretary of 
Defense for information and manning purposes. 

Storage: 

Metal five drawer file cabinet with lock. 

Retrievability: 

Filed by month and year of issue. 

Safeguards: 

Building has security guards. File is maintained in an area that is 
secured during non-working hours. 

Retention and disposal: 

Records are permanent. Maintained in the Military Personnel Divi- 
sion at all times. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

information may be obtained from: Directorate for Personnel, 
OSD, Room 3B347, Pentagon, Washington, D. C. 20301. Telephone: 
202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Adininistrative Instruction 
No. 81. 

Record source categories: 

All personnel and assignment related actions initiated in/out of the 
Office of the Secretary of Defense. 

Systems exempted from certain provisions of the act: 

None 


DWHS P24 
System name: 
Navy Officer Personnel Service Records. 
System location: 


Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 


Categories of individuals covered by the system: 


NOTICES 


Navy Officer Personnel currently assigned to the Office of the 
Secretary of Defense, for duty and activities serviced by WHS. 

Categories of records in the system: 

Personnel service records reflecting the career history of individu- 
al, 

Authority for maintenance of the system: 

5 USC Wi i 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Military Personnel Division-Provides a basic source of information 
on career history and other pertinent data relating to the individuals 
previous duty stations, schooling and assignment with the Office of 
the Secretary of Defense, and activities serviced by WHS, Defense 
and Navy Investigative Service-for personal security eligibility. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

To insure that all information pertaining to the individuals military 
career is kept current. 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by last name. 

Safeguards: 


Building employs security guards. Records maintained in locked 
cabinet in an area that is secured during non-working hours. 


Retention and disposal: 

Records are retained only while officer is. assigned to duty with 
the Office of the Secretary of Defense. Upon completion of duty, the 
records accompany officer to next duty station. Records of officers 
who retire, resign or released from active duty, are forwarded to the 
Naval Reserve Personnel Center, New Orleans, LA 70146. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 38B347, Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 
Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Forms and correspondence prepared and provided by the individu- 
al and SYSMANAGER. 

Systems exempted from certain provisions of the act: 

None 


DWHS P25 
System name: 

Overseas Staffing Files 

System iocation: 

Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 38347, Pentagon, 
Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Personnel assigned to positions overseas. 

Categories of records in the system: 

Standard Form i71’s, SF-1190’s, travel orders, letters to Army 
Finance Office concerning pay, overseas quarters allowances, post 
differentials, etc., Standard Form 52, messages concerning the indi- 
vidual’s return rights, home leave, etc., to and from overseas area. 

Authority for maintenance of the system: 

5 USC 301 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


FEDERAL REGISTER, VOL. 43, NO. 183—-WEDNESDAY, SEPTEMBER 20, 1978 





NOTICES 


Files are used to place individuals in overseas positions located in 
Defense Advance Research Projects Agency (DARPA), and North 
Atlantic Treaty Organization (NATO), Office of the Secretary of 
Defense. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Applications and documents filed in folders by name and ttle of 
position. 


Storage: 

Paper records in file folders. 

Retrievability: 

Filed by employee name. 

Safeguards: 

Building employs security guards. Records are maintained in file 


cabinets in areas accessible only to authorized personnel who are 
properly screened and trained. 


Retention and disposal: 

Retained until individual returns to the United States, then de- 
stroyed. 

System manager(s) and address: 

Director for Personnel and Security, WHS, Room 3B347, Penta- 
gon, Washington, D. C. 20301. Telephone: 202-697-3305. 

Notification procedure: 

Information may be obtained from: Directorate for Personnel and 


Security, WHS, Room 3B347, Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 


Record access procedures: 

Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

The individual, overseas staff office, other Federal Agency offices. 

Systems exempted from certain provisions of the act: 

None ; 


DWHS P26 
System name: 
Protective Services File 
System location: 


Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Security Division, Room 
3B278, Pentagon, Washington, D. C. 20301. 


Categories of individuals covered by the system: 


Any individual who initiates contact with the Secretary or Deputy 
Secretary of Défense in person, by United States mail, or telephoni- 
cally who may possibly pose a threat to the personal safety of the 
Secretary or Deputy Secretary of Defense or other United States 
Government Officials. 

Categories of records in the system: 


File cards containing only data provided by the individual, which 
normally includes individual’s name, address, type of communication, 
and a brief description of the message the individual intended to 
relay to the official or officials noted. 

Authority for maintenance of the system: 

5 USC 301 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Physical Security Branch, Security Division, Directorate for Per- 
sonnel and Security, WHS-to maintain a listing of those individuals 
who may pose a threat to the personal safety of the Secretary or 
Deputy Secretary of Defense or other United States Government 
Officials. Routine exchange of data is made with the United States 
Secret Service. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Filed by name and by residence of the sender, caller or visitor. 

Storage: 

Vertical File Cards. 


Retrievability: 

By name and by residence of the sender, caller or visitor. 
Safeguards: 

Secure room. 

Retention and disposal: 

Indefinite. 

System manager(s) and address: 

Chief, Security Division, Directorate for Personnel and Security, 


Washington Headquarters Services, Department of Defense, Room 
3B278, Pentagon, Washington, D. C. 20301. 


Notification procedure: 

See Exemption 

Record access procedures: 

See Exemption 

Contesting record procedures: 

See Exemption 

Record source categories: 

See Exemption 

Systems exempted from certain provisions of the act: 

Paris of this system may be exempt under 5 USC 522a (j) or (k) as 
applicable. For additional information contact the SYSMANAGER. 
DWHS P27 

System name: 
Pentagon Building Pass Application File 
System location: 
Directorate for Personnel and Security, Washington Headquarters 


Services (WHS), Department of Defense, Security Division, Room 
3B278, Pentagon, Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Any Office of the Secretary of Defense military or civilian em- 
ployee, any Defense contractor associated with the Office of the 
Secretary of Defense or other persons who have reason to enter the 
Pentagon for official Office of the Secretary of Defense business and 
who therefore require an entry pass. 


Categories of records in the system: 

File cards containing name, sponsoring office with the Office of 
the Secretary of Defense and activities serviced by WHS, height, 
weight, date and place of birth. In addition, the entry pass identifica- 
tion number and expiration date are noted. 

Authority for maintenance of the system: 

5 USC 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Physical Security Branch, Security Division, Directorate for Per- 
sonnel and Security, WHS-to maintain a listing of personne] who are 
authorized a Pentagon building pass by the Office of the Secretary of 
Defense. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Filed by the individual’s name or entry pass number. 

Storage: 

3x5 file cards. 

Retrievability: 

By the individual’s name or entry pass number. 

Safeguards: 

Secure room. 

Retention and disposal: 

File cards are destroyed after termination of the individual’s affili- 
ation with the Office of the Secretary of Defense and activities 
serviced by WHS. 

System manager(s) and address: 


Chief, Security Division, Directorate for Personnel and Security, 
Washington Headquarters Services, Department of Defense, Room 
3B278, Pentagon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: Physical Security Branch, Se- 
curity Division, Directorate for Personnel and Security, Washington 
Headquarters Services (WHS), Department of Defense, Room 3B278, 
Pentagon, Washington, D. C. 20301. Telephone: 202-697-7396, 
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Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 


All data maintained in the system is received voluntarily from 
individual Pentagon Building pass applicants. 


Systems exempted from certain provisions of the act: 
None 
DWHS P28 
System name: 
The Office of the Secretary of Defense Clearance File 
System location: 
Directorate for Personnel and Security, Washington Headquarters 


Services (WHS), Department of Defense, Security Division, Room. 


3B278, Pentagon, Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Military and civilian employees of the Office of the Secretary of 
Defense, its components and support organizations including the 
United States Court of Military Appeals and the United States Mis- 
sion to NATO; experts and consultants serving with or without 
compensation; staff members of congressional committees requiring 
access to classified information or material, employee of other agen- 
cies detailed to the Office of the Secretary of Defense, very impor- 
tant people selected to attend orientation conferences, USO and Red 
Cross applicants for overseas posts. 

Categories of records in the system: 

Background investigations, national agency checks, security clear- 
ance actions, security violations, and supporting documents, briefings 
and debriefings. 

Authority for maintenance of the system: 

EO 10450 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Security Division, Directorate for Personnel and Security, WHS-to 
grant and maintain security clearances or access. Other Government 
agencies: To make available investigative material to authorized rep- 
resentatives of other security offices for extension of clearance to 
other Government agencies. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Active clearance files maintained alphabetically by last name of 
subject. Inactive clearance files serially numbered and indexed alpha- 
betically. 

Storage: 

Files maintained in file folders. 

Retrievability: 

Active clearance files maintained alphabetically by last name of 
subject. Inactive clearance files serially numbered and indexed alpha- 
betically. 

Safeguards: 

Files are maintained in vaulted alarmed areas accessible only to 
authorized personnel that are properly screened, cleared and trained. 

Retention and disposal: 

Records are permanent. Retained in active files until separation or 
end of requirement for security clearance. Held in waiting file for 10 
years. 

System manager(s) and address: 


Director for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 


Notification procedure: 

See Exemption 

Record access procedures: 
See Exemption 

Contesting record procedures: 
See Exemption 


NOTICES 


Record source categories: 
See Exemption 
Systems exempted from certain provisions of the act: 

Parts of this system may be exempt under 5 USC 522a (j) or (k), as 
applicable. For additional information, contact the SYSMANAGER. 
DWHS P29 

System name: 
Employee Assistance Program Case Record Systems 
System location: 


Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 


Categories of individuals covered by the system: . 


All civilian employees who are referred by management for, or 
voluntarily request, counseling assistance. 

Categories of records in the system: 

Systems are comprised of case records on employees which are 
maintained by counselors and consist of information on condition, 
current status, and progress of employees who have alcohol, drug, 
emotional, or other job performance problems. 

Authority for maintenance of the system: 

Drug Abuse Office and Treatment Act of 1972, as amended by 
Public Law 93-282 (21 U.S.C. 1175); Comprehensive Alcohol Abuse 
and Alcoholism Prevention, Treatment and Rehabilitation Act of 
1970, as amended by Public Law 93-282 (42 U.S.C. 4582); Subchapter 
A of Chapter I, Title 42, Code of Federal Regulations; Chapter 43 of 
Title 5, U.S.C. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by the counselor in the execution of his/her counseling 
function as it applies to the individual employee. With specific, writ- 
ten authority of the employee, selected information may be provided 
to and used by other counselors or medical personnel, research 
personnel, employers, representatives such as legal counsel, and to 
the other agencies or individuals when disclosure is to the employee’s 
benefit, such as for processing retirement applications. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: - 


Storage: 

Case records are stored in paper file folders. 

Retrievability: 

By employee name or by locally assigned identifying number. 

Safeguards: 

all records are stored under strict control. They are maintained in 
spaces normally accessible only to authorized persons, normally in 
locked cabinets. 

Retention and disposal: 

Records are purged of identifying information within five years 
after termination of counseling or destroyed when they are no longer 
useful. 

System manager(s) and address: 

Director for Personnel and Security, Washington Headquarters 
Services (WSH), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from Directorate for Personnel and 
Security, Washington Headquarters Services (WHS), Department of 
Defense, Room 3B347, Pentagon, Washington, D. C. 20301. Tele- 
phone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above SYS- 
MANAGER. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Counselors, other officials, individuals or practitioners, and other 
agencies both in and outside of Government. 

Systems exempted from certain provisions of the act: 
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None 


DWHS P30 
System name: y 
Labor Management Relations Records Systems 
System location: 


Directorate for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20303. 

Categories of individuals covered by the system: 

Civilian employees who are involved in a grievance which has 
been referred to an arbitrator for resolution; civilian employees in- 
volved in the filing of an Unfair Labor Practice complaint which has 
been referred to the Assistant Secretary of Labor-Management Rela- 
tions; union officials, union stewards; and representatives. 

Categories of records in the system: 

Records comprise: Manual files, maintained in paper folders, man- 
ually filed by type of case and case number (not individual). Folder 
contains all information pertaining to a specific arbitration case or 
specific Unfair Labor Practice with whom OSD has dealings: field 
activities maintain manual roster of local union officials and union 
stewards. 

Authority for maintenance of the system: 

Executive Order 11491, as amended ’Labor-Management Relations 
in the Federal Service.’ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Officials and employees of the Department of Defense (to include 
Army, Navy, Air Force, and other DoD agencies) in the perform- 
ance of their official duties related to the Labor-Management Rela- 
tions Program, e.g., Administration implementation of arbitration 
awards; interpretation of the Executive Order through third party 
case decisions; National consultation and other dealings with the 
recognized unions. Representatives of the U.S. Civil Service Commis- 
sion on matters relating to the inspection, survey, audit, or evaluation 
of Civilian Personne] Management Programs. The Comptroller Gen- 
eral or any of his authorized reptesentatives, in the course of the 
performance of duties of the General Accounting Office relating to 
the Labor Management Relations Program. Officials and employees 
of other components of the Department of Defense in the perform- 
ance of their official duties related to the administration of the Labor 
Management Relations Program. A duly appointed hearing examiner 
or arbitrator for the purpose of conducting a hearing in connection 
with an employee’s grievance. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual records are stored in paper folders. 

Retrievability: 

Manual records are retrieved by case subject, case number, and/or 
individual employee names. 

Safeguards: 

All manual files are accessible only to authorized personnel having 
a need to know. 

Retention and disposal: 

Case files are permanently maintained. Union official rosters are 
normally destroyed after a new roster has been established. 

System manager(s) and address: 

Director for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, The Penta- 
gon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from Directorate for Personnel and 
Security, Washington Headquarters Services (WHS), Department of 
Defense, Room 38347, The Pentagon, Washington, D. C. 20301. 
Telephone: 202-697-3305. 

Record access procedures: 


Request for access to records may be obtained from the SYS- 
MANAGER. 


Contesting record procedures: 
The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 
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Record source categories: 


Arbitrator’s office; Office of the Assistant Secretary of Labor for 
Labor-Management Relations; union headquarters officers. 


Systems exempted from certain provisions of the act: 
None. 


DWHS P31 
System name: 
Department of Defense Superior Service Medal 
System lecation: 
Directorate for Personnel and Security, Washington Headquarters 


Services, Department of Defense, Room 3B347, Pentagon, Washing- 
ton, D. C. 20301. 


Categories of individuals covered by the system: 


Personnel recommended for the Department of Defense Superior 
Service Medal. 

Categories of records in the system: 

Master log, copy of approved award signed by the Secretary of 
Defense, which contains name, grade, duty title, duty activity, and 
period of assignment. 

Authority for maintenance of the system: 

Executive Order 11904 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Authorized personnel of the Office of the Secretary of Defense 
and activities serviced by WHS, for purposes of insuring that certifi- 
Cate, citation, and engraved medal are obtained for the individual 
receiving the award. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Metal five-drawer legal size file cabinet with lock 

Retrievability: 

Filed by case number with master log 

Safeguards: 

Building has security guards. File is maintained in an area which is 
secured during non-working hours. 

Retention and disposal: 

Records are permanent. Retained for approximately two years, 
then transferred to Federal Records Center 

System manager(s) and address: 

Director for Personnel and Security, Washington Headquariers 
Services (WHS), Department of Defense, Room 33347, Pentagon. 
Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from the Directorate for Person 
and Security, Washington Headquarters Service 
ment of Defense, Room 3B347, Pentagon, Washington, D. C. 20301 
Telephone: 202-697-3305. 

Record access procedures: 

Requests from individuals should be addressed to the above 
System Manager. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Recommendations received from Office of the Secretary of De- 
fense/Organization of the Joint Chiefs of Staff (OSD/OJCS) and 
related activities 

Systems exempted from certain provisions of the acts 

None 

DWHS P32 
System name: 
Standards of Conduct Inquiry File 
System location: 


Primary System-Office of the Director for Personnel and Security, 
Washington Headquarters Services (WHS), Depariment of Defense, 
Room 3B347, Pentagon, Washington, D. C. 20301. 


Categories of individuals covered by the system: 
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Individuals who have been alleged to have violated the Depart- 
ment of Defense Standards of Conduct or the conflict of interest 
statutes. r 

Categories of records in the system: 

Files in the Office of the Director for Personnel and Security, 
WHS, which are used in the performance of the functions of the 
office. The files contain information about individuals in regard to 
allegations of violations of the Department of Defense Standards of 
Conduct or the conflicts of interest statutes. 

Authority for maintenance of the system: 

Title 10, U.S. Code, Section 137/EO 11222 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Routine use of the files is by the professional personnel in the 
Office of the Director for Personnel and Security, WHS; and Office 
of the General Counsel, Office of the Secretary of Defense, Depart- 
ment of Justice and DoD Components. Purpose of the files is to 
provide information for professional personnel in the Office of the 
Director for Personnel and Security, WHS, and Office of General 
Counsel to resolve various standards of conduct problems. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed by name. 

Safeguards: 

Stored in metal filing cabinets with locking devices and metal 
combination safes depending on classification. 

Retention and disposal: 

Files are retained as long as there is official interest in the case; 
then destroyed or retired to the Federal Records Center, Suitland, 
Maryland. 

System manager(s) and address: ‘ 

Director for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D. C. 20301. 

Notification procedure: 

Written request for information should be addressed to the System 


Manager, Director for Personnel and Security, Washington Head- 
quarters Services (WHS), Department of Defense, Room 3B347, Pen- 
tagon, Washington; D. C. 20301. Telephone: 202-697-3305. Valid 
proof of identity is required. 

Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


Information contained in files is obtained from various sources 
including correspondence, press releases, investigations performed by 
the Department of Defense and other agencies and congressional 
commitices, and other systems of records in the Department of 
Defense. 


Systems exempted from certain provisions of the act: 


This system of records is exempt under the authority of (k)(2) and 
(5) of Title 5, U.S.C. Section 552a from subsections (c)(3) and (d) of 
that statute which would require the disclosure of: (a) investigatory 
material compiled for law enforcement purposes. However, if any 
individual is denied any right, privilege, or benefit that he would 
otherwise be entitled by Federal law, or otherwise be eligible, as a 
result of the maintenance of such material, the material shall be 
provided to that individual, except to the extent that its disclosure 
would reveal the identity of a source who furnished information to 
the Government under an express promise or, prior to September 27, 
1975, under an implied promise that the identity of the source would 
be held in confidence, or; (b) investigatory material compiled solely 
for the purpose of determining suitability, eligibility, or qualifications 
for Federal civilian employment, military service, or Federal con- 
tracts, but only to the extent that the disclosure of such material 
would reveal the identity of a source who furnished information to 
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the Government under an express promise or, prior to September 27, 
1975, under an implied promise that the identity of the source would 
be held in confidence. 

At the time of the request for ‘a record, a determination will be 
made concerning whether a right, privilege, or benefit is denied or 
the specific information which would reveal the identity of a source. 


DWHS P33 
System name: 

Statements of Affiliations and Financial Interests File 

System location: 

Primary System-Office of the Director for Personnel and Security, 
Washington Headquarters Services (WHS), Department of Defense 
Room 3B347, Pentagon, Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Individuals who have been required to file Confidential Statement 
of Affiliations and Financial Interests-Department of Defense Person- 
nel (DD Form 1555). 

Categories of records in the system: 

Files in the Office of the Director for Personnel and Security, 
WHS which are used in the performance of the functions of the 
office. The files contain information about individuals in regard to 
their financial interests and affiliations which may impact on their 
official duties. 

Authority for maintenance of the system: 

Title 10, U.S. Code, Section 137/EO 11222. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: : 

Routine use of the files is by the professional personnel in the 
Office of the Director for Personnel and Security, WHS, and Office 
of the General Counsel, Office of the Secretary of Defense, Depart- 
ment of Justice and DoD Components. Purpose of the files is to 
provide information for professional personnel in the Office of the 
Director for Personnel and Security, WHS, and Office of the Gener- 
al Counsel to avoid and resolve conflict of interest problems. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed by name. 

Safeguards: 

Stored in metal filing cabinets with locking devices and metal 
combination safes depending on classification. 

Retention and disposal: 


Files are retained as long as there is official interest in the case; 
then destroyed or retired to the Federal Records Center, Suitland, 
Maryland. 


System manager(s) and address: 

Director for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washingon, D. C. 20301. 

Notification procedure: 


Written request for information should be addressed to the System 
Manager, Director of Personnel and Security, Washington Headquar- 
ters Servicess (WHS), Department of Defense, Room 3B347, Penta- 
gon, Washington, D. C. 20301. Telephone: 202-697-3305. Valid proof 
of identity is required. i 

Record access procedures: 


Requests from individuals should be addressed to the above SYS- 
MANAGER. 


Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents appealing initial determinations by the individual concerned are 
contained in 32 CFR 286b and OSD Administrative Instruction No. 
81. 

Record source categories: 

Information contained in files is obtained directly from the individ- 
ual on DD Form 1555, ’Confidential Statement of Affiliations and 
Financial Interests - Department of Defense Personnel.’ 

Systems exempted from certain provisions of the act: 

None 
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DWHS P34 
System name: 
Non-Career Personnel Job Files 
System location: 


Primary location-Directorate for Personnel and Security, Washing- 
ton Headquarters Services (WHS), Department of Defense, Room 
3B347, Pentagon, Washington, D.C. 20301. 

Categories of individuals covered by the system: 

Information is collected concerning individuals employed by the 
Office of the Secretary of Defense who occupy non-career positions. 
Such information includes biographical information about these indi- 
viduals. The following excepted positions are in included: Non- 
Career Assignments (NEA’s) and Schedule C appointments. Reports 
are made for all authorized positions whether encumbered or vacant, 


new positions created or eliminated, vacancies filled, and new vacan- 
cies. 


Categories of records in the system: 


System contains the person’s first and last name, date of appoint- 
ment, date of initial appointment, date vacated, race, ethnic back- 
ground, sex, year of birth, domicile, career status, mailing address, 
residence and business phones, whether the individual is a veteran or 
handicapped, and certain background information. 


Authority for maintenance of the system: 
Executive Order 11478, “Equal Employment Opportunity in Feder- 


al Government,’ and a Presidential Memorandum dated July 27, 1977, 
*Non-Career Personnel Job File’. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The records are used to provide the Presidential Personnel Office 
with timely reports on the progress of hiring for non-career positions. 
Reports which include information on all current positions and in- 
cumbents are submitted to the Director for Personnel and Security, 
Washington Headquarters Services (WHS), Department of Defense, 
for submission to the Presidential Personnel Office. A consolidated 
monthly report from the Office of the Secretary of Defense and the 
Military Departments is forwarded by the 10th of the following 
month to the Presidential Personnel Office. Monthly reports include 
all changes since the previous report. Information in the Non-Career 
Personnel Job File is collected and maintained by the Office of the 
Secretary of Defense and transmitted solely to the Presidential Per- 
sonnel Office. 

Policies and practices for storing, retrieving, aceessing, retaiming, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and computer tapes. 

Retrievability: 

Filed by organization, then by grade in descending order. 

Safeguards: 


Records are maintained in locked file cabinets in areas acessible 
only to authorized personnel who are properly screened and trained. 


Retention and disposal: 


Data is updated every month with personnel changes. Records are 
maintained permanently. 


System manager(s) and address: 


Director for Personnel and Security, Washington Headquarters 
Services (WHS), Department of Defense, Room 3B347, Pentagon, 
Washington, D.C. 20301. 

Notification procedure: 


Written request for information should be addressed to the System 
Manager. Valid proof of identity is required (e.g., building pass with 
photograph or temporary building pass and driver’s license, or Social 
Security Number). 

Record access procedures: 


Procedures for gaining access by an individual to his records may 
be obtained from the Office of the Director for Personnel and Securi- 
ty, Washington Headquarters Services (WHS), Department of De- 
fense, Room 3B347, Pentagon, Washington, D.C. 20301. Telephone: 
202-697-3305. 


Contesting record procedures: 
The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 
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Record source categories: 


Personnel files are compiled in the Office of the Director for 
Personnel and Security, Washington Headquarters Services (WHS), 
Department of Defense, with information that has been obtained 


— applicants and incumbents of non-career positions by DD Form 


Systems exempted from certain provisions of the act: 
None 


DWHS SPM001 
System name: 

Application for Pentagon Parking Permit 

System location: 

Space Management and Services Directorate, Washington Head- 
quarters Services, Office of the Secretary of Defense. 

Categories of individuals covered by the system: 

Parking applications received from employees of the Office of the 
Secretary of Defense and those oforganizations serviced by OSD. 

Categories of records in the system: 

File includes DD Form 1199, Application for Pentagon Parking 
Permit; DD Form 1200, Pentagon Parking Permit Replacement/Re- 
Use of Space Request; DD Form 1971, Parking Control Card; OSA 
Form 605, Certificate and Agreement on Lost or Stolen Permit. 


Authority for maintenance of the system: 


Federal Property and Administrative Services Act of 1949, 63 Stat. 
377, as amended. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To assign Pentagon parking to eligible personnel. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Card records in card file. 

Retrievability: 

Filed alphabetically by last name. 

Safeguards: 


Under direct control of OSD Parking Costrol Officer. Office 
locked and guarded. 

Retention and disposal: 

Records are kept on active applicants and destroyed when they 
depart Office of the Secretary of Defense and szsellite organizations. 

System manager(s) and address: 

Director, Space Management and Services, Washimgton Headqvar- 
ters Services, Office of the Secretary of Defense, the Pestagon, 
Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: 

Director, Space Management and Services, Washington 
Headquarters Services, Office of the Secretary of Defense 

Room 3C345 

Pentagon 

Washington, D. C. 20301 

Telephone: 202-697-7241 

Record access procedures: 

Requests from individuals should be addressed to: Director, Space 
Management and Services, Washington Headquarters Services, Office 
of the Secretary of Defense, Room 3C345, the Pentagon, Washing- 
ton, D. C. 20301. 

Written requests for information should contain the fuil name of 
the individual and the name of the employing component. _ 

For personal visits, the individual should be able to provide some 
acceptable identificaiion, that is, driver’s license or Pentagon building 
pass. 

Contesting record procedures: 

The Agency’s rules for acess to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


Application for Pentagon Parking Permit, DD Form 1199 and 
related forms. 


Systems exempted from certain provisions of the act: 
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None 


DWHS SPM002 
System name: 

Pentagon Computeride 

System location: 

Primary System - Air Force Data Services Center 

Decentralized Segments - Parking Control Office, Office of the 
Secretary of Defense; Pentagon Central Parking Office, Departmemt 
of the Army; Parking Control Office, Department of Air Force; 
Parking Contro! Office, Department of Navy. 

Categories of individuals covered by the system: 

All personnel who participate in Pentagon Building car pools. 

Categories of records in the system: 

Name of individual, DoD Component Code, home address, work- 
ing hours, Pentagon office room number, office phone number, map 
coordinate of home address. 

Authority for maintenance of the system: 

Federal Property and Administrative Services Act of 1949, 63 Stat. 
377, as amended. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Parking Control Offices - To assign and administer allocated car 
pool parking spaces at the Pentagon. 

Air Force Data Services Center - To provide printout to each 
indiviudal in the system which lists other participants who live near 
him who are potential car pool prospects and to provide complete 
printout of ail participants to parking control offices and General 
Services Administration. 

Indiviudals - To contact other participants on either his individual 
printout or the parking control office complete printout to determine 
their interest in carpooling. 

General Services Administration - To use car pool data in area 
wide system when and if implemented. 

Policies and practices for storing, retrieving, accessing, retaining, aad 
disposing of records in the system: 

Storage: 

Computer magnetic tapes and computer paper printouts. 

Retrievability: 

Information is accessed and retrieved by name and home address 
map grid. 

Safeguards: 

All participants have access to the data. 

Reiention and disposal: 

Daia is retained only on active participants. 

System manager(s) and address: 

Director, Space Management and Services, Washington Headquar- 
ters Services, Office of the Secretary of Defense, the Pentagon, 
Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: 

Director, Space Management and Services, Washington 
Headquarters Services, Office of the Secretary of Defense 

Room 3C345 

Pentagon 

Washington, D. C. 20301 

Telephone: 202-697-7241 

Record access procedures; 

Requests from individuals should be addressed to: Director, Space 
Management and Services, Washington Headquarters Services, Office 
Secretary of Defense, Room 3C345, the Pentagon, Washington D. C. 
20301. 

Written requests for information should contain the full name of 
the individual, current address and telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, driver’s license or Pentagon building 
pass. a 

Contesting record procedures: The Agency’s rules for access to 
records and for contesting contents and appealing initial determina- 
tions by the individual concerned are contained in 32 CFR 286b and 
OSD Administrative Instruction No. 81. 

Record source categories: 

DoD Computeride Application Form DD 1950 
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Systems exempted from certain provisions of the act: 
None 


DEFENSE ADVANCED RESEARCH 
PROJECT AGENCY 


E DARPA 001 
System name: 

Travel File 

System location: 

Administrative Services, Defense Advanced Research Projects 
Agency (DARPA), 1400 Wilson Boulevard, Arlington, Va. 22209. 

Categories of individuals covered by the system: 

All DARPA employees military and civilian who make one or 
more TDY trips for DARPA. Selected government empioyees who 
visit DARPA on official business at DARPA’s expense and certain 
nongovernment personnel traveling on Invitational Travel Orders for 
DARPA. 

Categories of records in the system: 

Traveler’s name, order number, order date, office, days authorized, 
travel date, estimated cost, remarks, origin, date travel voucher sub- 
mitted to Finance, date returned from Finance, total cost, destination, 
estimated miles (rental car), actual miles (rental car), car cost, Gov- 
ernment Transportation Request (GTR), GTR date, and airlines 
ticket costs. 

Authority for maintenance of the system: 

5 USC 301; Department of Defense Directive No. 5105.41, March 
23, 1972, establishing DARPA as-a separate agency of the Depart- 
ment of Defense under the direction, authority, and control of the 
Secretary of Defense. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Primarily for internal management administrative, and budgetary 
needs, Director and Deputy Director, DARPA Staff Assistants, all 
Project Officers, and Personnel & Administrative Officers. Provides 
daily, weekly and monthly status reports to top management and all 
Project Directors concerning status of travel funds, locations of 
travel, frequency of travel, per diem costs, transportation costs, 
number of days in travel, and various other matters regarding travel 
of personnel. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: * 

Computer paper print outs, paper records and correspondence in 
file folders, also, magnetic disc. 

Retrievability: 

Accessed by last name, by office, or by any of the data fields listed 
in Record Category. 

Safeguards: 

Paper copies are maintained in areas accessible only to authorized 
personnel. Building employs security guards. File access is available 
to authorized personnel who have been assigned system pass words. 

Retention and disposal: 

Paper files will be destroyed by burning or pulping after audit or 3 
years whichever occurs first. There are no plans to retire or destroy 
ADP fiies. 

System manezger(s) and address: 

Director, Administrative Services, DARPA, 1400 Wilson Boule- 
vard, Arlington, Va. 22209. 

Notification procedure: 

Information may be obtained from 

Director, Administrative Services, DARPA 
Room 605, Architect Bldg 
1400 Wilson Blvd 
Arlington, Va. 22209 
Telephone: 202-694-3998 
Record access procedures: 
Requests from individuals should be addressed to: Director, Ad- 


ministrative Services, DARPA, 1400 Wilson Boulevard, Arlington, 
Va. 22209. 
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Written requests for information should contain the full name of 
the individual, the period for which the information is required and 
specific categories of information required. 

For personal visits, the individual should be able to provide DoD 
Identification Card. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concemmed 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


DARPA Special Orders (TDY, Invitational, PCS, etc.,) Travel 
Vouchers as submitted by travellers and as returned by the local 
finance offices. 

Systems exempted from certain provisions of the act: 

None 


E DARPA 002 
System name: 

Biographical Sketch 

System location: 

Administrative Office, Defense Advanced Research Projects 
Agency, (DARPA), 1400 Arlington Boulevard, Arlington, Va. 
22209. 

Categories of individuals covered by the system: 

All DARPA current employees, military and civilian. 

Categories of records in the system: 

Biographical sketch contains name, place of birth, Date of Birth 
(DoB), home address, home phone; Service Computaticn Date 
(SCD), DARPA reporting date, DARPA project office, room 
rnamber, office phone, position title and grade; experience; education, 
degree/year and field; membership in professional societies/commit- 
tees; awards or special achievements; professional or technical papers 
published, including dates; future training desired; spouse’s name; 
mames and ages of children; hobbies; remarks. Additional data for 
military personnel includes temporary rank/ grade, permanent raak/ 
grade; professional training received within past three years, current 
thoughts regarding future service assignments. 

Authority for maimtenance of the system: 

5 USC 301; Department of Defense Directive No. 5105.41, March 
23, 1972, establishing DARPA as a separate agency of the DoD 


under the direction, authority and control of the Secretary of De- 
fense. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To update management with a concise sketch of DARPA employ- 
ees, when needed for award ceremonies or interviews. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Biographical sketches are in employee’s file folder. 
Retrievability: 

Accessed by last name 

Safeguards: 


Combination locked file cabinets. Material is maintained im areas 


accessible only to authorized personnel. setter employs security 
guards. 


Retention and disposal: 
Records are maintained while employee is with DARPA; records 
are destroyed by burning 2 years after employee has left DARPA. 
System manager(s) and address: 
Administrative Officer, Defense Advanced Research Projects 
Agency (DARPA), 1400 Wilson Boulevard, Arlington, Va. 22209. 
Notification procedure: 
Information may be obtained from: 
Administrative Officer, DARPA 
Room 827 
1400 Wilson Boulevard 
Arlington, Va..22209 
Telephone: 202-694-3236 
Record access procedures: 


Requests from individuals should be addressed to: Administrative 
Office, DARPA 1400 Wilson Boulevard, Arlington, Va. 22209. 

Written requests for information should contain the full name of 
the individual, his project office, and period employed in DARPA. 

For personal visi its, the individual first needs to identify himself as 
a DARPA employ: 

Contesting record sceiteldiiin 


The Agency’s rules for access to records and for contesting con- 
tents and ap peali ng initial determinations by the individual co cerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 

Information is provided by individuals concerned. 

Systems exempted from certain provisions of the act: 

None 


E DARPA 604 
System name: 

ARPA Personnel 

System locaticn: 

Defense Advanced Research Projects Agency, 1400 Wilson Blvd., 
Arlington, VA 22209 

Categories of individuals covered by the system: 

Current and former ARPA employees, civilian and military, con- 
sultants and part-time employees. 

Categories of records in the system: 

File contains individuals Bio Data: Name, Prename, DOB, Age, 
Education; Classification Data: Job Series, Job Title, Pos Des Nr., 
Salary; Grade Data: Grade Type, Grade, Step, ARPA Promotion, 
Last WGI, Next WGI; Civ Ser Data: SCD, Yrs. Govt; ARPA Data: 
Project, Civilian-Military-Professional-Support, Proj. No., EOD 
ARPA, Left ARPA, Yrs. ARPA; Mil. Data: Rank, Service, Reassgn 
Due, Slot Rank, ARPA Award, Date of Rank, Pos Des; Review 
Data: Clearance, Current office assignment data, Eligibility for Re- 
tirement; Remarks; Mailing Data: Title, Name, Spouse Name, Street, 
City, State, Zip, Home Phone; Office Data: Name, Office Phone, 
Room, Div. 

Authority for maintenance of the system: 

5 USC 301; Department of Defense Directive No. 5105.41, dated 
March 23, 1972, establishing ARPA as a separate Agency of the 
Department of Defense under the direction, authority, and contro! of 
the Secretary of Defense. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Mainly for internal managerial and administrative needs. Director 
and Deputy Director, ARPA, Administrative Officer, Staff Assistant, 
Administrative Office, and Systems analysts have access to complete 
file. Information in different combinations is used for monthly man- 
power counts, staffing balance for civilian vs. military, professional 
vs. clerical; grade and salary count. Individual organizaticnal con- 
figuration only is available to appropriate Office Director for their 
managerial needs. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic disk, computer paper print outs, paper records and corre- 
spondence in file folders. 

Retrievability: 

Data is retrievable by last name as well as by any of the data fields 
listed in RECORD CATEGORY 

Safeguards: 

Access to total file limited by password; building employs security 
guards. Files are maintained in combination locked files and in areas 
accessible only to authorized personnel that are properly screened 
and trained. 

Retention and disposal: 

Files are permanent. There are no plans to retire or destroy ADP 
files. Paper files are destroyed by burning 2 years after employee has 
left ARPA. 

System manager(s) and address: 

Administrative Officer, ARPA, 1400 Wilson Bivd., Arlington, VA 
22209 

Notification procedure: 

Information may be obtained from: 
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Administrative Officer 

Room 827 

Architect Bidg 

1400 Wilson Bivd. 

Arlington, VA 22209 

Telephone: 202-694-3236 
Record access procedures: 


Requests from individuals should be addressed to: Administrative 
Officer, ARPA, 1400 Wilson Bivd., Arlington, VA 22209 

Written requests fof information should contain the full name of 
the individual, the ARPA office assigned to currently or previously, 
and the period of employment with ARPA. 

For personal visits, the individual should be able to provide some 
acceptable identification, such as ARPA pass, DoD pass, or verbal 
information that could be verified in his file. 


Contesting record procedures: 

ARPA’s rules for access to records and for contesting contents and 
appealing initial determinations by the individual concerned may be 
obtained from the Administrative Officer, ARPA. 

Record source categories; 

Information is gathered from SF 171, SF 50, DD 2515, Optional 
Form 8, OSD Military staffing plan and roster, military award forms. 

Systems exempted from certain provisions of the act: 

None 


UNITED STATES AIR FORCE 


F01001 AFA A 
System name: 

01001 AFA A Cadet Administrative Records. 

System location: 

At United States Air Force Academy CO 80840. 

Categories of individuals covered by the system: 

AF Academy Cadets. 

Categories of records im the system: 

(1) Information on automobiles to be purchased by cadets; (2) List 
of items to be shipped at government expense for involuntarily dis- 
missed cadets and cadets discharged from the Academy; (3) Substan- 
tiating documents to insure cadet store purchases over 

25 are for personal use or a bonafide gift and controlling restrictive 
purchases; (4) Flight manifests, host information and TDY destina- 
tions for cadet movements away from the Academy. 

Authority for maintenance of the system: 


i0 USC 8012 Secretary of the Air Force: powers and duties; 
delegation by; 10 USC 9331 Establishment; Superintendent; faculty. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of-such uses: 

Superintendent; faculty. (1) Provide supervisory personnel with 
immediate information concerning cadets of their automobiles which 
will aid in locating cadets or their autos or help supervisors make 
realistic decisions concerning automobile ownership or automobile 
related situations, alert supervisory personnel to the possibility of 
individual tendencies to commit unsafe acts and thus provide oppor- 
iunity for corrective counseling; (2) Used by cadet and outprocessing 
section to accomplish required outprocessing actions and to establish 
a record of distinctive military items turned in to liquidate their 
indebtedness and record a clearance and itemized listing of articles 
shipped; (3) Used by cadet store management to insure cadet store 
purchases over 

25 are for personal use or a bonafide gift and to record restrictive 
purchases; (4) Establish and maintain contro! of cadet contingents 
away from USAF Academy. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 
Maintained in card file, file folders and computer paper printouts. 
Retrievability: 


Filed by name, identification number, system identifier or military 
service number. 


Safeguards: 


NOTICES 


Records are accessed by person(s) responsible for servicing or 
using the record system in performance of their official duties. 

Retention and disposal: 

(1) Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning; (2) Retained in office files for six months after the individual! 
terminates military service, then destroyed by tearing into pieces, 
shredding, pulping, macerating, or burning; (3) Retained in office 
files until graduation or elimination from training, then transferred to 
staging area, USAF Academy, CO 80840 for one additional year, 
then destroyed by tearing into pieces, shredding, pulping, macerating, 
or buraing; (4) Retained in office files for two years after annual cut- 
off then retired to Washington National Records Center, Washington 
DC 20409, for permanent retention. Retained in office files until 
training is completed and posted to applicable documents, then de- 
stroyed by tearing into pieces, shredding, puiping, macerating, or 
burning. 

System manager(s) and address; 

Commandant of Cadets, USAF Academy, CO 80840. 

Notification procedure: 

Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

From individuals, source documents and trip planning worksheets. 

Systems exempted from certain provisions of the act: 

NONE 

F01001 GCGBUZA 
System name: 

01001 OCGBUZA Individual Weight Control File. 

System location: 

At Air Force (AF) unit of assignment; servicing medical facility. 
Official mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force’s systems notice. National Personnei 
Records Center, Military Personnel Records, 9700 Page Boulevard, 
St. Louis, MO 63132. 

Categories of individuals covered by the system: 

Air Force active duty military personnel. Air Force Reserve Per- 
sonnel who are enrolled in the Weight Control Program. 

Categories of records in the system: 

File contains: individual weight control record; letters informing 
individual of overweight status, scheduling medical evaluation, and 
documenting monthly medical progress; general military training 
record. 

Authority for maintenance of the system: 

USC 8012 Secretary of the Air Force: powers and duties; delega- 
tion by. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

file purpose is to document a person’s progress in Weight Control 
program. Those authorized access to the file are the individual, Unit 
Commander, Unit Weight Control Monitor, medical personnel, 
Major Command (MAJCOM) Monitor, CBPO and legal personnel on 
a need to know basis in performing offical duties. The file keeps 
individual informed of weight loss in attaining maximum allowable 
weight, provides history of weight loss and counseling, provides an 
input for medical determinations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by Name by Social Security Number (SSN) and grade. 

Safeguards; 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
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of their official duties who are properly screened and cleared for 
need-to-know. Records are controiled by personnel screening. 


Retention and disposal: 

When a person achieves the desired weight standard, file is for- 
warded to servicing medical facility to be included in individuals 
medical records. 

System manager(s) and address: 


Deputy Chief of Staff/Personnel, Headquarters United States Air 
Force. 


Notification procedure: 


Commander, Unit of Assignment. Inquiries on existence of a file 
should include full name, grade, SSN, and should go to Unit of 
Assignment. Personal visit proof of identity requires possession of 
Armed Forces Identification Card. 

Record access procedures: 


Commander Unit of Assignment. Mailing addresses are in the De- 
partment of Defense directory in the appendix to the Air Force’s 
systems notice. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Individual. 

Systems exempted from certain provisions of the act: 

NONE 


. F01102 ARPC A 
System name: 

01102 ARPC A Locator or Personnel Data. 
System location: 


At Air Reserve Personnel Center, 7300 East First Avenue, Denver 
CO 80280. 


Categories of individuals covered by the system: 


. ._ Air Force Reserve and Air National Guard personnel. Retired and 
former Air Force military personnel. ARPC civilian personnel. Air 
Force active duty military personnel. 


Categories of records in the system: 


Cards, forms, ledgers, record request, computer listings containing 
individual’s name or names, Social Security Number (SSN), Air 
Force service number, grade, reserve status, present and former ad- 
dress, record of employer, parent and other relative of reservist or 
personnel data. Veterans Administration claim number, education 
institutes reservist attended, school affiliations. Correspondence to 
and from Federal agencies and employers trying to establish current 
address of reservists; vouchers for medical service, final payment of 
medical service bills, medical action required; notes indicating if 
individual is authorized to earn point credit; and other personnel 
data. Documents which contain a summary of action taken or to be 
taken. 


Authority for maintenance of the system: 


10 USC 267, Ready Reserve; Standby Reserve; Retired Reserve: 
placement and status of members; 10 USC 268, Ready Reserve: 
Training requirements; 10 USC 271, Ready Reserve: continuous 
screening; 10 USC 273, Standby Reserve: composition, inactive status 
list; 10 USC 275, Personnel records; 10 USC 278, Dissemination of 
Information; 10 USC 279, Training Reporis; 10 USC 8012, Secretary 
of the Air Force: powers and duties, delegation by; 10 USC 591, 
Reserve components: qualifications; 10 USC 592, Commissioned offi- 
cer grades; 10 USC 593, Commissioned officer: appointment, how 
made, term; 10 USC 594, Commissioned officers: original appoint- 
ment limitation. Routine uses of records maintained in the system, 
including 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used to control records distribution, to record location of record, 
actions taken or/to be taken, used to manage individual’s records, to 
answer inquiries from individual and Air Force units to which indi- 
viduals are assigned or are to be assigned or other agencies with a 
need to know of action taken, verify if author of a letter, was a 
member/or is a member of reserve and what his or her SSN should 
be, search for good address and stop computer mail from going to 
bad address, refer for administrative discharge action on reservist 
that cannot be located, advise reservist or civilian of reserve matters 
or center actions, provide comprehensive record of all medical ac- 


tions taken by Surgeon’s Office and record authorization for physical 
examinations at Government expense or no expense and record 
voucher number, preparing point credit authorization and forwarding 
authenticated point credit forms to servicing personnel office. 
Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 


Maintained in file folders, in note books/binders, in visible file 
binders/cabinets, in card files, on paper tape and on computer cards. 

Retrievability: 

Filed by Name, by Social Security Number (SSN), by Military 
Service Number, by other identification number or system identifier 
and/or voucher number, school affiliation, by Air Force Service 
Number, or by last address of Reservist. 

Safeguards: 


Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in- performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards. 

Retention and disposal: 


Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, or macerating. 

System manager(s) and address: 


Commander Air Reserve Personne! Center (ARPC), 7300 East 
First Avenue, Denver CO 80280. 


Notification procedure: 


Request from individual should be addressed to Documentation 
Management Officer, ARPC/DADP, 7300 East First Avenue, 
Denver CO 80280. Written request for information should contain 
fuli name of individual, SSN (social security number), current ad- 
dress, and the case (control) number shown on correspondence re- 
ceived from Center. Records may be reviewed in records review 
room ARPC, 7300 East First Avenue, Denver CO 80280, between 
8:00 A.M. and 3:00 P.M. on normal work days. For personal visits, 
the individual should provide current Reserve 1.D. card: and/or driv- 
ers license and give some verbal information that could verify his/ 
her military records such as place of birth, reserve status. 


Record access procedures: 


Individual can obtain assistance in gaining access from Documenta- 
tion Management Officer, ARPC/DADP, 7300 East First Avenue, 
Denver, CO 80280, telephone (303) 394-4667. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial déterminations by the mdividual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Extract from individual records, individual advance personne! data 
computer system. For address information secured from last recorded 
employer, postmaster of city of last recorded address, telephone 
information operator at last city of good address, parents of reservist, 
other relatives of reservist, Veterans Administration if reservist has a 
claim number listed in master personnel record, college or university 
reservist attended, Selective Service Boards, Internal Revenue Serv- 
ice, public utilities or any other lead that may be found in the master 
personnel record of the reservist, military pay records at Air Force 
Accounting and Finance Center, Lowry AFB, Denver CO 80279, 
log books and from Cons ated Base Personnel Cifices. Medical 
information is also secured from medical facilities, physicians, medi- 
cal specialists. 

Systems exempted from certain provisions of the acts 

NONE 

FO1102 DAYX A 
System name: 

01102 DAYX A Base, Unit, and Organizational Military and Civil- 
ian Personne! Locator Files 

System location: 

At Headquarters, United States Air Force, and at Air Force Instal- 
lations, to include bases, units, offices, and functions. Official mailing 
addresses are in the Department of Defense directory in the appendix 
to the Air Force’s systems notices. 


Categories of individuals covered by the system: 
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Air Force active duty military personnel; Air Force Reserve Per- 
sonnel; Air Force civilian employees; dependents may be included at 
the option of the installation, unit, or organization. 

Categories of records in the system: 

Cards or listings may contain the individuals name, grade, military 
service identification number, social security number, duty location, 
office telephone number, residence address and residence telephone 
number, and similiar type personnel data determined to be necessary 
by the local authority. 

Authority for maintenance of the system: 

44 USC 3101. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used to locate personnel assigned to, attached to, tenanted on, or 
on temporary duty at the specific  installation,office,base, 
unit,function, and/or organization in response to specific inquiries 
from official government activities for the conduct of business. Files 
are used locally to locate and administer programs and personnel. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on paper records in card or form media in visible file 
binders/cabinets card files or on computer paper printouts. 

Retrievability: 

Filed by Name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until reassignment or separation, or when 
superseded or no longer needed for reference, then destroyed by 
tearing into pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Primary location: Director of Administration, Headquarters, US 
Air Force, Washington, DC Decentralized Location: Privacy officer 
of the installation, base, unit, organization, office or function to 
which the individual is assigned, attached, tenanted on or on tempo- 
rary duty. Official mailing addresses are in the Department of De- 
fense directory in the appendix to the Air Force’s systems notice. 

Notification procedure: 


Requests from individuals should be addressed to the Systems 
Manager. Individual must furnish full name and the names of Air 
Force installation, unit and organization,office,or function to which 
assigned, attached, tenanted on or on temporary duty at, including 
the calendar years of such service. The individual may visit the 
Locator Office or Privacy Officer at the place of assignment. No 
identification is required to determine if the system contains records 
pertaining to a specific individual. 

Record access procedures: 


Individual can obtain assistance in gaining access from the Systems 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force’s systems notice. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

_ Information obtained from automated system interfaces or from 
individuals or personnel records. 

Systems exempted from certain provisions of the act: 

NONE 


F01102 DPEEB A 
System name: 


01102 DPEEB A Congressional and Other High Level Inquiries. 
System location: 


At Headquarters United States Air Force. Inquiries concerning Air 
Force or Air Force reserve personnel procurement policies and pro- 
cedures may also be located at headquarters of the major air com- 
mands, numbered Air Force or comparable levels. Official mailing 
addresses are in the Department of Defense directory in the appendix 
to the Air Force’s systems notice. 


NOTICES 


Categories of individuals covered by the system: 

Air Force military personnel serving on active duty, in the Air 
Force Reserve, or retired or discharged from the Air Force. Civilian 
personnel currently or formerly employed by the Air Force. Person- 
nel attending Air Force training institutions or undergoing training 
under Air Force sponsorship. 

Categories of records in the system: 

Background information and information reflecting Air Force poli- 
cies and procedures; copies of inquiries received from the Office of 
the President, Members of Congress and other high level sources 
requesting information by or oon behalf of a constituent; copies of 
replies to such inquiries including transmittal media used en route 
from and to the Air Force Office of Legislative Liaison (SAF/LL). 

Authority for maintenance of the system: _. . 

10 USC 8012, Secretary of the Air Force: power and duties; 
delegation by; and 10 USC 8032, general duties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information pertinent to the inquiry is forwarded to SAF/LL for 
preparation of the reply to the high level requester. In some in- 
stances, response may be direct to the requester without referral 
through SAF/LL; however, when required by directive, copies of 
such responses are furnished SAF/LL. The records may be used in 
responding to subsequent inquiries concerning the same individual. 
The record system may be audited periodically to determine trends 
on the nature of complaints and questions and for statistical purposes. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by the custodian of the record system and by 
persons responsible for servicing the records in performance of their 
official duties who are properly cleared for need-to-know. Records 
are stored in security file containers/cabinets, locked cabinets or 
rooms. 

Retention and disposal: 

Retained for two years after end of year in which case was closed, 
then destroyed by tearing into pieces, shredding, macerating, pulping 
or burning. 

System manager(s) and address: 

Duputy Chief of Staff/Personnel, Headquarters United States Air 
Force; commanders of major air commands, numbered air forces or 
comparable level activities. 

Notification procedure: 

Requests from individuals must contain reasonable particulars 
about the subject in question and should be addressed to the respec- 
tive system manager. 

Record access procedures: 

Individual! can obtain assistance in gaining access from the respec- 
tive system manager. Individual’s request must contain reasonable 
identifying particulars about the subject in question. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information provided by major command or consolidated base 
personne! office personnel, manual or automated personnel records, 
Air Force policies and procedures, copies of inquiries, congressional/ 
high level officials’/constituents’ comments or requests and Air 
Force replies thereto. 

Systems exempted from certain provisions of the act: 

NONE 


F03001 0CGBUZA 
System name: 
03001 OCGBUZA Drug/Alcohol Abuse Control Case Files. 
System location: 
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At servicing Air Force (AF) installation social actions office. Offi- 
cial mailing addresses are in the Department of Defense directory in 
the appendix to the Air Force’s systems notice. 


Categories of individuals covered by the system: 

Air Force active duty military personnel and dependents, Air 
Force civilian employees, and Air Force Reserve personnel, who are 
enrolled in a drug/alcohol rehabilitation program. 


Categories of records in the system: 

As a minimum, the file contains forms and commander’s letters 
documenting date and means of identification, categorizing type of 
abuse, and indicating that individual has completed the rehabilitation 
program. 

Authority for maintenance of the system: 

Section 408, drug-abuse office and treatment act of 1972 (Pubiic 
Law 92-255; 21 USC 1175). 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To document a person’s progress in the rehabilitation program. 
Those authorized to review, handle, or have access to the file are 
social actions and medical personnel directly engaged in rehabilita- 
tion of a person, Veterans Administrat ion (VA) treatment personne] 
in cases of members transferred directly to VA in active duty status, 
official members of rehabilitation evaluation group, Commanders in 
member’s chain of command, and persons authorized by Public Law 
92-255, section 408(b)21 United States Code 1175(b)). The file is used 
to develop a treatment regimen, to assist rehabilitation evaluation 
group make decisions for rehabilition program dispositions and to 
prepare recurring reports. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by Name by other identification number or system identifier 

Safeguards: 
- Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets 
safes and controlled by personnel screening. 

Retention and disposal: 


Destroy one year after completion of follow on phase of rehabilita- 
tion by tearing into pieces, shredding, pulping, macerating, or burn- 
ing, unless needed as background for case files supporting a separa- 
tion action or other actions under directives, in which case, disposi- 
tion will be the same as the file which they support. Files at George 
AFB, CA and Nellis AFB, NV will be retained for one year after 

‘ completion of rehabilitation, permanent change of station or separa- 
tion or 31 Dec 79, whichever is later. 

System manager(s) and address: 


Deputy Chief of Staff Personnel, Headquarters United States Air 
Force. 


Notification procedure: 


Chief, Socia] Actions servicing AF installation. Requests to deter- 
mine existence of a file should include full name, grade, and unit of 
assignment. Personal visit proof of identity requires full name and 
possession of Department of Defense (DD) Form, 2 AF, Armed 
Forces Identification Card; DD Form 1173, Uniformed Services 
Identification and Privilege Card; or driver’s license and personal 
recognition of counselor. 


Record access procedures: 
_ Chief social actions servicing AF installation. Mailing addresses are 
in the Department of Defense directory in the appendix to the Air 
Force’s systems notice. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 


appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 


Record source categories: 

Information obtained from medical institutions, personnel records. 
individuals. 

Systems exempted from certain provisions of the act: 

NONE 


F03003 DPMSC A 
System name: 
03003 DPMSC A Casualty Files 
System location: 


Air Force Military Personnel Center, Randolph Air Force Base. 
TX 78148. Headquarters United States Air Force, Washington DC 
20330. National Personnel Records Center, Military Personne! Rec- 
ords, 9700 Page Boulevard, St. Louis, MO 63132. At headquarters of 
major commands and at bases.of assignment of casualty or which 
provide casualty assistance to next of kin. 


Categories of individuals covered by the system: 


Any United States Air Force (USAF) member who is or might 
become a casualty. 

Categories of records in the system: 

Record of Casualty. This pertains to all personnel on active 

© Air force Academy cadets, Air Force Reserve and Air Nationa 
Guard personnel performing authorized inactive duty for training or 
traveling directly to or from such place of duty, and Air Force 
Reserve Officers Training Corps (AFROTC) applicants or members 
on ansual training duty for 14 days or more — who are traveling to 
or from the designated place of such duty who become very serious- 
ly ill or injured (Vv SD, seriously ill or injur ed (SI), or suffer from an 
incapacitating illness or injury (III), or who become missing, missing 
in action, interned, captured or detained by a foreign power. These 
records pertain to certain civilizn employees of the Air Force paid 
from appropriated funds who become missing, missing in action, 
interned, captured or detained by a foreign power while assigned 
overseas or who are on temporary duty from the Continental United 
States (CONUS) to overseas or who are traveling to or from the 
designated place of such duty under competent authority, certain 
unique situations on civilian employees and dependents of military 
personnel who become missing, missing in action, interned, captured 
or detained by a foreign power in mishaps while traveling aboard 
Military Airlift Command (MAC) or MAC-chartered flights or by 

other means of MAC oversea travel, and certain civilian “employees 
in the CONUS when their missing siatus was the proximate result of 
their employment. Casualty Case File. These files p pertain to all offi- 
cers and airmen on active duty or extended active duty (including 
personnel in absent without leave, desertion, or dropped from the 
rolls status). The files also pertain to Air Force Academy cadets, all 
Air Force Reserve and Air National Guard officers and airmen 
performing authorized inactive duty for training or traveling directly 
to or from such place of duty, ali AFROTC applicants or “members 
on annual training duty for 14 days or more or traveling to or from 
the designated place of such duty, and certain civilian employees of 
the Air Force paid from appropriated funds who become missing, 
missing in action, interned, captured or detained by a foreign power 
while assigned overseas or who are on temporary duty (TDY) from 

CONUS to overseas or who are traveling to or from the designated 
place of such duty under competent authority. They pertain to cer- 
tain civilian employees and dependents of military personnel who 
become missing, missing in action, interned, captured or detained by 
a foreign power in mishaps while traveling aboard MAC or M. AC- 
chartered flights or by other means of MAC overseas iravel and 
certain foreign nationals and certain employees in the CONUS when 
their missing status was the proximate result of their employment. A 
casualty is defined as any member of the armed forces or certain 
civilians who are lost to their organization by reason of having been 
declared missing, missing in action, wounded, injured, or diseased 
The casualty case file is comprised of messages pertaining to the 
member; a copy of the Record of Emergency “Data, Department of 
Defense Form 93 or Air Force Form 246; Air Force Military Per- 
sonnel Center Form 238, CONUS Death/Missing, Report of Casuai- 
ty, Department of Defense Form 1300; copy of assignment of assist- 
ance responsibility letter; Servicemen’s Group-Life Insurance Elec- 
tion, Veterans Administration (VA) Form 29-8286; correspondence 
from the base/AFMPC to/from the next of kin (NOK); Acknowl- 
edgement and/or Transfer of Casualty Assistance Case, Air Force 
Form 92; Statement of Service, Department of Defense Form 13; 
copy of ‘notification message; Western Union messages; and other 
related correspondence and forms which pertain to the file. Record 
of Emergency Data being maintained on all Air Force personnel on 
extended active duty (EAD) and Air Force Academy cadets. Missing 
Persons Case Files. Reports submitted on United: States Air Force 
(USAF) personnel who become missing as defined in 37 USC 551. 
Conveninnce rosters of those persons, copies of communications from 
and to next of kin, items received through news media, and some 
films. 


Authority for maintenance of the system: 
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Chapter 31, Title 44, United States Code (USC) 3101-3107, Rec- 
ords Management by Federal Agencies; Chapter 33, Title 44, USC 
3301-3314, Disposal of Records; Title 10, USC 2771, Armed Forces - 
Accountability and Responsibility; ; Sections 555 and 556, Chapter 
10, Title 37, United States Code, Pay and Allowances of the Uni- 
formed Services, Payments to Missing Persons. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Support of the Casualty Services Program. The information is used 
to assist the Air Force in effecting expeditious reporting, dignified 
and humane notifications, and efficient and thorough assistance to the 
next of kin of all casualties as previously defined. Primary user is the 
Office of the Assistant for Casualty Matters Major Commands 
(MAJCOMs),bases of assignment and/or reporting installation and 
bases providing casualty assistance. Records contain histories of all 
known data surrounding the missing statuses, recording dealings with 
next of kin, and reflecting efforts to obtain all possible information 
through normal and intelligence channels as well as the results of 
those efforts. Contain record of personnel actions taken which in- 
volve the missing persons as well as actions taken in accordance with 
public law. Rosters are maintained for convenience of completing 
many actions. Primary users are personnel in the Office of the Assist- 
ant for Casualty MaForce Military Personnel Center. Decentralized 
segment is maintained for rapid response to queries by high-level 
personnel in the Washington, District of Columbia (DC) area. The 
Record of Emergency Data is used to show the names and addresses 
of service member’s spouse, children, parents and other persons the 
member wants notified should he/she become a casualty. Serves as 
an Official document required by law (Title 10, United States Code 
(USC) 2771) for designating beneficiaries for death gratuity and 
unpaid pay and allowances. Also used to designate a person to 
receive an allotment of pay if the member becomes missing, captured 
or interned. Primary user is the Office of the Assistant for Casua 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders, cabinets, and film cannisters. 

Retrievability: 

Filed by Name. Filed by Social Security Number (SSN). 

Safeguards: 

Casualty records are accessible only to authorized personnel as- 
signed to the Office of the Assistant for Casualty Matters. Personnel 
are on duty 7 days per week, 24 hours a day. Also, access to the 
building after duty hours is controlled by Security Police personnel. 

Retention and disposal: 


Records may be temporary or permanent or supplemental in 
nature. They are retained in active file until the member’s status is 
changed to deceased or returned to military control or no longer 
considered VSI, SI or III. One year after that time, selected tempo- 
rary records are destroyed and all permanent records are retired to 
the National Personnel Records Center. Remaining temporary rec- 
ords are destroyed ten years after date of death or return to military 
control. Records of Casualty and casualty case files are permanent 
records. They are retained in active file until application or receipt of 
ali allowable benefits, then forwarded to the National Personnel 
Records Center, 9700 Page Boulevard, St. Louis, Missouri 63132. 
Case files pertaining to civilians; foreign nationals; very seriously ill 
or seriously ill persons; and dependents of military personnel are 
destroyed 90 days after administrative closing of the case. Records of 
Emergency Data are retained until the member is relieved from 
active duty, then destroyed. Destroyed by shredding, burning, or by 
tearing into pieces. 

System manager(s) and address: 


Assistant Deputy Chief of Staff, Personnel for Military Personnel, 
Air Force Military Personnel Center, Randolph Air Force Base, 
Texas 78148. 

Notification procedure: 


Requests from individuals should be addressed to the Systems 
Manager. 


Record access procedures: 


Requests from individuals should be addressed to: Air Force Mili- 
tary Personnel Center/Office of the Assistant for Casualty Matters 
(AFMPC/DPMC), Randolph Air Force Base, Texas 78ihave beer 
retired, the request will be forwarded to National Personnel Records 
Center (NPRC). Written requests should contain the full name and 
Social Security Account Number of the member as well as an inden- 
tification as complete as possible of the desired material including, if 


NOTICES 


known, its title, description, number, date and issuing authority. For 
personal visits, the individual must provide some acceptable identifi- 
cation; that is, drivers license, identification card, or give some verbal 
information that can be verified in the case folder. 


Contesting record procedures: 
The Air Force’s rules for access to records and for contesting and 


appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information provided by next of kin, organization of assignment, 
information extracted from. Master Personnel Records, documents 
generated within the Casualty Division, Air Force Military Personnel 
Center, correspondence produced in providing casualty notification/ 
assistance/processing. g . 

Systems exempted from certain provisions of the act: 

NONE 


F03004 ARPC A 


System name: 


03004 ARPC A Point Credit Accounting Record System. 
(PCARS). 


System location: 


At .Air Reserve Personnel Center, 7300 East First Avenue, 
Denver, CO 80280. At Air National Guard and Air Force Reserve 
activities. Official mailing addresses are in the Department of De- 
fense directory in the appendix to the Air Force’s systems notice. At 
Air Force Military Personnel Center, Randolph Air Force Base, 
Texas 78148. 


Categories of individuals covered by the system: 
Air Force Reserve and National Guard Personnel. 
Categories of records in the system: 


Correspondence, orders; forms; and reports which include identify- 
ing personnel data including name, SSN, address, grade, and retire- 
ment/retention date; record of retirement points and service earned 
prior to and record of points earned, by type duty, for the current 
retirement year. Reports include automated listings, processed trans- 
actions, rejected transactions, accession transactions, point summary 
lists, statistical reports, individual point summary reports, and input 
lists for participation verification. 

Authority for maintenance of the system: 


10 USC 1331, Age and service requirement; 10 USC 1332, Compu- 
tation of years of service in determining entitlement to retired pay; 
and 10 USC 1333, Computation of years of service in computing 
retired pay. Routine uses of records service in computing retired pay. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used to maintain accurate listings of transactions processed to 
active reserve force member’s point credit account; to reconcile 
strength of the Air National Guard and Air Force Reserve members 
between the various mechanized accounting systems; to identify new 
members of the Air Force Reserve and Air National Guard; to 
certify accuracy and completeness of transactions manually submitted 
to the point record as required by Air Force audit requirements; to 
advise member and reserve managers of the member’s participation in 
reserve affairs; for promotion evaluation considerations; and for de- 
termination of retirement eligibility. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets, on computer paper prin- 
touts, tape, and disk. 

Retrievability: 

Filed by name and by Social Security Number (SSN). 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards. 

Retention and disposal: 

Documents not required for inclusion in military personnel record 
system are retained in office files until superseded, obsolete, no 
longer needed for reference, or after 16 months, whichever is sooner, 


then destroyed by tearing into pieces, shredding, pulping, or macerat- 
ing. 
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System manager(s) and address: 

Commander Air Reserve Personne! Center (ARPC), 7300 East 
First Avenue, Denver, CO 80280. 

Notification procedure: 

Request from individual should be addressed to the Documentation 
Management Officer, ARPC/ DADP, 7300 East First Avenue, 
Denver, CO 80280. Written request for information should contain 
full name of individual, SSN (social security number), current address 
and the case control number shown on correspondence received 
from center. Records may be reviewed in records review room 
ARPC, 7300 East First Avenue, Denver, CO 80280, between 8:00 
A.M. and 3:00 P.M. on normal work days. For personal visits, the 
individual should provide current reserve ID card and/or drivers 
license and give some verbal information that could verify his/her 
reserve assignment. 

Record access procedures: 


Individual can obtain assistance in gaining access from Documenta- 
tion Management Officer, ARPC/DADP, 7300 East First Avenue, 
Denver, CO 80280, telephone (303) 394-4667. 


Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 


Record source categories: 


Information from master personnel record and authorized point 
credit documents obtained from automated system interfaces. 


Systems exempted from certain provisions of the act: 
NONE 


F03501 DPG 
System name: 

03501 DPG Accounting for Personal Money Allowances (PMA). 

System location: 

Office of the Assistant for General Officer Matters (AF/DPG), 
HQ USAF, Washington, D.C. 20330. 

Categories of individuals covered by the system: 

Air Force general officers in receipt of a Personal Money 
Allowance unde. 37 USC 414. 

Categories of records in the system: 

Annual report accounting for the receipt and disposition of PMA 
funds received during the reporting period. 

Authority for maintenance of the system: 

10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To maintain a record of the receipt and disposition of the funds 
received. Annual reports will be submitted through the individual’s 
immediate supervisor for review. They will then be forwarded to the 
Vice Chief of Staff (AF/CV), HQ USAF, Washington, D.C. 20330. 
Officers in joint assignments should send reports directly to the Vice 
Chief of Staff. These reports will be retained in the Office of the 
Assistant for Generali Officer Matiers (AF/DPG) and will be availa- 
ble for review by the Assistant Secretary of the Air Force for 
Financial Management. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained by file folders. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are stored in locked cabinets. 

Retention and disposal: 

Retained for three years after the date submitted, then destroyed 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Office of the Assistant for General Officer Matters (AF/DPG), 
HQ USAF, Washington, D.C. 20330. 


Notification procedure: 
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Requests from individuals should be addressed to the System Man- 
ager. 

Record access procedures: 

Individual can obtain assistance from the System Manager. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information is obtained from each Air Force general officer in 
receipt of a Personal Money Allowance. 

Systems exempted from certain provisions of the act: 

NONE 


F03501 ARPC A 
System name: 

03501 ARPC A Informational Personnel Records. 

System location: 

At Air Reserve Personnel Center, 3800 York oa. Denver, CO 
80205. 

Categories of individuals covered by the system: 

Air Force Reserve and Air National Guard personnel. Retired and 
former Air Force military personnel. 

Categories of records in the system: 

Documents pertaining to individual, that are not authorized for 
inclusion in other military personnel record systems. 

Authority for maintenance of the system: 

10 USC 274 Retired Reserve; 10 USC 275 Reserve personnel; 10 
USC 2001 Reserve components; 10 USC 8012 Secretary of the Air 
Force: Powers and Duties; Delegation by. of records maintained in 
the system, including categories 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

in determining eligibility for retirement related action, status of 
active duty tour, position occupied; training reports; answering corre- 
spondence/telephone inquiries; mobilization; updating and/or chang- 
ing information in computer and/or individual reservist record. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and in card files. 

Retrievability: 

Filed by name and by Social Security Number (SSN). 

Safeguards: 

Records are accessed by the custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards. 

Retention and disposal: 

Retain in office files until inactivation, reassignment or separation; 
or one year after annual cut-off, then destroy by tearing into pieces, 
shredding, pulping, or macerating. 

System manager(s) and address: 

Commander Air, Reserve Personnel Center (ARPC), 7300 East 
First Avenue, Denver, CO 80280. 

Notification procedure: 

Request from individual should be addressed to the Documentation 
Officer, AFPC/DADP, 7300 East First Avenue, Denver, CO 80280. 
Written request for information should contain full name of individu- 
al, SSN (social security number), current address and the case (con- 
trol) number shown on correspondence received from center. Rec- 
ords may be reviewed in Records Review Room ARPC, 7300 East 
First Avenue, Denver, CO 80280, between.8:00 A.M. and 3:00 P.M. 
on normal work days. For personal visits, the individual should 
provide current Reserve ID Card and/or drivers license and give 
some verbal information that could verify his/her retirement date, 
date of birth, or reServe status. 

Record access procedures: 

Individual can obtain assistance in gaining access from Command 
Documentation Manager, ARPC/DADP, 7300 East First Avenue, 
Denver, CO 80280, telephone (303) 394-4667. 

Contesting record procedures: 
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The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information supplied by individual as relates to but not limited to 
application for retirement, military orders, personal data; statement of 
military service from other military components; correspondence 
from serving Consolidated Base Personnel Office/ Consolidated Re- 
serve Personnel Office and Major Command units. Information from 
source documents prepared on behalf of the Air Force Advance 
Personnel Data System. 


Systems exempted from certain provisions of the act: 
NONE 


F03501 ARPC B 
System name: 

03501 ARPC B Biographical File. 

System location: 

At Air Reserve Personnel Center, 7300 East First Avenue, 
Denver, CO 80280, Ecclesiastical endorsing agencies if appropriate. 

Categories of individuals covered by the system: 

. Air Force Reserve personnel assigned to but not limited to the Air 
Reserve Information Squadron (ARIS), Chaplain (HC) and Surgeon 
(SG) programs. 

Categories of records in the system: 

Biographies provided by members, correspondence, orders and/or 
forms containing information as to individual name, rank, social secu- 
rity number, service dates, date of birth, unit assignments, civilian 
employment, military and civilian education, military and civilian 
experience, program specialties, hobbies, and names of family mem- 
bers, religion of chaplains, professional expertise and appointments, 


membership in professional societies, civic activities and state of 
licensure. 


Authority for maintenance of the system: 

10 USC 262 Purpose; 10 USC 8067 Designation: Officers to per- 
form certain professional functions. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To select information, chaplains, legal, medical field reserve officer 
personnel for special duties according to specific expertise required. 


Chaplain records are used by Chaplains Office personnel, medical 
reservist records are used to provide the ARPC/SG, Surgeon Gener- 
al, Major Command surgeons, USAF/RE, and Reserve Regions an 
in-depth personal history of Reservist Medical Officer. Used to pro- 
vide overiew of skill resources available in ARIS Program. Allow 
selection of members best qualified to meet specific program require- 
ments and task asgnments. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and in note books/binders. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their officia! duties, and by commanders medical centers and 
hospitals. Records are protected by guards. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, or macerating. 

System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), 7300 East 
First Avenue, Denver, CO 80280. 

Notification procedure: 

Request from individual should be addressed to Documentation 
Management Officer ARPC/DADP, 7300 East First Avenue, 
Denver, CO 80280. Written request for information should contain 
full name of individual, SSN (social security number), current address 
and the case (control) number shown on correspondence received 
from Center. Records may be reviewed in Records Review Room 
ARPC, 7300 East First Avenue, Denver, CO 80280, between 8:00 
| A.M. and 3:00 P.M. on normal work days. For personal visits, the 
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individual should provide current Reserve ID Card and/or drivers 
license and give some verbal information that could verify his/her 
military personnel record, his/her religion if in the Chaplain pro- 
gram. 

Record access procedures: 


Individual can obtain assistance in gaining access from the Docu- 
mentation Management Officer, ARPC/DADP, 7300 East First 
Avenue, Denver, CO 80280, telephone (303) 394-3667. 


Contesting record precedures: 
’ The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Provided by individual Reservist. 


Systems exempted from certain provisions of the act: 
NONE 
F03501 ARPC C 
System nome: 
0350: ARPC C Personnel Management Records 
System location: 


At Air Reserve Personnel Center, 7300 East First Avenue, Denver 
CO 80280; Headquarters United States Air Force, Washington DC 
20330; United States Air Force Academy, CO 80840; major com- 
mands and major subordinate commands. Official mailing addresses 
are in the Department of Defense directory in the appendix to the 
Air Force’s systems notice. 

Categories of individuals covered by the system: 


Air Force Reserve Personnel and civilian/active military appli- 
cants to Air Force Reserve. 


Categories of records in the system: 


Officer and airman assignment files which includes correspon- 
dence, memos, completed forms, messages and vacancy authorization 
data for assignment approvals, disapprovals, waivers, manning assist- 
ance, discharges, screening data, orders, evaluation reporis, dotu- 
ments changing training category, personal data, photographs, chap- 
lain ecclesiastical endorsement, record of security clearance, miscella- 
neous correspondence to and from individual; case file of reserve 
personnel placed on active duty containing copies of special and 
reserve orders, correspondence, documents complete with informa- 
tion used for travel overseas; assignment instructions; list of actions 
taken by technician; board actions on involuntary Airmen; certified 
receipts acknowledgement of receipt of special orders card. 


Authority for maintenance of the system: 


10 USC 275 Personnel Records, 10 USC 672 Reserve Components 
generally, 10 USC 673 Ready Reserve and Executive Order 11366, 4 
Aug 67, 10 USC Chapter 103 Senior Reserve Officer: Training 
Corps, 10 USC 262 Purpose, and 10 USC 8067 Designation: Officers 
to perform certain professional functions. Routine uses of records 
maintained in the functions. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used to determine eligibility/suitability for assignment/reassign- 
ment with the Air Force Reserve; to make determinations on dis- 
charges or mobilization, deferments, fulfillment of statutory require- 
ments, voluntary and involuntary order to extended active duty 
(EAD) and temporary release. These include bui are not limited to 
members participating in the Air Reserve Information Squadron 
(ARIS), Chaplain, Judge Advocate, Surgeon General Program. Rec- 
ords maintained as a historical file. Used as a reference file to answer 
inquiries from Reservist and Air Force personnel requiring informa- 
tion on the Reservist being recalled to active duty, to send gaining 
active units additional copies as requested, used as substantiating 
documents to show all action was taken in accordance to prescribing 
directives. Information on personnel in the ARIS, Chaplain, Judge 
Advocate, Surgeon General and other Officer management programs 
is used by personnel responsible for program in order to assist Re- 


_Servist in their careers. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 


Maintained in file folders, in note books/binders and in visible file 
binders/cabinets. 


Retrievability: 
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Filed by name, by Social Security Number (SSN), and ascending 
AFSC order, rank and name. 


Safeguards: 


Records are accessed by person(s) responsible for servicing the 
records system in performance of their official duties and by custodi- 
an of the record system. Records controlled by personnel screening 
and are protected by guards. 


Retention and disposal: 


Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, or macerating. 

System manager(s) and address: 


Commander Air Reserve Personnel Center (ARPC) is responsible 
for records at ARPC in Denver, CO. Individuals included in above 
records systems should deal directly with agency official of respec- 
tive location to exercise their rights under the act. 


Notification procedure: 


Request from individual should be addressed to the Documentation 
Management Officer ARPC/DADP, 7300 East First Avenue, 
Denver CO 80280. Written requests for information shouid contain 
full name of individual, SSN (Social Security Number), current ad- 
dress and the case (control) number shown on correspondence re- 
ceived from Center. Records may be reviewed in Records Review 
Room ARPC, 7300 East First Avenue, Denver CO 80280, between 
8:00 A.M. and 3:00 P.M. on normal work days. For personal visits, 
the individual should provide current Reserve ID card and/or driv- 
er’s license and give some verbal information that could verify liis/ 
her identity from the records. 

Record access procedures: 


Individual can obtain assistance in gaining access from the Docu- 
_ meniation Management Officer, ARPC/DADP, 7300 East First 
Avenue, Denver, CO 80280, telephone (303) 394-4667. 


Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Information from the individual requesting assignment or making 
the inquiry, master personnel record, correspondence and orders, 
annual survey and advance personnel data system, instructions from 
Air Force Military Personnel Center, Randolph Air Force Base, San 
Antonio, TX 78148, instructions and board actions from Air Force 
and Reserve, DPAA Robins Air Force Base, Warner Robins, GA 
31093 and Air Force Training Corps/SDAA, Maxwell Air Force 
Base, Montgomery, Alabama 36112 and the National Guard Bureau, 
Washington DC 20310, and other Air Command, instructions from 
Headquarters/JAEC, Washington DC 20314. 


Systems exempted from certain provisions of the act: 
NONE 


F03501 DP 3 
System name: 

03501 DP 3 Unit Assigned Personnel Information File 

System location: 

Air Force Units. Headquarters United Siates Air Force and major 
command headquarters. Headquarters of major commands and ai all 
levels down to and including Air Force installations. 

Categories of individuals covered by the system: 

Active duty military personnei. Air Force Reserve and Air Nation- 
al Guard personnel. 


Categories of records in the system: 


File copies of separation actions, newcomers briefing letters, line of 
duty determinations, assignment actions, retirement actions, in and 
out processing checklists, promotion orders, credit unition authoriza- 
tion, disciplinary actions, favorable/unfavorable communications, 
record of counselings, appointment notification letters, duty status 
changes, applications for off duty employment, applications and allo- 
cations for school training, professional military and civilian educa- 
tion data, private weapons storage records, locator information in- 
cluding names of dependents, home address, phone number, training 
and experience data, special recognition nominations, and other per- 
sonnel documents. 

Authority for maintenance of the system: 


10 United States Code 8012. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Provides information to unit commanders/supervisors for required 
actions related to personnel administration and counseling, promo- 
tion, training, separation, retirement, reenlistment, medical examina- 
tion, testing, assignment, sponsor program, duty rosters, and off duty 
activities. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Maintained in file folders, note books/binders, and card files. 

Retrievability: 

Filed by Name and Social Security Number (SSN). 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cieared for 
need-to-know. Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files until reassignment or separation; most rec- 
ords are transient in nature and are maintained only as long as 
required to fulfill their management purpose or until superseded, then 
given to the individual or destroyed by shredding, pulping, macerat- 
ing or burning. 

System manager(s) and address: 


Deputy Chief of Staff/Personnel, Headquarters United States Air 
Force. Washington D.C. 20330 


Notification procedure: 


Inquries from individuals should be addressed to the respective 
unit commander or supervisor who maintains the records in order to 
exercise their rights under the Act. 


Record access procedures: 


Requests from individuals should be addressed to the respective 
unit commander or supervisor who maintains the records in order to 
exercise their rights under the Act. Mailing addresses are contained 
in the Department of Defense Directory in the appendix to the Air 
Force’s Systems Notice. 


Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


information obtained from the individual concerned, financial insti- 
tutions, educational institutionemployees, medical institutions, police 
and investigating officers, bureau of motor vehicles, witnesses, re- 
ports prepared on behalf of the agency, standard Air Force forms, 
personnel management actions, extracts from the Advanced Person- 
nel Data System (ADPS) and records of personal actions submitted 
to or originated within the organization. 


Systems exempted from certain provisions of the act: 
NONE 


F03501 DPMAKEI 
System name: : 
03501 DPMAKEI Absentee and Deserter Information Files 
System location: 


Absentee and deserter documents are maintained in the Unit Per- 
sonnel Record Group at consolidated base personnel offices. Infor- 
mation files are maintained at major commands of the parent unit of 
assignement. Official mailing addresses for consolidated base person- 
nel offices and major commands are in the Department of Defense 
directory in the appendix to the Air force’s system notice. Case files 
are maintained at the Air Force Military Personnel Center, Randolph 
Air Force Base, TX 78148. Permanently retained documents are 
located at the National Personnel Records Center, Military Personnel 
Branch, 9700 Page Bolulevard, St. Louis, MO 63132 and the Air 
Reserve Personne! Center, 7300 East First Avenue, Denver, CO 
80280. 


Categories of individuais covered by the system: 


All active duty and inactive duty Air Force personnel who are or 
have been reported absent without leave or who have been adminis- 
tratively classified as a deserter. 


Categories of records in the system: 
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Duty status change forms; Absentee Wanted by the Armed Forces 
forms;; copy of unit commander’s initial and follow-on Report of 
Inquiry. Includes information concerning circumstances surrounding 
the unauthorized absence and attempts to locate the individual; copy 
of notification letter to next of kin stating that member is considered 
in an administrative status of an unauthorized absentee or deserter; 
Federal Bureau of Investigation (FBI) and Office of Special Investi- 
gations (OSI) reports or extracts therefrom are included in some case 
files; correspondence administratively classifying the individual as a 
deserter, if appropriate; Report of Return of Absentee Wanted by the 
Armed Forces forms. ‘ 

Authority for maintenance of the system: 


Title 10, United States Code (USC) Armed Forces - Chapter 47 - 
Uniform Code of Military Justice, Sections 885, 886 and 887. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Provides documentation and reference source for the administra- 
tion of individuals absent without leave and individuals administra- 
tively classified as deserters. Used as basis for preparing statistical 
reports required by DOD for reports provided managers of unau- 
thorized absentee programs, e.g., Major Commanders, and for 
promptly reporting changes in individual’s status to military federal 
and civil law enforcement agencies to facilitate apprehension. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed alphabetically by last name. 

Safeguards: 

Records are accessed by the custodian of the record system, per- 
sons responsible for servicing the records system in the performance 
of their official duties, and by authorized personnel who are properly 
screened and cleared for need-to-know. These records are stored in 
file cabinets in buildings that are either locked or have controiled 
access entry requirements. 

Retention and disposal: 

Documents originated at base level are maintained in the Military 
Personnel Records System. Major command files are maintained as 
temporary general correspondence files and destroyed by shredding 
one year after the calendar year in which the member returned to 
military control. Case files maintained at the Air Force Military 
Personnel Center (AFMPC/DPMAKE) are destroyed six months 
after the member is returned to military control; however, If addi- 
tional accountable disclosures are made during that six month period 
the files are transferred to the Military Personnel Records System 
and retained permanently. 


System manager(s) and address: 

Assistant Deputy Chief of Staff Personnel for Military Personnel, 
Randolph Air Force Base, Texas 78148. 

Notification procedure: 

During the period of unauthorized absence, no procedures exist for 
notifying individuals that an Absent Without Leave (AWOL)/De- 
serter file is maintained on them unless address provided by reques- 
tor. Subsequent to the member’s return to military control individuals 
can contact ihe system manager or visit the locations identified 
above. Requests from individuals should be addressed to the Systems 
Manager. 

Record access procedures: 

Contact the system manager or visit the locations identified above. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

_ Unit Commanders, Consolidated Base Personnel Office representa- 
tives, military and civilian law enforcement officials, and anyone who 
may report information concerning an absentee wanted by the 
Armed Forces. 

Systems exempted from certain provisions of the act: 

NONE 


F03501 DPMAR 
System name: 
03501 DPMAR Disability/Non-Disability Retirements Records 
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System location: 


At Air Force Military Personnel Center, Randolph Air Force 
Base, TX 78148. 


Categories of individuals covered by the system: 

Officers and airmen currently on the Temporary Disability Retired 
List (TDRL); officers and airmen who have requested voluntary 
retirement other than those whos applications were automatically 
approved. 

Categories of records in the system: 


TDRL punch card data files, retirement applications, and associat- 
ed documents biographical data. 


Authority for maintenance of the system: 

10 USC Chapter 33, Appointments in Regular Components Section 
564; Chapter 59, Separation, Sections 1164 and 1166; Chapter 61, Re- 
tirement or 10 USC Chapter 33, Appointments in Regular Compo- 
nents Separation for Physical Disability; Chapter 63, Retirement for 
Age, Section 1263; Chapter 65, Retirement for Length of Service, 
Sections 1293 and 1303; Chapter 835, Appointments in the Regular 
Air Force, Section 8303; Chapter 859, Separation from Regular Air 
Force for Failure to Meet Standards, Sections 8786 and 8796; Chap- 
ter 865, Retirement for Age, Sections 8883, 8884, 8885, 8886; Chapter 
867, Retirement for Length of Service, Sections 8911, 8913, 8915, 8916, 
8918, 8921, 8922, 8923 and 8924. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used_to provide information on retirement cases and to allow 
appropriate case processing; used to control TDRL actions; diagnos- 
tic information may be provided to attending physicians of TDRL 
members to obtain current status of originally disabling conditions. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by Name by Social Security Number (SSN). 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Stored in secure building. 

Retention and disposal: Z 

Correspondence files are retained for two years after end of year 
case was closed or inquiry responded to; disability retain files are 
retained for 90 days after case is finalized; case files are retired to 
Master Personnel Records Group when service retirement action has 
been completed; TDRL punch cards destroyed when member is 
removed from TDRL. Disposal is by shredding or burning. 

System manager(s) and address: 

Assistant Deputy Chief of Staff Personnel for Military Personnel, 
Randolph Air Force Base,TX. 

Notification procedure: 


Requesis from individuals should be addressed to the Systems 
Manager. 


Recerd access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Correspondence and forms generated in Retirements Division 
(AFMPC/DPMAR), military hospitals, HQ USAF Surgeon General 
(HQ USAF/SG), Consolidated Base Personnel offices and Major Air 
Commands, by the members themselves, and by the general public on 
retirement related matters. 

Systems exempted from certain provisions of the act: 

NONE 


F03501 DPMDQIA 
System mame: 
03501 DPMDQIA Military Personnel Records System 
System locatien: 
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Headquarters United States Air Force, Washington DC 20330. Air 
Force Military Personnel Center, Randolph Air Force Base, TX 
78148. Air Reserve Personnel Center, 7300 East First Avenue, 
Denver, CO 80280. National Personnel Records Center, Military 
Personnel Records, 9700 Page Boulevard, St. Louis, MO 63132. 
Headquarters of the major commands and separate operating agen- 
cies. At consolidated base personnel offices and other insiallaiion 
units. At State Adjutant General Office of each respective State, 
District of Columbia or Commonwealth of Puerto Rico. At Air 
Force Reserve and Air National guard units, official mailing address- 
es are in the Department of Defense Directory in the Appendix to 
the Air Force’s Systems Notice. 


Categories of individuals covered by the system: 


Air Force active duty military personnel. Officer Correspondence 
and Miscellaneous Document Group (C&M) at Air Force Military 
Personne! Center (AFMPC); Headquarters United States Air Force 
(HQ USAF) Selection Record Group (SR) at HQ USAF Assistant 
for General Officer Maiters; Retired Air Force general officers. 
Master Personnel Record Group (MPeRGp) at AFMPC; active duty 
colonels at HQ USAF, Assistant for Senior Officer Managemeui, 
C&M at AFMPC Air Force active duty officer personnel. MPeRGp 
at AFMPC Officer Command Selection Record Group (OCSR) at 
the respective major command or separate operating agency, Fieid 
Record Group (FRGp) at the respective Air Force base of assign- 
ment/servicing Consolidated Base Personnel Office (CBPO); Air 
Force active duty enlisted personnel. MPeRGp at AFMPC, FRGp at 
respective servicing CBPO, Senior Noncommissioned Officer (NCO) 
Selection Folder at the respective servicing CBPO; personnel in 
Temporary Disability Retired List (TDRL) status, Missing in Action 
(MIA), Prisoner of War (POW), Dropped From Rolls (DFR), 
MPeRGp at AFMPC; Reserve officers MPeRGp at Air Reserve 
Personnel Center (ARPC), OCSR at the respective Air Force (AF) 
major command (MAJCOM) when applicable, FRGp at the respec- 
tive unit of assignment or servicing CBPO or Consolidated Reserve 
Personnel Office (CRPO); Reserve airmen MPeRGp at ARPC, 
FRGp at the respective unit of assignment or servicing CBPO/ 
CRPO; Air National Guard (ANGUS) officers MPeRGp at ARPC, 
OCSRat the respective State Adjutant General Office, FRGp at the 
respective unit of assignment, ANGUS airmen MPerGp at the re- 
spective State Adjutant General Office FRGp at the respective unit 
of assignment; Retired Air Force military personnel; Discharged per- 
sonnel MPerGp at National Personnel Records Center (NPRC); Air 
Force Academy cadets MPerGp at unit of assignment CBPO. 

Categories of records in the system: 

Substantiating documentation such as forms, certificates, adminis- 
trative orders and correspondence pertaining to appointment as a 
commissioned officer, warrant officer, Regular AF, AF Reserve or 
ANGUS; enlistment/reenlistment/extension of enlistment; assignment 
Permanent Change of Station (PCS)/Temporary Duty (TDY); pro- 
motion/demotion; identification card requests; casualty; duty status 
changes - Absent Without Leave (AWOL)/MIA/POW/Missing/ 
Deserter; military test administration/results; service dates; separa- 
tion; discharge; retirement; security; training, Precision Measurement 
Equipment (PME), On The Job Training (OJT), Technical, General 
Military Training (GMT), commissioning, driver; academic educa- 
tion; performance/effectiveness reports; records corrections - formal/ 
informal; medical or dental treatment/examination; flying/rated status 
adininistration; extended active duty; emergency data; line of duty 
determinations; human/personnel reliability; career counseling; rec- 
ords transmittal; AF reserve administration; Air National Guard ad- 
ministration; board proccedings; personnel history statements; Veter- 
ans Administration compensations; disciplinary actions; record ex- 
tracts; locator information; personal clothing/equipment items; pass- 
port; classification; grade data; Career Reserve applications/cancella- 
tions; traffic safety; Unit Military Training; travel voucher for TDY 
to Republic of Vietnam; dependent data; professional achievements; 
Geneva Convention cards; drug abuse; Federal! Insurance; travel and 
duty restrictions; Conscientious Objector status; decorations and 
awards; badges; Favorabie Communications (colonels only); Inter- 
Service transfers; pay and allowances; combat duty; leave; photo- 
graphs; Advanced Personnel Data System products. 


Authority for maintenance of the system: 
Title 44, United States Code, Section 3101: Records Management 


by Federal Agencies; Records Management by agency heads; generai 
duties; E.O. 9397. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


In addition to satisfying the Title 44 requirement for records reten- 
tion, Military Personnel Records are utilized at all levels of Air 
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Force personnel management within the agency for actions/processes 
related to procurement, education and training, classification, assign- 
ment, career development, evaluation, promotion, compensation, sus- 
tentation, separation and retirement. Military Personnel Records are 
routinely utilized outside the Air Force for actions/processes related 
to assignment or transfer to other services or joint service organiza- 
tions; compensation claims submitted to Veterans Administration Re- 
giona! Offices; dependents and survivors requesting issuance or deter- 
mination of eligibility for identification card privileges; Civilian 
Health and Medical Program of the Uniformed Services (CHAM- 
PUS) eligibility and benefits requests - copies are provided to 
CHAMPUS, Denver, Colorado; Immigration and Naturalization - 
copies are provided to respective local Immigration Office; Unem- 
ployment Compensation Requests - verification of service related 
information provided to State Unemployment Compensation (UCX) 
Office; Vietnam State Bonus - information provided to respective 
local State offices; Civil Service requests for verification of military 
service for benfits; leave or Reduction in Force (RIF) purposes - 
copies provided to local Civilian Personnel Office; National Ceme- 
tary Burial/Headstone cases - copies provided to Superintendent 
National Cemetary, Army Quartermaster Corps, Virginia; Worldwide 
locator inquiries - response provided to legitimate requests in accord- 
ance with the Freedom of Information Act; Dual compensation cases 
involving former officers - provided to establish Civil Service em- 
ployee tenure and leave accrual rate; Social Security Retirement 
Credit Verification - verification of service data provided to subsian- 
tiate applicani’s credit for Social Security compensation; Soldiers and 
Sailors Civil Relief Act requests - verification of service - related 
information provided to State courts in civil actions; Litigation - in 
event the United Siates, its officers or employees are involved. 
Changes in member’s official records regarding name, Socia! Security 
Account Number, date or place of birth or home of record - required 
information provided to Director of Selective Service, Federal 
Bureau of Investigation, and Personnel Research Division of the Air 
Force Human Resources Laboratory at Lackland Air Force Base, 
Texas. Secretary of the Air Force Legislative Liaison releases when 
authorized by individual concerned. US Department of Agriculture 
for investigative and audit procedures US Department of the Treas- 
ury for Secret Service investigations, Coast Guard Activities Bureaus 
of Customs, Narcotics, Engraving and Printing and Internal Revenue 
Service for official activities; US State Department, Federal Aviation 
Agency for background investigations of employment applicants; 
Central Intelligence Agency for Investigations, US Postal Service for 
Official Postal Inspector Duties, General Services Administration for 
Investigation of Incumbant Employees; Department of justice for 
Investigations conducted by the Federai Bureau of investigation and 
Immigraton and Naturalization Small Business Adminisiration for 
Investigations concerning Loans, National Security Agency Review 
of Records for Security Investigations United States Information 
Agency for Review of Records for Background Investigations. 
United States Civil Service Commission to conduct investigations 
either by personal investigations or written inquiry to determine 
suitability, eligibility, or qualifications of individuals for Federal em- 
ployment, Federal contracts, or access to classified information or 
restricted areas. Separation information provided to the Veteran’s 
sar game and Selective Service Agencies. American National 
Red Cross - information to local Red Cross offices for emergency 
assistance to military members, dependents, relatives or other persons 
if conditions are compelling. Drug Enforcement Administration. De- 
partment of Labor: Bureau of Employees’ compensation - medical 
information for claims of civilian employees formerly in military 
services; Employment and Training Administration - verification of 
service-related information for unemployment compensation claims; 
Labor Management Services Administration for investigations of pos- 
sible violations of labor laws and pre-employment investigations; Na- 
tional Research Council - for medical research purposes; U.S. Sol- 
diers’ and Airman’s Home - service information to determine eligibil- 
ity. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 


Maintained in file folders placed in metal file containers or on open 
shelves. Microfiche placed in rotary power files; computer disk resi- 
dent data file consists of Social Security Account Number (SSN) and 
disk location of the associated image inderecord which includes doc- 
ument data describing document type, date, location, and number of 
pages in each document. 

Retrievability: 

Information in the system is retrieved by last name, first name, 
middie initial and Social Security Number (SSN). Records stored at 
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National Personnel Records Center Center are retrieved by registry 
number, last name, first name, middle initial and SSN. Information 
can be displayed via closed circuit television subsystem, produced on 
a duplicate microfiche, or paper reproduction. 

Safeguards: 

The prescribing directive for the Military Personnel Records 
System requires those records to be stored (after duty hours) in a 
locked building, room or filing cabinets. Access is specifically limited 
to those personnel designated by the Consolidated Base Personnel 
Office (CBPO) Chief and those provisions for access and release of 
information contained in Air Force Regulation 31-6. 

Retention and disposal: 

Users who are granted access to the microfiche files are screened 
by computer software. Those documents designated as Temporary in 
the prescribing directive remain in the records until their obsoles- 
cence (superseded, member terminates his status, or retires) when 
they are removed and provided to the individual data subject. Those 
documents designated as Permanent remain in the military personnel 
records system permanently and are retired with the master person- 
nel record group. 

System manager(s) and address: 

Assistant Deputy Chief of Staff Personnel for Military Personnel, 
Randolph Air Force Base, Texas 78148 is the official responsible for 
the system of records. Individuals in categories included above may 
deal directly with agency officials at the respective records location 
to exercise their rights under the Act. 

Notification procedure: 

The individual data subject may be notified that a record exists on 
him by submitting a request to or appearing in person at the responsi- 
ble official’s office or the respective repository for records for per- 
sonnel in his particular category during normal duty hours any day 
except Saturday, Sunday or national and local holidays. The Satur- 
day and Sunday exception does not apply to Reserve and National 
Guard units during periods of training. Response to written requests 
will be provided not later than ten days following receipt of request. 
The System Manager has the right to waive these requirements for 
personnel located in areas designated as Hostile Fire Pay areas. 

‘Record access procedures: 

The same written notification or personal visit procedures which 
apply to notification also apply to access. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

_ Sources of information contained in the system include data sub- 
ject’s applications, requests, personal history statements, supervisors’ 
evaluations, correspondence generated within the agency in the con- 
duct of official business, medical treatment records, educational insti- 
tutions, civil authorities, other service departments, and interface 
with the Advanced Personnel Data System. 

Systems exempted from certain provisions of the act: 

NONE 

F03501 REP A 
System name: 

03501 REP A Personnel Files on Statutory Tour Officers 

System location: 

_ Personnel Division, Office of Air Force Reserve (AF/REP) HQ 
USAF Washington DC 20330. Air Force Military Personnel Center 
PM» R), Randolph AFB TX 78148 (USAFR and ANG Person- 
nel) 

Categories of individuals covered by the system: 

United States Air Force Reserve Officers applying for or selected 
for assignment as statutory tour officer. 

Categories of records in the system: 

Application for extended active duty with United States Air Force, 
military career brief, resume of prior military and civilian experience, 


officer effectiveness report overall rating, correspondence and special 
orders relative to the tour. 


Authority for maintenance of the system: 
Title 10, United States Code, Section 8033 . 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


NOTICES 


Documentary support of tour applications; approval/disapproval; 
initiation, termination and extension of statutory tours; historical ref- 
erence not to exceed two years after tour termination; used by Air 
Force Military Personnel Center/Assistant for Personnel Plans, Pro- 
grams and Analysis, Reserve Forces Division (AFMPC/DPMYR); 
used for AFMPC/DPMYR as record of approval/disapproval, au- 
thority to issue Department of the Air Force Special Orders 
(DAFSOs); by Office of the Air Force Reserve (AF/RE), Director 
Air National Guard, National Guard Bureau (NGB/CF) and SAF/ 
MRR as record of approval/disapproval. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by Name. 

Safeguards: 

Records are accessed by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in securi- 
ty file containers/cabinets. 

Retention and disposal: 

Retained in office files until reassignment or separation, then de- 
stroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Chief of Air Force Reserve, Headquarters United States Air 
Force. Washington DC 20330 

Notification procedure: 


Requests from individuals should be addressed to the Systems 
Manager. Full name social security account number Personne Divi- 


- sion Office of Air Force Reserve, Pentagon, Washington DC 20330. 


Military identification card or driver's license required, if in person. 

Record access procedures: 

Individual cah obtain assistance in gaining access from the Systems 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force’s systems notice. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Information obtained from source documents (such as reports) 
prepared on behalf of the Air Force by boards, committees, panels, 
auditors, and so forth. 

Systems exempted from certain provisions of the act: 

NONE 


F03561 OKRPNQSC 
System name: 
03501 OKPNQSC AFJROTC Instructor Records System 
System location: 


AFROTC/JR1 Headquarters Air University, Maxwell Air Force 
Base, AL 36112. 


Categories of individuals covered by the system: 
AFJROTC instructors;past and present 
Categories of records in the system: 


AFROTC Form O-226, Processing Checklist; AFROTC Form O- 
222, Applicant Evaluation Form; AFROTC Form O-200, Applica- 
tion; Applicant Interview Record; Commander’s Recommendation 
(for Noncommissioned Officers on active duty only); last 10 Airmen 
Performance Reports or Officer Effectiveness Reports, or summary 
of last 10 reports which include period of supervision and overall 
evaluation: letter requesting Defense Central Index of Investigation 
(DCI) name check; photograph; DD Form 214, Report of Separa- 
tion from Active Duty; Retirement Order; miscellaneous correspon- 
dence such as resumes and letters of recommendation; copy of Air 
Force retirement physical and Physical Evaluation Board findings if 
applicant is retired with 30 percent or more disability; copy of 
Veterans Administration (VA) Form Letter (FL) 21-826, VA Form 
20-822, VA FL-21-826, and VA Form 21-6782, if applicant is retired 
with 30 percent or more disability awarded by Veterans Administra- 
tion; letter requesting medical evaluation of AFFROTC instructor 
applicants for personnel retired with 30 percent or more disability; 
letter from school officials indicating effective date of employment 
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and termination of employment; hiring checklist; AFROTC Form O- 
217, Change in AFJROTC Instructor Status; AFROTC Form O-214, 
AFJROTC Instructor Contract Card; AFROTC Instructor certifi- 
cates; letters pertaining to warning on or change of instructor certifi- 
cation status; AFROTC form 98 or 0-218 Air Force junior ROTC 
aerospace education instructor evaluation report; letters pertaining to 
appeals of ratings and /or comments on AFROTC form 98 or O-218, 
Air Force Junior ROTC aerospace education instructor evaluation 
report; instructor termination questionnaire. 

Authority for maintenance of the system: 

10 USC Chapter 102, Junior Reserve Officers’ Training Corps. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The information is collected to determine if instructor is meeting 
Air Force standards. Routine use includes the referral of any individ- 
ual’s records, if requested, to the Department of Defense, Depart- 
ment of Justice, law enforcement or investigatory authority for inves- 
tigation of possible criminal prosecution, civil court action, or regula- 
tory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, and on computer magnetic tape and 
computer printouts. 

Retrievability: 

Filed by name and Social Security Number (SSN). 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and: disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

Chief, Instructor Management Division, AFROTC/JR1, Maxwell 
Air Force Base, AL 36112, 


Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. individuals who write must furnish name grade SSAN unit 
of assignment and address. Visitors must show armed forces identifi- 
cation card and some additional source of positive identification 

Record access procedures: 

Individual can obiaia assistance in gaining access from the Systems 
Manager. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information obtained from previous employers, financia! institu- 
tions, educational institutions, police and investigating officers, the 
bureau of motor vehicles, a state or local government, witnesses and 
from source documents (such as reports) prepared on behalf of the 
Air Force by boards, committees, panels, auditors, and so forth. 

Systems exempted from certuin provisions of the act: 

NONE 


F03502 AFA A 
System name: 

03502 AFA A Cadet Management System 

System location: 

United States Air Force Academy, CO 80840. 

Categories of individuals covered by the system: 

The Air Force Academy Cadets. 

Categories of records in the system: 

(1) Records of emergency data; cadet acceptance records; oaths of 
allegiance; statements of consent; marriage, paternity, maternity, birth 
certificates; appointment orders; summer training orders; special 
orders; awards and decorations; requests for insurance; insurance 
program letters; applications for identification cards; training certifi- 
cates; data for parachutist rating (LRA); individual jump records; 
aeronautical orders; records of personnel security investigation and 
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clearance; statements of personal history; LPT scores; drug abuse 
certificates; small arms marksmanship training data; personnel data 
sheet; cadet biographical data; cadet personnel information; state- 
ments of travel; Academy/Commandant Board actions; Class Com- 
mittee actions; legal reexamination letters; course completion/retake 
letters; cadet performance reports; basic cadet evaluation reports; 
letters of appreciation; Commandant’s letters for placement, continu- 
ation, removal from aptitude, conditional probation; academic proba- 
tion notifications; final clearances (graduates); reports of separation 
from active duty; records of disenroliment from officer candidate 
type training; (2) Offenses; referrals of offenses, awards and punish- 
menis; disciplinary board actions; squadron punishment lists; (3) spe- 
cial orders; (4) Cadet aptitude briefing; (5) Evidence and statements 
gathered by the Honor Committee which have been used to deter- 
mine if accused cadeis were guilty of violating the Honor Code and 
includes a summary of the Honor Board proceedings; (6) Course 
exams; answer sheets; flight mission grade sheets; (7) Prior summer 
training completion records of programs attended; current summer 
assignments and training program preferences; (8) Mandatory nona- 
cademic appointments; (9) Board case files (proceedings, inquiries, 
investigations); (10) Outgoing clearance forms to assist cadet in out- 
processing from the Academy. 
Authority for maintenance of the system: 


i6 USC 80i2 Secretary of the Air Force: powers and duties; 
delegation by; 10 USC 9349 Cadets: organization; service; instruction. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


(1) For use in controlling and regulating cadet activity at the 
USAF Academy; (2) To report offenses committed by cadets, to 
reflect Commandant Disciplinary Board actions and conduct proba- 
tionary cases to Commandant of Cadets for his approval, to provide a 
format for reporting completion of punishments; (3) To announce 
cadet rank and position (duty) to be held. Cadet Rank Cards are used 
to input the necessary data; (4) Monthly aptitude briefings completed 
by both cadets and AOCs are used when a cadet is referred to the 
Commandant’s Board; (5) Case files are used by Cadet Honor Repre- 
sentatives to investigate possible violations of the Honor Code and as 
evidence at Cadet Honor Hearings. The case summaries are used for 
statistical record keeping and training in each squadron of Honor 
Committee activities; (6) Exams and grade sheets are used by as- 
signed officers and secretarial staff of the Navigation Division to 
resolve any questions of validity of cadet grades and as an evaluation 
tool to measure cadet performance; (7) Maintain record of summer 
training accomplishments and assign cadets to summer training pro- 
gram; (8) Schedule cadets for mandatory nonacademic appointments 
during free periods; (9) Used as a case file in board (disenrollment) 
actions initiated against cadets. Reviewed by the Office of the Secre- 
tary of the Air Force in making final decisions on disenroliment 
action. Reviewed by Superintendent, USAF Academy in making a 
decision to refer to Board of Officers; (10) Accomplish required 
outprocessing actions. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Maintained in visible file binders/cabinets, on disks or drums, file 
folders, notebooks/binders, computer printout. 

Retrievability: 

Filed by name, social security number, other identification number 
or system identifier, military service number. 

Safeguards: 


ecords are stored in locked cabinets, rooms, or safes. Computer 
records are controlied by computer system software. Manual records 
are accessed by custodians or persons who are responsible for servic- 
ing the record system in performance of official duties. 
Retention and disposal: 


(1) Stored for one year after graduation, then merged with the 
personnel records maintained by Registrar, Cadet Records Section, 
USAF Academy, CO 80840; (2) Destroyed 30 days after final action. 
Upon disenroilment or graduation, forwarded to Registrar, where 
they are microfilmed one year after graduation and retained perma- 
nently. Paper copy thea destroyed; (3) Destroyed after 30 days after 
final action. Retained in office files for one year after annual cut-off, 
then destroyed by tearing into pieces, shredding, pulping, macerating, 
or burning; (4) Maintained as part of personnel record (Permanent). 

etained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning; (5) Information is 
retained for one year in the case of first class cadets and six months 
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in the case of underclass cadets, or until graduation or elimination 
from training, then destroyed by tearing into pieces, shredding, pulp- 
ing, macerating, or burning. AF Form 525 will be submitted for 
summaries; (6) All material retained for 30 days after the end of the 
semester in which administered except for final exam answer sheets 
which are destroyed after one yar. All material to be destroyed is 
boxed and pulverized in accordance with the aforementioned time 
frame; (7) Retained in office files until graduation or elimination from 
training, then destroyed by tearing into pieces, shredding, pulping, 
macerating or burning; (8) Retained in office files for one year after 
annual cut-off, then destroyed by tearing into pieces, shredding, pulp- 
ing, macerating, or burning; (9) & (10) Retained in office files until 
superseded, obsolete, no longer needed for reference, or on inactiva- 
tion, then destroyed by tearing into pieces, shredding, pulping, mac- 
eration or burning. 

System manager(s) and address: 

Commandant of Cadets, USAF Academy, CO 80840. 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 

pealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information obtained from Commandant of Cadets Personnel. In- 
formation obtained from individual. Information obtained from 
coach. Information obtained from Educational Institutions. Informa- 
tion obtained from automated system interfaces. Information obtained 
from source documents (such as reports) prepared on behalf of the 
AF by boards, committees, panels, auditors, etc. Information ob- 
tained from civilian instructors. 

Systems exempted from certain provisions of the act: 

NONE 


: F03503 ATC RSL 

System name: 

03503 ATC RSL Basic Trainee Interview Record 

System location: 

United States Air Force Recruiting Service Liaison Office (RSL), 
Lackland Air Force Base, Texas 78236. 

Categories of individuals covered by the system: 

United States Air Force Basic Trainees who register complaints 
concerning their enlistment in the United States Air Force. 

Categories of records in the system: 

Records resulting from personal interviews with basic trainees who 


file complaints about their enlistment, including, but not limited to, 
investigations on each complaint, conclusions and recommendations. 

Authority for maintenance of the system: 

10 USC 503, enlistments; recruiting campaigns. Executive Order 
9397, 22 November 1943, Number System for Accounts Relating to 
Individual! Persons. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes ef such uses: 

Data is collected in order to have a written record of interviews 
with basic trainees who register complaints about the enlistment 
procedure. The data is used by the Recruiting Service Liaison Office 
to investigate the complaints and keep the Commander, United States 
Air Force Recruiting Service advised of the nature of complaints 
being received. It is also used as the basis for making procedural 
changes in the United States Air Force Recruiting Service when a 
trend develops in a specific area. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by name or social security number. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in the performance of their official duties and by those 


NOTICES 


who are properly screened and cleared for need-to-know. As a physi- 
these records are stored in a secured building and 


cal safeguard 
locked office. 


Retention and disposal: 

Records are cut off at the end of each calendar year, held for one 
additional year, then destroyed by shredding. 

System manager(s) and address: 

Superintendent, United States Air Force Recruiting Service Liai- 
son Office, Lackland AFB TX 78236. 

Notification procedure: 

Individuals may contact the Superintendent, United States Air 
Force Recruiting Service Liaison Office, Lackland AFB TX 78236. 
Requests must contain full name, and current mailing address. 

Record access procedures: 

Same as procedures for notification. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Records contain specific complaints/allegations made by the indi- 
vidual and responses to the complaints/allegations by appropriate Air 
Force Recruiting Service personnel. 

Systems exempted from certain provisions of the act: 

NONE 


F03503 ATC RSM 
System name: 

03503 ATC RSM Recruiting Activities Management Support 
System (RAMSS) 

System location: 

HQ United States Air Force Recruiting Service, Marketing and 
Analysis Directorate (RSM), Randolph AFB TX 78148. 

Categories of individuals covered by the system: 

Air Force enlisted personnel entering active duty. Individuals 
tested and processed for Air Force enlistment. Potential Air Force 
enlistees qualified through the Armed Services Vocational Aptitude 
Battery (ASVAB) high school testing program. Other military ser- 
vices Delayed Enlistment Pro (DEP) and active duty enlistees. 
Applicants for the Officer Training School (in-service commissioning 
program). Air Force enlisted personnel on recruiting duty. 

Categories of records in the system: 


Air Force enlistment processing records showing name, SSN, 
scores on all qualification tests, physical job qualifications, job prefer- 
ences, jobs offered, jobs accepted, other personal data relevant to 
jobs offered, recruiting and processing locations, education data, and 
dates of processing. Airman trainee history records containing name, 
SSN, and other personnel data for assignment from basic military 
training, revised job preferences, security clearance investigations, 
dependent data, education, test scores, grade and promotions, bio- 
graphical history, physical information, drug abuse history, enlist- 
ment personal and guaranteed training enlistee program data, separa- 
tion data, classification data, service dates, technical school elimina- 
tions, separations, honor graduates, and Article 15/ courts-martial 
actions. Records for high school seniors who are ASVAB tested and 
meet the basic Air Force enlistment criteria showing name, mailing 
address, test scores, and high school where tested. Enlistment pro- 
cessing records for other military services showing SSN, name, state 
and county of residence, test scores, educational level, physical pro- 
file, processing date and location, prior service, and other personal 
data such as age, sex, race, martial status, and number of dependents. 
Officer Training School (OTS) applicant records showing SSN, 
name, and other educational and personal data necessary for the 
determination and selection of attendees at OTS and subsequent 
commissioning as an Air Force officer. Air Force enlisted recruiter 
individual records showing such items as SSN, name recruiting office 
assigned, and date assigned to Recruiting Service. 


Authority for maintenance of the system: 

10 USC 503, Enlistments: recruiting campaigns. Executive Order 
9397, 22 November 1943, Number System for Accounts Relating to 
individual persons. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To furnish leads to the field recruiters derived from the high 
school ASVAB testing program, evaluate Air Force recruiters on 
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effectiveness of screening out potential under/overweight applicants, 
evaluate recruiter’s and job counselor’s activity and efficiency levels, 
analyze preenlistment job cancellations for common denominators 
(reasons), analyze post-enlistment training pipeline attritions for 
common denominators (reasons), evaluate Air Force job reservation 
pool and past enlistments for effect of potential changes in enlistment 
policies in areas such as mental qualifications and physical qualifica- 
tions, evaluate interservice recruiting performance, screen other serv- 
ice enlistees from Air Force advertising lead files, determine pass/fail 
rates for mental and physical testing, track training performance of 
Air Force enlistees, study the correlation of job held with perform- 
ance on the job, study correlation of quality indicators with 
enlistment performance, feedback to field recruiters of individual 
records on all training attritions, and analyze advertising responses. 
Used by the personnel record maintenance activity to cross-check file 
completeness and accuracy. Individual records are aggregated into 
various statistical analyses for all levels to ascertain recruiting and 
seasonal procurement trends, to predict future potential develop- 
ments, and to assist in the development of procurement, classification, 
and assignment policies for Air Force military personnel. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records are stored on computer magnetic tapes, computer magnet- 
ic disks and computer paper printouts. 

Retrievability: 

Filed by name, SSN, or non-personal identifier. 

Safeguards: 

Records are accessed through computer run scheduling arrange- 
ments by persons responsible for servicing the system in performance 
of their official duties. Computer paper printouts are distributed only 
to authorized users. Records are physically safeguarded by controlled 
access to the computer facility, secured buildings and locked rooms. 

Retention and disposal: 

Enlistment processing records are retained until no longer needed 
for recruiting purposes; recruiter records are retained for one year 
after individual is removed from recruiter production status; ASVAB 
testing lead information is retained for 60 days. These retentions are 
built into the computer system program with automatic software 
controlled deletions from the machine-readable record. 

System manager(s) and address: 

Director, Marketing and Analysis Directorate (RSM), HQ United 
States Air Force Recruiting Service, Randolph AFB, TX 78148. 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. Request must contain full name, and current mailing ad- 
dress. 

Record access procedures: 

Same as procedures for notification. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

The source of all records in the system are from automated system 
interfaces. 

Systems exempted from certain provisions of the act: 

NONE 


F03504 DPM A 


System name: 
03504 DPM A Relocation Preparation Project Folders. 
System location: 
At Consolidated Base Personnel Offices (CBPOs) only. Official 


mailing addresses are in the Department of Defense directory in the 
appendix to the Air Force’s system notice. 


Categories of individuals covered by the system: 


Maintained on all active duty Air Force personnel selected for 
relocation as the result of retirement, separation, release from ex- 
tended active duty, Permanent Change of Station (PCS), or Tempo- 
rary Duty (TDY). 

Categories of records in the system: 


Relocation records may consist of appropriate checklist, orders and 
amendments thereto, letters from agencies outside the CBPO regard- 
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ing the member’s relocation, record of emergency data, Records 
Transmittal/Request, servicemen’s request for compensation from the 
veterans administration, PCS or TDY Levy Notification Letter/ 
Brief, duplicates of correspondence directing/authorizing the reloca- 
tion, Assignment Instruction Worksheet, Basic Assignment Eligibility 
Checklist, Assignment Preference Statement, Medical/Dental Clear- 
ance for Assignment to short-tour area, Medical and Educational 
Clearance for Dependent Oversea Travel, Oversea Tour Election 
Statement, Cancellation/Diversion of Assignment or change of re- 
porting month and components of the Field Records Group for 
consolidation and forwarding to new location. 

Authority for maintenance of the system: 

10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by and 8032, General duties. Routine uses of records 
maintained in the system, including categories of delegation by and 
8032, General duties. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Each type of relocation of Air Force personnel requires that spe- 
cific actions are accomplished. These actions are described either on 
a checklist or by sending a form letter to the applicable base activity 
having a responsibility for insuring accomplishment of the action. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name within departure month. 

Safeguards: 

Records are accessed by authorized personnel in performance of 
their official duties who are properly screened and cleared for need- 
to-know. Records are stored in locked cabinets/or rooms. 

Retention and disposal: 

Records are maintained for a period of six months after departure 
of the member, then removed. and destroyed by tearing into small 
bits, macerating, burning, shredding, or pulping. 

System manager(s) and address: 

Assistant Deputy Chief of Staff Personnel for Military Personnel, 
Randolph AFB Texas 78148. 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. And individuals may deal directly with agency officials at 
each respective location. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. And individuals may deal directly with agency officials at 
each respective location. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Computer print-outs, information obtained from the unit personnel 
records, from the unit commander, the supervisor and from the 
member. 

Systems exempted from certain provisions of the act: 

NONE 


F03504 0JMPLSC 
System name: 
03504 OJMPLSC Assessments screening records. 
System location: 


3507 Airman Classification Squadron, Lackland AFB, TX 78236. 
Defense Investigative Service, Personnel Investigation Control 
Center, Post office box 1211, Baltimore, MD 21203. 


Categories of individuals covered by the system: 

Basic Airmen selected for assessment screening. 
Categories of records in the system: 

Biographical questionaire, reference letters, peer ratings. 
Authority for maintenance of the system: 

44 USC 3101. 
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Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Screening for assignment to sensitive high risk Air Force jobs 
Defense Investigative Service to enhance efficiency and reliability of 
personnel security investigations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by Name. Filed by Social Security Number (SSN). Filed by 
other identification number or system identifier. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
accessed by authorized personnel who are properly screened and 
cleared for need-to-know. Records are stored in locked cabinets or 
rooms. Records are controlled by personnel screening. 

Retention and disposal: 

Retained in office files for one year after annual cut-off, then 
destroyed by tearing into pieces, Records on airmen accepted for 
sensitive and/or high risk assignments are retained in office files for 
~ eighteen months, then destroyed. Records of non-selectees are re- 
tained in office files for one year, then destroyed. Destruction is by 
tearing into pieces, shredding, pulping, macerating or burning. 

System manager(s) and address: 

Commander 3507 Airman Classification Squadron Lackland AFB 
TX 78236. 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. and include name social security number proof of same. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force’s systems notice. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information obtained from previous employers, financial institu- 
tions, educational institutions, medical institutions, trade associations, 
police and investigating officers, a state or local government, peers, 
character references, and the individual member. 

Systems exempted from certain provisions of the act: 

NONE 


F03505 DPMAO B 
System mame: 
03505 DPMAO B Personnel Action File (Digest File) 
System location: 


At Air Force Military Personnel Center, Randolph Air Force 
Base, TX 78148 for active duty officers and Air Reserve Personnel 
Center, 7300 East First Ave. Denver CO 80280. for nonactive duty 
USAFR officers. 


Categories of individuals covered by the system: 


Air Force active duty officer personnel and nonactive duty 
USAER officers. 


Categories of records in the system: 


Composed largely of sumaries/extracts or notices of the Air Force 
Office of Special Investigations (AFOSI) Reports of Investigation 
(ROIs). The system may also contain other official records or docu- 
ments which reflect relevant derogatory information about officers, 
€.g., notice of involuntary separation proceedings, notice of Special 
Security File, reports of AWOL/Desertion status, administrative in- 
quiries and investigations, Inspector General (IG) reports, and re- 
ports of violations of public trust in contract, procurement, and other 
matters. Additionally, a file will contain a statement regarding the 
subject matter from the officer if one is made, plus any comments 
and recommendations by the member’s commander. Finally, a Digest 
File will contain copies of documentation used to notify the individu- 
al and the commander of the file and a record of the Officer Person- 
nel Records Review Board (OPRRB) decision to retain the file. The 
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system of records also includes letters of notification when digest 
files are destroyed. 

Authority for maintenance of the system: 

10 U.S.C. 8012. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: : 

Digest Files are reviewed by career management officials and 
Centra! Selection Boards at AFMPC or ARPC, as appropriate, to 
insure the propriety of personnel decisions finalized at those levels 
regarding promotion, assignment, mobilization, recall to extended 
active duty, selection, utilization and separation. The purpose of such 
review is to insure that individual career management decisions en- 
hance the quality of professionalism in the Air Force. 

Policies and practices for storing, retrievimg, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed alphabetically by name. 

Safeguards: 


Records are accessed -by persons responsbile for servicing the 
record system and by other personnel whose names appear on an 
authorized access list indicating they have a need to know in the 
performance of their official duties. Records are stored in locked 
cabinets. 

Retention and disposal: 

Disposition is pending approval under 44 U.S.C. 3303(3). 

System manager(s) and address: 

Chief, Special Control and- Records Review Group (AFMPC/ 
DPMAO), Randolph AFB TX 78148 for active duty officers and 
Commander, Air Reserve Personnel Center (ARPC), 7300 East First 
Ave. Denver CO 80280 for non-active duty USAFR officers. 

Notification procedure: 


Requests from individuals should be addressed to the Systems 
Manager. Written requests should contain the member’s full name, 
rank, and SSN. Information may also be cbtained by personal visit 
with the appropriate Systems Requests from individuals should be 
addressed to the Chief, Special Control and Records Review Group 
(AFMPC/DPMAO), Randolph AFB TX 78148 for active duty offi- 
cers or the Documentation Management Officer (ARPC/DADP), 
7300 East First Avenue, Denver CO 80280 for nonactive duty 
USAFR officers. Written request(s) for information should contain 
full name of individual, rank and SSN (Social Security Number). 
Nonactive duty USAFR officers should also include current address 
and the case (control) number shown on any correspondence re- 
ceived from the Center. Information may be obtained by active duty 
officers by personal visit with the System Manager upon verification 
of the identification data required for written requests. Nonactive 
duty USAFR officers may review records in Records Review Room 
(2-Bi8-2) ARPC, 7300 East First Avenue, Denver CO 80280, be- 
tween 8:00 A.M. and 3:00 P.M. on normal work days. For personal 
visits, the individual should provide current Reserve ID cards and/or 
drivers license and present some verbal information that could verify 
their identity from their record. 


Record access procedures: 

Individuals can obtain access to their own Digest Files by follow- 
ing the procedures described above. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Digest File information is obtained from AFOSI, Commanders, 
Consolidated Base Personnel Offices, FBI, MAJCOMs, HQ USAF/ 
IG and from official records, reports or documents prepared on 
behalf of the Air Force by boards, committees, panels, and investigat- 
ing Officers. 

Systems exempted from certain provisions of the act: 

NONE 


F04501 ARPC A 
System name: 
04501 ARPC A Air Force Reserve Application. 
System location: 
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At Air Reserve Personnel Center, 7300 East First Avenue, Denver 
CO 80280. 


Categories of individuals covered by the system: 

Air Force active duty personnel, civilian employees and former 
employees, Air Force Reserve and Air National Guard personnel, 
dependents of military personnel. 

Categories of records in the system: 


Copies of application for appointment as reserve of the Air Force 
and comparable forms, correspondence, and related papers. Applica- 
tions for extended active duty (EAD) including correspondence and 
related papers. 

Authority for maintenance of the system: 


10 USC 275 Personnel Records, 10 USC 672 Reserve Components 
General, 10 USC 8358 Commissioned Officers original appointment; 
service credit, 10 USE 8359 Commission Officers original appoint- 
ment; determination of grade. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: - 

To determine if individual qualifies for appointment or commis- 
sioning in the Reserve of the Air Force or voluntary entry on EAD 
and qualifications, if any, for an Air Force Speciality Code (AFSC). 
Medical applications are forwarded for approval to AFMPC/SG, 
Randolph AFB, TX 78148. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files and file folders. - 

Retrievability: 

_ Filed by Social Security Number (SSN), by name, or case control 
number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are protected by guards. 

Retention and disposal: 

Destroy one year after approval or one year after individual de- 
clines appointment. Applications for EAD are destroyed after one 
year or when superseded, obsolete and no longer needed for refer- 
ence or inactivation whichever is sooner. Documents destroyed by 
tearing, shredding, macerating, or pulping. 

System manager(s) and address: 

Commander Air Reserve Personnel Center (ARPC), 7300 East 
First Avenue, Denver, CO 80280. 

Notification procedure: 

Request from individual should be addressed to the Documentation 
Management Officer ARPC/DADP, 7300 East First Avenue, 
Denver, CO 80280. Written request for information should contain 
full name of individual, Social Security Number (SSN), current ad- 
dress and the case control number shown on any correspondence 
received from center. Records may be reviewed in records review 
room ARPC, 7300 East First Avenue, Denver, CO 80280, between 
8:00 A.M. and 3:00 P.M. on normal work days. For personal visits, 
the individual should provide current Reserve ID Card and/or driv- 
ers license and give some verbal information that could verify his/ 
her identification, such as is on an application for a reserve appoint- 
ment or EAD. 

Record access procedures: 

Individual can obtain assistance in gaining access from Documenta- 
tion Management Officer, ARPC/DADP, 7300 East First Avenue, 
Denver, CO 80280, telephone (303) 394-4667. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information from individual applying for appointment in the re- 
serve, applications for extended active duty, and statement of military 
served Navy or Marine Corps. 

Systems exempted from certain provisions of the act: 

NONE 


F04501 OKPNQSA | 
System name: 


04501 OKPNQSA Cadet records. 
System location: 


AFROTC/SDA, Maxwell AFB, AL. 36112 and AFROTC detach- 
ments. Official mailing addresses of the detachments are in the De- 
partment of Defense directory in the appendix to the Air Force:s 
system notice. 


Categories of individuals covered by the system: 


AFROTC cadets applying for/enrolled or previously enrolled 
(within the past three years) in the professional Officers course or the 
general military course, if the latter participation was in a scholarship 
status. 


Categories of records in the system: 


Applications for enrollment in the Air Force reserve Officer corps 
(AFROTC) courses, applications for the AFROTC scholarship pro- 
gram, substantiation documents of qualification for the courses or 
programs, acceptances of applications, awards of scholarships, docu- 
ments attesting to medical, academic, moral and civic qualifications, 
documents recording progress in flying instruction, academic currilu- 
lum and leadership training, counseling summaries, records of disen- 
roliment from other Officer candidate training; records of separation 
or discharge from Officer candidate training; records of separation or 
discharge of prior servicemen; financial record data, certification of 
degree requirements; documents tendering and accepting commis- 
sions, documents verifying national agency checks or background 
investigations, documents required or proffered during investications 
for disenrollment, legal opinions, letters of recommendations, cor- 
roboration by civil authorities, awards, citations; and allied papers. 


Authority for maintenance of the system: 


Title io U.S.C., chapter 103; military selective service act of 
1967,section 6 (50 U.S.C. App 456); 10 USC 8012. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Information collected is for the purpose of recruiting and qbalify- 
ing a candidate for acdeptance as an AFROTC cadet, continuing the 
cadet in the program and awarding an Air Force commission. Each 
detachment, located at its host institution, is the routine user for the 
members in its particular program. AFROTC, Maxwell AFB, AL, is 
a user by exception, that is, data is requested from the routine user if 
there is an aberration in the qualification of an individual for accept- 
ance, continuation or graduation from the ROTC program. AfROTC 
execises waiver authority that enables deserving individuals to remain 
in the program on a conditional basis if they perform below stand- 
ards. AFROTC also requests data for disenroilments, changes in 
categories and graduation dates. Additionally, AFROTC requests 
data from the routine user for congressional inquiries, special pro- 
jects, awards, honors and inter-service ROTC transfers. Air Universi- 
ty (AU), as a Major Command, supervises execution of laws, plans 
and policies relating to AFROTC, as such, AU requires information 
in exercising its Command and Control function, i.ec., Major Com- 
mand inspections, waiver authority, and data reporting to superior 
agencies. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 


The life-cycle of the records begins with the application and test- 
ing of the candidate. Documents establishing qualification and satis- 
faction of criteria along with contracts and allied documents establish 
the cadet record. Progress documents, counseling sheets and per- 
formance records are maintained until graduation and commissioning. 
Finally, the records are destroyed one year after commissioning. An 
exception to the one year retention is the record of a disenrolee, one 
who does not complete the program nor receive a commission. 
Under these circumstances, the cadet record is maintained for three 
years. Further disposal of records is by burning, pulping or tearing 
into pieces. 

Retrievability: 

Records are retrieved by name, social security number and detach- 
ment number as paper records in file folders. 

Safeguards: 

Safeguards are storage in file cabinets that are accessible to the 
detachment staff and the individual concerned. AFROTC employs a 
locked rotary diebold power file and file cabinets accessible to the 
staff. 

Retention and disposal: 


Records are destroyed by standard means one year after a cadet is 
commissioned. Disenrolled cadets: records are retained for three 
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years and then destroyed by tearing into pieces, mascerating, oF 
burning. 

System manager(s) and address: 

Director of senior program, Air Force Reserve Officer Training 
corps Maxwell AFB, AL 36112; and detachment Commander of the 
appropriate AFROTC detachment. 

Notification procedure: 

Requests from individuals should be addressed to the detachment 
Commanders of their particular AFROTC detachment indicating 
their name and social security number. However, if their request for 
information involves an investigation for disenrollment, the addressee 
is AFROTC/SDA, Maxwell AFB, AL 36112, both addresses may be 
visited by the requester. 

Record access procedures: 

Requests from individuals should be addressed to the detachment 
Commanders of their particualr AFROTC detachment,indicating 
their name and social security number. However, if their request for 
information involves an investigation for disenrollment, the addressee 
is AFROTC/SDA, Maxwell AFB, AL 36112, both addresses may be 
visited by the requester. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Sources of records in the system are educational institutions, sec- 
ondary and higher learning; government agencies; civilian authorities; 
financial institutions; previous employers; individual recommenda- 
tions, interviewing Officers; and civilian medical authorities. 


Systems exempted from certain provisions of the act: 


Parts of this system may be exempt under 5 U.S.C. 552a(k). For 
additional information, contact the Systems Manager 


F05001 AFA A 

System name: 
05001 AFA A Faculty Academic Records. 
System location: 
At United States Air Force Academy, CO 80840. 
Categories of individuals covered by the system: 
AF Academy cadets and graduates. 
Categories of records in the system: 


(1) Cadet information card. (2) Listings of all cadet academic 
schedules including final examination schedules; rosters of cadets, by 
course, taking final examinations; extra instruction or hospital instruc- 
tion schedules; rosters of cadets requesting permission to enroll in 
independent study, or authorized to drop or add course; listings of 
course rosters prepared for current semester indicating individual’s 
enrollment by course section; reports of reasons for cadet absences or 
lateness for academic causes; listings of cadets improperly registered 
in classes. (3) Themes, research papers, graded recitations, grade 
reviews, other graded work, laboratory reports, case studies, final 
and midterm examinations, turnout examinations, validation examina- 
tions, and graded reviews of courses in which no final examination is 
given. (4) Copies of academic schedules and grades; interview forms; 
requests for academic waivers; documentation of academic difficulty; 
plans outlining courses that must be taken in order to graduate. (5) 
Graduate record examination scores, orders of merit scores, cumula- 
tive GPA scores, pane] commentaries and transcripts. (6) Various 
cadet grade reports, cards and sheets utilized in auditing and distrib- 
uting academic grades. 

Authority for maintenance of the system: 


10 USC Chapter 903, United States Air Force Academy. Routine 
uses of records maintained in the system, including 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

(1) Individual cards on cadets listing name, date of birth, SSN, 
Admission examination scores, course grades and instructor evalua- 
tions concerning aptitude, attitude, and performance are used by 
faculty departments to evaluate potential cadets for commissioned 
service and to evaluate potential cadets as future instructors. (2) 
Provides both cadets and instructors of schedules of classes and 
classrooms and an explanation for any deviation from these schedules 
and is used by the cadets and Dean of the Faculty staff to provide 
locator and scheduling information and to provide course offering 
information, change current and future semester course enrollments, 


NOTICES 


reschedule cadets and establish criteria for resectioning cadets in 
their courses during the academic year. (3) Utilized in assigning 
grade scores by Faculty department, to monitor progress of cadets 
throughout the academic year and to determine grades. (4) Used for 
counseling cadets on academic performance by the counselors and 
advisors. Assists the cadet in planning an academic program that will 
satisfy graduation requirements. (5) Used in the applications of gradu- 
ates competing for the various fellowships and other post graduate 
scholarships by Graduate Scholarship Committee. (6) Used in audit- 
ing and distributing academic grades by Dean of Faculty staff and is 
complied to determine a letter grade for each student in each course. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files, on computer magnetic tapes and printouts, 
and in file folders/notebooks/binders/ visible files. 

Retrievability: 

Filed by name, military service number, date of birth, or other 
identification number of system identifier such as cadet number. 

Safeguards: 

Records are accessed by authorized person(s) responsible for ser- 
vicing the record system in performance of their official duties. 
Records are stored in locked safes, file containers, cabinets or rooms. 

Retention and disposal: 

(1) Retained at USAF Academy, CO 80840 in the department(s). 
Desireyed by tearing into pieces, oe pulping, macerating, or 
burning after purpose has been served for five years afier graduation. 
(2) Retained in office files until superseded, obsolete, no longer 
needed for reference, or on inactivation, then destroyed by tearing 
into pieces, shredding, pulping, macerating or burning. (3) Retain for 
no more than 90 days after end of the semester in which administered 
the discretion of the course director, return to the cadet for retention 
as reference and study materials. (4) Same as (2) above. (5) Trans- 
ferred to USAF Staging Area, USAF Academy, CO 80840, 15 years 
after graduation, then destroyed by tearing into pieces after 10 addi- 
tional years. (6) Cadet Grade Report, one copy placed in course 
book as history of course, all other copies destroyed after one year 
by tearing into pieces. Grade Card used as input to computer and 
destroyed at the end of each semester by tearing into pieces. Perma- 
nent Record Card is the permanent record of each cadet’s grades. It 
is retained in Cadet Records Section, USAF Academy, CO 80840. 

System manager(s) and address: 

Dean of Faculty, United States Air Force Academy, CO 80840. 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager 

Record source categories: 

Information obtained from source documents such as reports pre- 
pared on behalf of the AF by boards, committees, panels, auditors 
and so forth. Information obtained from educational institutions, indi- 
vidual, Department Heads, automated system interfaces and from 
course requisites. 

Systems exempted from certain provisions of the act: 

NONE 


FO05001 OBXQPBB 
System name: 


05001 OBXQPBB USAF Academy Cadet/Nominee/Applicants 
Athletic Records 


System location: 
Ai United States Air Force Academy, CO 80840. 
Categories of individuals covered by the system: 


Air Force Academy cadets. Air Force Academy nominees/appli- 
cants. 


Categories of records in the system: 


Records cover athletic participation by cadets, nominees, and ap- 
plicants, contest results, news articles and athletic background infor- 
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mation. Include Roster S: of squadron teams, cadet participation in 
high school, intercollegiate sports, athletic questionnaire, physical 
educa- tion grades, test scores, participation absentee and injury rec- 
ords, congressional correspond- ence between candidate and con- 
gressman, regarding Academy appointment (used by athletic person- 
nel only). 

Authority for maintenance of the system: 

10 USC 8012. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records are used to verify participation in intercollegiate athletics 
determine athletic background of candidates and encourage comple- 
tion or appointment to academy record cadet participation in intra- 
murals, monitor cadets’ physical education progress, determine 
grades, as basis for intramural awards, background for biographies 
and hometown news releases, track intramural injuries and absentees. 

Policies and practices for storing, retrieving, ace essing, retaining, and 
disposing of records in. the system: 


Storage: 

Maintained in note books/binders. Maintained on computer mag- 
netic tapes. Maintained in file folders. Maintained in card files. Main- 
tained as photographs. 

Retrievability: 

Filed by Name. Filed by Military Service N 

Safeguards: 

Records are accessed by custodian of the record system. Records 
are accessed by person(s) responsible for servicing the record system 
in performance of their official duties. Records are stored in security 
file containers/cabinets, Records are stored in locked cabinets or 
rooms. 

Retention and disposal: 

All records, with the exception of physical education grades and 
test scores, are retained in office until superseded, obsolete, no longer 
needed for referrence, then desiroyed by tearing into pieces, pict 

ding, pulping, macerating, or burning. Grades and test scores ar 
microfilmed and retained as a permanent record. The original c card is 
retired to the USAF Ac ademy Staging area and destroyed after two 
years. 

System manager(s) and address: 

Director of Athletics, USAF Academy, Co. 80804. 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. 

Record access procedures: 


umber. 


Individual can obtain assistance in gaining access from the Systems 
Manager. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Chief of Intramural Division, individuals team coaches, individual 
instructors, cadet squadron athletic officer, educational institutions, 
public media, individual candidates, instructor grading worksheet, 
officer in charge of individual sport, individual athlete or registrar’s 
office. 

Systems exempted from certain provisions of the act: 

NONE 

. F05002 ATC TTS 
System name: 
05002 ATC TTS Student Record of Training. 
System location: 


All Technical Training Centers of Air Training Command (ATC); 
Field Training Detachments of ATC and the 3700 Technical Train- 
ing Wing/TTS, Sheppard AFB TX 76311; Officer Training School, 
Lackland AFB TX 78236; Community College of the Air Force, 
Lackland AFB TX 78236; and the Washington National Records 
Center, Washington DC 20409. Official mailing addresses are in the 
Department of Defense directory in the appendix to the Air Force’s 
system notices. 

Categories of individuals covered by the system: 


Active duty military personnel and civilian employees, Air Force 
Reserve and Air National Guard personnel, foreign nationals, and 


retired Air Force military personnel who have attended a training 
course conducted by an ATC activity. Employees of Air Force 
contractors receiving training at USAF schools. 


Categories ef records in the system: 

Records. of individual training and education, subjects studied, 
reading proficiency training, hours, final grades, and graduation data. 

Authority for maintenance of the system: 

i0 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by and Executive Order 9397, 22 November 1943, 
Number System for Accounts Relating to individual persons. Routine 
uses of records maintained in the system, including 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Record individual attendance, achievement and special training 
progress. To evaluate student’s potential for commissioning and need 
for remedial reaching. Used by FTDs to determine student eligibility 
to receive certificate of training, and by the Community Coilege of 
the Air Force to grant college crediis for successful completion of 
the course. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by name, SSN, by course number, and graduation month and 
year. 

Safeguards: 

Records are accessed by the custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. Records are stored in locked cabinets and 
rooms. 

Retention and disposal: 


Record of individual hours and final grades - held one year, then 
destroyed; source, support, and control data basic trainee records and 
special training © ecords - retained for six months after monthly 
cutoff, then destroyed; Nelson Denny Reading Test Answer Sheets - 
retained for the class duration, then destroyed; Officer Training 
Schooi Student Training Summaries maintained for two years after 
cutoff, then destroyed: Field Training Student Attendance and 
Rating Records - retained at Sheppard AFB TX 76311 for two years 
then retired to the Washington National Records Center for an addi- 
tional 28 years, then destroyed; Siudent Record of Training - re- 
iained at the local ATC Center for two years then retired to the 
Washington National Records Center for an additional 28 years, then 
destroyed; Training Progress Reading Proficiency Case Files - de- 
stroyed three months after class/course completion. All of the above 
records are destroyed by tearing into pieces, shredding, pulping, 
macerating, or burning. 

System manager(s) and address: 

Deputy Chief of Staff for Technical Training, Standards and Eval- 
uation Directorate, Randolph AFB TX 78148 (for other than classes/ 
courses completed at ATC Field Training Detachments & Officer 
Training School). The 3700 Technical Training Wing/TTS for 
classes/ courses conducted by ATC Field Training Detachments and 
the Commander, Officer Training School for OTS student records. 
Official mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force’s system notices. 

Notification procedure: 


Contact Training Department at the Air Force base where the 
training was conducted for ATC technical training center courses; 
3700 Technical Training Wing/TTS, Sheppard AFB TX 76311, for 
classes/ courses completed at an ATC Field Training Detachment; 
and Officer Training School/CC, Lackiand AFB TX 78236, for OTS 
student records. Full Name, Social Security Number, Course Number 
or Title and Dates of Attendance is required. For personal visits, 
identification card or driver’s license is acceptable proof of identity. 

Record access procedures: 


Individuals can obtain assistance in gaining access from the system 
manager for OTS student records and classes/courses completed at 
an ATC Fieid Training Detachment or from the systems manager in 
the training department at the Air Force base in ATC where training 
was conductéd. 


Contesting record procedures: 
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The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Training Center Organizational Directory; Enlistment Records; 
Basic Military Training Records; Score from Nelson Denny Reading 
Test; Internal Testing and Instructor/Peer Observation; Information 
obtained from source documents (such as reports) prepared on behalf 
of the Air Force by boards, committees, panels, auditors, and so 
forth. 

Systems exempted from certain provisions of the act: 

NONE 

F05002 6J DOZB 
System name: 

05002 0J DOZB Individual Academic Records - Survival Training 
Students 

System location: 

Fairchild AFB, WA 99011 

Categories of individuals covered by the system: 

officer and enlisted aircrew members 

Categories of records in the system: 

survival training students performance 

Authority for maintenance of the system: 

44 USC 3101 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

document and evaluate students performance 

Policies and practices for storing, retrieving, accessing, retaiming, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by Name. Filed by other identification number or system 
identifier. 

Safeguards: 

Records are stored in locked cabinets or rooms. 

Retention and disposal: 

Retained in office files for two years after annual cut-off then 
forwarded to the Washington National Records Center, where rec- 
ords will be held an additional 28 years, then destroyed by tearing 
into pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: , 

Deputy Chief of Staff Operations, Headquarters Air Training Com- 
mand Randolph AFB TX 78148 

Notification procedure: 

Requests from individuals should be addressed to the the 3636 
CCTW/DOOS, Fairchild AFB WA 99011. Requests should include 


name, rank, social security number, course(s) attended and graduation 
date, if known. 


Record access procedures: 

Individual can obtain assistance in gaining access by contacting 
3636 CCTW/DAD, Fairchild AFB WA 99011 or by contacting the 
systems manager. 


Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

survival training supervisors and staff officials 

Systems exempted from certain provisions of the act: 

NONE 

FO5002X0J ED A 
System name: 

65002X0J) ED A Community College of the Air Force Student 
Record System 

System location: 

The system is centrally administered by the Community College of 
the Air Force (CCAF), Lackland AFB TX 78236. Computer process- 
ing for the system is furnished by the Air Training Command Direc- 
torate of Data Automation (HQ ATC/ACD), Randolph AFB TX 
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78236 Microfiche for the system are created by the USAF Security 
Service (HQ USAFSS/DADS) Kelly Air Force Base, TX 78243 


Categories of individuals covered by the system: 


The system may have a record for any person who has a social 
security number and who has since 1 January 1968 completed a 
formal course of instruction conducted by one of the Air Force 
schools identified in the current Community College of the Air Force 
General Catalog. (Note: Such courses do not include pre-commis- 
sioning courses and courses conducted exclusively for officers or 
their civilian counterparts.) The system also includes records reflect- 
ing Air Force courses completed before 1968 and other educational 
accomplishments for persons who as enlisted members of the Air 
Force registered in programs of study leading to credentials awarded 
by the college. (Note: Both here and where appropriate below, the 
general term Air Force should be understood as including the regular 
Air Force, the Air Force reserve, and the Air National Guard.) 

Categories of records in the system: 

The college originates and maintains individual academic records 
and, where necessary to serve Airmen registered in study programs 
leading to credentials awarded by the college, maintains a variety of 
source or substantiating records such as copies of registration appli- 
cations and document control records derived from such applica- 
tions; civilian college transcripts; college level examination program 
score reports; copies of educational records originated by other Air 
Force and non-Air Force agencies external to the college (such as 
the Federal Aviation Agency, the United States Armed Forces Insti- 
tute, and the Defense Activity for Non-traditional Education Sup- 
port); copies of a variety of Air Force personnel records (such as 
documents derived from master records maintained by the USAF 
Military Personnel Center and microfiche records of locator data); 
and records of credentials awarded to graduates. As necessary to 
manage the day-to-day operations and to plan development of the 
record system the college also maintains copies and related records 
of communications from, to, or regarding persons interested in the 
college, its educational programs, its student record system, and 
related matters. Copies of and statistical records derived from indi- 
vidual responses to surveys, questionnaires, and similar instruments 
authorized by HQ USAF may also be maintained as needed for 
managerial evaluation and planning by officers of the college. 


Authority for maintenance of the system: 
44 USC 3101. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Records originated in the system serve the purpose of document- 
ing, in terms of credit awarded or accepted in transfer by the college. 
individual educational accomplishments which satisfy curricular re- 
quirements of study programs leading to credentials offered by the 
coliege. Transcripts of records originated in the college are at the 
written request of persons concerned furnished to any recipient(s) 
designated in such requests. Such recipients typically include Air 
Force Education Services Centers, other offices where Air Force 
personnel are stationed, educational institutions, and potential or cur- 
rent employers. CCAF transcripts and copies of other records origi- 
nated in the college are typically used to support educational and 
occupational counselling, planning, and development; admission to 
other colleges; and related individual affairs. Other disclosures of 
persona! records originated in or maintained by the college may 
without the knowledge or written consent of persons concerned be 
made to Air Force officers, enlisted personnel, and civilian employ- 
ees directly involved in administering or supporting the educational 
programs offered or records managed by the coilege; other Air 
Force officers, enlisted personnel, and civilian employees who pro- 
vide educational and related services to Air Force personnel; officers 
and employees of other agencies as may be necessary to comply with 

equests for records under the Freedom of Information Act (5 
552, as amended by Public Law 93-502); and to officers and 
employees of other agencies as may be necessary to overcome ex- 
tended interruptions in normal computer processing. Similar inciden- 
tal disclosures of information recorded in the system may be made to 
employees of Honeywell, Inc., and other civilian contractors who 
may be engaged by the Air Force to to provide services which 
directly or indjrectly support the record system. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: ‘ 

Storage: 

Permanent student records are maintained on and reproduced as 
necessary from microfiche created by computer processing. Micro- 
fiche are maintained in special filing stands and in special three-ring 
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binders. Computer records are maintained on and as necessary repro- 
duced from magnetic media (tape and disk) which when not in use 
are filed in special cabinets and racks in a library facility. Paper 
records are maintained in file folders, card files, and conventional 
cabinets, and in special binders and cabinets designed for computer 
listings. 

Retrievability: 


Computer records are retrievable by a combination of social securi- 
ty number (SSN) and certain letters of last name. Microfiche records 
are retrievable by SSN exclusively. Paper records are retrievable by 
either SSN or name. Note as may be necessary to support managerial 
studies by the college staff, computer records may also be retrieved 
in groups where such records bear common information. 

Safeguards: 

Records maintained in the college are norma!ly disclosed only 
upon written request from the persons whose records are to be 
discicsed or upon written request from an Air Force officer or 
employee responsible to provide educational or related services to 
Air Force pérsonnel. Disclosures to non-Air Force agencies not 
requested by the individual are made only with consent of an officer 
of the college and as consistent with the Privacy Act of 1974 and the 
Freedom of Information Act. Except for disclosures wiihin the col- 
lege as may be necessary to its operations, requests by telephone and 
other unwritten means will not be honored unless in the judgment of 
a responsible member of the college staff the requestor is a member 
or employee of the Air Force acting on behalf of, or is, the person 
whose record is requested. Special care is exercised to ensure com- 
plete identification of the requestor, the person whose record is to be 
disclosed, and intended use. Other systematic safeguards to ensure 
integrity of records include secure storage of successive generations 
of computer master files, existence and long term retention in other 
Air Force agencies of records which would be needed to rebuild the 
entire system in the event of catastrophe, and traditional measures to 
ensure the security of Air Force facilities. All records in the system 
are during duty hours attended by responsible Air Force personnel 
and during non-duty hours stored in locked facilities under constant 
or periodic surveillance by Air Force security police or comparable 
civilian guards, 


Retention and disposal: 


Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning. Rules for reten- 
tion of permanent microfiche and corresponding magnetic tape rec- 
ords have not yet been determined. It is anticipated that such records 
may need be retained for not less than 30 and not more than 50 years 
beyond the latest entries on each such record. Transitory computer 
records (such as input transaction records and records on successive 
generations of master files) are typically retained only so long as they 
may be useful, which may be as little as 48 hours or as much as 60 
days. Active master file records are by their nature evolutionary and 
are typically retired within 180 days of a person’s separation or 
retirement or five years after the most recent entry on a given 


record. (The last rule applies to persons who were mot enlisted Air - 


Force members when the last entries on their records were made.) 
Paper records maintained to serve students registered in study pro- 
grams are retained so long as a registrant remains active in his or her 
program. Such records are destroyed one year after a registrant 
completes his or her study program or three years after the most 
recent communication from an airman whose program has not been 
completed. Other records are retained only so long as they may 
serve a useful purpose, which is typically between 30 and 90 days. 
No rule has yet been established for retaining records which verify 
awards of credentials by the college, but it is expected that such 
records will need be archival. 

System manager(s) and address: 

Deputy Chief of Staff/Personnel, Headquarters United States Air 
Force. System Manager and President, Community College of the 
Air Force (CCAF/CC) Lackland AFB, TX 78236. 

Notification procedure: 

Address inquiries to Chief, Student Records Branch (CCAF/RRR) 
Lackland AFB, TX 78236. Such inquiries will need include the full 
name (and former names if appropriate), SSN, and birthdate of the 
inquirer, and should include a full return address (including zip 
code). Visits to the college are welcomed, and visitors seeking infor- 
mation about personal records should first visit the Office of the 
Registrar. 


Record access procedures: 


Individual can obiain assistance in gaining access from the Systems 
Manager. and from addresses listed above. 

Contesting record procedures: 

he Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information obtained from educational institutions, from automated 
system interfaces. and from source documents submitted to the col- 
lege by or at the request of individuals concerned, or by other Air 
Force agencies acting on behalf of individuals concerned. 

Systems exempted from certain provisions of the act: 

NONE 


F05101 ADC A 
System name: 


05101 ADC A Aircrew Training Records, Aerospace Defense 
Command (ADCOM). 

System location: 

Headquarters Aerospace Defense Command and all subordinate 
levels down to and including Air Force installations. Air Force 
Reserve and Air National Guard activities for which ADCOM is the 
gaining command. Official mailing addresses are in the Department 
of Defense directory in the appendix to the Air Force’s systems 
notice. 

Categories of individuals covered by the system: 

Aircrew personnel. 

Categories of records in the system: 

Initial qualification and requalification records; aircrew flying 
iraining, ground training, simulator training, individual records; Air 
Force Form 8 certification of aircrew qualification; aircrew continu- 
ation training status reports; formal flying school records; other 
flying training records. 

Authority for maintenance of the system: 

10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by. Routine uses of records maintained in the system, 
including categories of users and the purpose of such uses: Records 
are used to monitor aircrew flying 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records are used to monitor aircrew flying proficiency. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Maintained in notebooks/binders, as photographs and as wall 
charts. 

Retrievability: 

Accessed by name. 

Safeguards: 

Records are accessed by custodian of the record system, by 
person(s) responsible for servicing the record system in the perform- 
ance of their official duties, and by individual aircrew members. 

Retention and disposal: 

Semiannual records are retained on file for six months; C/EC-1i21! 
training records are closed out at the end of fiscal year maintained on 
file for one year; when an individual's aircraft assignment is changed, 
forms pertaining to previously assigned aircraft are removed from 
file. All records removed are either given to the individual con- 
cerned or desiroyed by tearing into pieces, shredding, pulping, mac- 
erating or burning. 

System manager(s) and address: 

Depuiy Chief of Staff Operations, Headquarters ADCOM, Ent Air 
Force Base, CO 80912. 

Notification procedure: ; 

Requests from individuals should be addressed to the system man- 
ager. Give name, grade, social security account number and unit 
assigned. When visiting system manager present military identifica- 
tion or military discharge, as applicable, to gain access. 

Record access procedures: 

individuals can obtain assistance in gaining access from the system 
manager. 


Contesting record procedures: 
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The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Formal training schools, unit training officers, flight evaluation 
officers. 

Systems exempted from certain provisions of the act: 

NONE 


F05101 OJ DOTA 
System name: 

05101 OJ DOTA Flying Training Records - Nonstudent. 

System location: 

Columbus AFB, MS 39701; Craig AFB, AL 36701; Lackland AFB, 
TX 78236; Laughlin AFB, TX 78840; Mather AFB, CA 95655; 
Moody AFB, GA 31601; Randolph AFB, TX 78148; Reese AFB, 
TX 79489; Sheppard AFB, TX 79720; Williams AFB, AZ 85244; 
Webb AFB, TX 79720; and USAFA CO 80840. 


Categories of individuals covered by the system: 


Aircrew personnel of Air Training Command, academic instructors 
in flying training courses and Trainer Instructors. 


Categories of records in the system: 


Record and document aircrew training, evaluations, performance, 
accomplishments and taped radio transmissions. 


Authority for maintenance of the system: 
44 USC 3101, and Executive Order 9397, 22 Nov 1943. 


Routine uses of records maintained in the system, includiag catego- 
ries of users and the purposes of such uses: 


Document the training, performance, and qualifications of aircrew 
and synthetic trainer personnel. Taped radio communications are 
used to investigate aircraft accidents. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Maintained in file folders, computer printouts, and on magnetic 
tape. 

Retrievability: 

Name, social security number. or other identifier such as class 


sumber, identification sumber, voice prints, etc. 

Safegnards: 

Access by custodian of the record system, access by persons re- 
sponsible for servicing the record system in performance of their 


Official duties; access by authorized 
screened. 

Retention and dispesal: 

Aircrew evaluation documents, tr raining and qualification records 
on synthetic training instructors a nd academic instructors are main- 
tained for the duration of an individual's assignment in Air Training 
Command. Out of date materia} is returned to the individual. Radio 
tapes are retained on file for one week unless circumstances dictate 
otherwise; initial training records are maintained for one year follow- 
ing completion of the training and then destroyed by tearing into 
pieces, shredding, pulping. macerating, or burning. 

System manager(s) and address: 

Duputy Chief of Staff Operations, Air Trining Command, Ran- 
dolph AFB, TX 78148. 

Notification procedure: 

Requrest from individuals shoi 
Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Syste 
Manager. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Information from source documents prepared by personnel admin- 
istering training or evaluating performance; voice radio communica- 
tions. 

Systems exempted from certain previsions of the act: 

NONE 


personnel who are properly 


1d be addressed 
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F053030BXQPCAB 
System name: 

053030BXQPCAB Preparatory School Records 

System location: 

At United States Air — Academy, CO 80840. 

Categories of individuals covered by the system: 

Preparatory School Students 

Categories of records in the system: 

This system contains SSN, admissions data including college board 
test scores and uniform size, academic performance, counseling, dis- 
enrollment, and physical fitness information. 

Authority for maintenance of the system: 

10 USC 8012 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Data is used to measure student performance, progress and poten- 
tial, for counseling purposes and for possible disciplinary or disenroll- 
ment action. Information contained on the record card consisting of 
grade, performance, and personal information pertaining to the stu- 
dent is used to provide transcripts when requested, to inform par- 
ents/guardians concerning student placement on academic advise- 
ment or probation and other pertinent information as required, when 
authorized by the cadet, and used by Preparatory School administra- 
tive personnel for management purposes such as emergency data, i.e. 
blood type, etc. Physical fitness test scores are furnished to the 
Registrar's Office for use in verification when considering student for 
nomination to the USAF Academy. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. Maintained in card files. Maintained on 
computer paper printouts. 

Retrievability: 

Filed by name and year of enrollment 

Safeguards: 

Access by person(s) responsible for servicing the record system in 
performance of their official duties. Stored m locked cabinets or 
rooms. 

Retention and disposal: 

Admissions data, counseling records, academic placement, and 
physica! fitness information are dest end of the academic year; col- 
lege board test data is retained im olfice files for three months after 
monthly cut-off. the destroyed; copy of disemrolsneat data is retained 
for 5 years after diserroliment then destroyed; performance and 
student potential data used by academic mstructors retained for 1 
year; and the record card for 10 years after completion of the pro- 
gram, then retired to the USAF “Academy CO 80840 staging area 
where they are kept per- manently. Remaining documents in the 
system are destreyed when no longer needed for reference purposes 
or when superseded. Destruction 1s by tearing inio pieces, shredding, 
pulping, macerating, burning, or burying. 

System manager(s) and address: 

Commander, Preparatory Schooi, USAF Academy, CO 80840. 

Notification precedure: 


¢ 


Requests from individuals shouid be addressed to the Systems 


Menzg ae 

Record access procedures: 

Individual can ‘obtain assistance in gaining access from the Systems 
Manager. 

Centesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obiained from the Systems Manager. 

Record source categories: 

Information from the academic departments within Prep School, 
based on performance of students, Prep School Commander, from 
tests administered to students, from student. 


Systems exempted from certain provisions of the act: 
NONE 
F06604 AFLC A 
System name: 
Maintenance Labor Distribution and Cost System 
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System location: 


Primary system: Computer Operations Section, Data Automation 
Branch, Comptroller, at Oklahoma City Air Logistics Center, Tinker 
AFB, OK; Ogden Air Logistics Center, Hill AFB, UT; Sacramento 
Air Logistics Center, McClellan AFB, CA; San Antonio Air Logis- 
tics Center, Kelly AFB, TX; and Warner Robins Air Logistics 
Center, Robins AFB, GA. 


Categories of individuals covered by the system: 


All Air Force personnel (both military and civilian) assigned for 
duty (both permanently and temporarily) within the maintenance 
activity at each Air Logistics Center. 


Categories of records in the system: 


Employee Assignment Master File contains: (1) Social Security 
Number, (2) Military/Civilian Code, (3) Name, (4) Assigned Ke- 
source Control Center, (5) Assigned Shift, (6) Assigned Duty Code, 
(7) Assigned Special Project Code, (8) Assigned Skill Code, (9) 
Assigned Foreman Code, (10) Assigned Days Off, (11) Bank Card 
Counter, (12) Status Code, (13) Date Last Action, (14) Primary 
Change Effective Date, (15) Primary Change Termination Date, (16) 
Primary Change Resource Control Center, (17) Primary Shift 
Change, (18) Primary Change Duty Code, (19) Primary Change Spe- 
cial Project Code, (20) Primary Change Skill Code, (21) Primary 
Change Foreman Code, (22) Primary Change Days Off, (23) Second- 
ary Change Effective Date, (24) Secondary Change Termination 
Date, (25) Secondary Change Shift, (26) Secondary Change Duty 
Code, (27) Secondary Change Special Project Code, (28) Secondary 
Change Skill Code, (29) Secondary Change Foreman Code, (30) 
Secondary Change Days Off, (31) Interorganization Loan Indicator, 
(32) Partial Pay Period Code, (33) Regular Hours Worked Pay 
Period-to-date, (34) Overtime Hours Worked Pay Period-to-date, (35) 
Holiday Hours Worked Pay Period-to-date, (36) Compensatory 
Hours Worked Pay Period-to-date, (37) Hazard Hours Worked Pay 
Period-to-date, (38) Annual Leave Hours Worked Pay Period-to- 
date, (39) Sick Leave Hours Pay Period-to-date, (40) Other Paid 
Leave Hours Pay Period-to-date, (41) Compensatory Leave Hours 
Pay Period-to-date, (42) Leave without Pay Hours Pay Period-to- 
date. Interdirectorate Loan Data File contains: (1) Social Security 
Number, (2) Military/ Civilian Code, (3) Name, (4) From Resource 
Control Center, (5) From Shift, (6) From Duty Code, (7) From 
Special Project Code, (8) From Skill Code, (9) From Foreman Code, 
(10) From Days Off, (11) To Resource Control Center, (12) To Shift, 
(13) To Duty Code, (14) To Special Project Code, (15) To Skill 
Code, (16) To Foreman Code, (17) To Days Off, (18) Monthly 
Actual Hours. Inter/Intradirectorate Loan Data File contains foliow- 
ing information on all affected individuals covered by the system: (1) 
Social Security Number, (2) Military/Civilian Code, (3) Name, (4) 
From Resource Control Center, (5) From Shift, (6) From Duty Code, 
(7) From Special Project Code, (8) From Skili Code, (9) From Days 
Off, (10) From Foreman Code, (11) To Resource Control Center, 
(12) To Shift, (13) To Duty ‘Code, (14) To Special Project Code, (15) 
To Skill Code, (16) To Days Off, (17) To Foreman Code, (18) 
Starting Date, (19) Date Last Action, (20) Current Month Hours, 
(21) Ist Previous Month Hours, (22) 2nd Previous Month Hours, (23) 
3rd Previous Month Hours. 


Authority for maintenance of the system: 

10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The purpose of the system is to accumulate labor costs for various 
workloads accomplished within the maintenance activity. Actual 
labor rates used within the system are obtained (via the Social Secu- 
rity Number) from the Civilian Payroll System and Military Payroll 
System. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Disk packs for principle storage medium with back-up maintained 
on magnetic tape. 

Retrievability: 

Retrieved by Foreman Code, Military/Civilian Code, Resource 
Control Center. 

Safeguards: 

All personnel authorized to add, change, or delete records from 
these files will be issued individually coded badges which are re- 
quired for submission of transactions. Maintenance activity managers 
requiring access to update files must request information through the 


Data Automation Branch. All products containing Privacy Act infor- 
mation bear a notice at the top of each sheet, "PERSONAL DATA - 
PRIVACY ACT OF 1974 (PL93-579) FOR OFFICIAL USE 
ONLY.’ Products are controlled by manual distribution to requesting 
managers. 

Retention and disposal: 


‘All Privacy Act information contained in this system is deleted (1) 
in the case of the Employee Assignment Master File, at the end of 
the biweekly pay period following termination of an individual's 
assignment to a maintenance activity, and (2) in the case of files 
containing loan data, at the end of fifteen months following termina- 
tion of an employee loan. 

System manager(s) and address: 


Directorate of ADP Resources Office of DCS/Comptroller, Head- 
quarters, Air Force Logistics Command, Wright-Patterson AFB, OH 
45433. 

Notification procedure: 


Information may be obtained from the Air Logistics Center where 
an individual is employed: Chief, Cost Accounting Branch, Account- 
ing and Finance Division, Comptrolier, at Oklahoma City Air Logis- 
tics Center, Tinker AFB, OK 73145; Ogden Air Logistics Center, 
Hill AFB, UT 84406; Sacramento Air Logistics Center, McClellan 
AFB, CA 95652; San Antonio Air Logistics Center, Kelly AFB, TX 
78241; or Warner Robins Air Logistics Center, Robins AFB, GA 
31093. 

Record access procedures: 


Requests from individuals should be submitted to the maintenance 
activity at the Air Logistics Center where employed. Written re- 
quests should contain the full name, social security number, address, 
telephone number, and current assignment within the maintenance 
activity of the requestor, and should be addressed to Director of 
Maintenance at: Oklahoma City Air Logistics Center, Tinker AFB, 
OK 73145; Ogden Air Logistics Center, Hili AFB, UT 84406; Sacra- 
mento Air Logistics Center, McClellan AFB, CA 95652; San Antonio 
Air Logistics Center, Kelly AFB, TX 78214; or Warner Robins Air 
Logistics Center, Robins AFB, GA 31093. Request may also be made 
by personal contact between requestor and his/her supervisor within 
the maintenance activity. 

Contesting record procedures: 


The Air Force’s rules for access to records and for contesting 
contents and appealing initial determinations by individuals con- 
cerned may be obtained from the systems manager. 

Record source categories: 

Information obtained from Civil Service Commission Standard 
Form 50 accompanying an employee into a maintenance activity, and 
from the Civilian Payroll System and Military Payroll System. 

Systems exempted from certain provisions of the act: 

None 


F06608 SAC A 
System name: 


06608 SAC A ICBM Maintenance Standardization and Evaluation 
Program. 


System location: 


Headquarters Strategic Air Command (SAC), Eighth and Fifteenth 
Air Force; all SAC missile wings/divisions; 3901 Strategic Missile 
Evaluation Squadron. Official mailing addresses are in the Depart- 
ment of Defense directory in the Appendix to the Air Force’s sys- 
tems notice. 


Categories of individuals ‘iaiiaia by the system: 

Intercontinental Ballistics Missile maintenance personnel assigned 
to Missile Maintenance, Munitions, Communications, and Civil Engi- 
neering who have been designated by local maintenance managers as 
being in the evaluation program. 

Categories of records in the system: 


Evaluation records on technical proficiency, mcluding manual and 
automated summaries of task performance. Administrative records of 
Evaluation Review Panels, including comments on substandard task 
performance, required corrective action or training, and follow-up 
actions. 

Authority for maintenance of the system: 


10 USC 8012, Secretary of the Air Force: powers amd duties; 
delegation by. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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To record imdividuals maintenance task performance results. This 
information is used by SAC to determine, rate, and evaiuate individu- 
al maintenance performance as it contributes to the unit maintenance 
effort. 


Policies aad practices for storing, retrieving, accessing, retaining, and 
disposing of records in the syStem: 

Storage: 

Maintained in file foiders, card files, computer magnetic tapes, and 
computer paper print-outs. 

Retrievability: 

Filed and retrieved by name, team number, team type, date. 

Safeguards: 

Records are accessed by person(s) in performance of official! duties. 
Records are stored in locked rooms or cabinets. Records are con- 
trolled by computer system software. 

Retention and disposal: 

Retained on file until superseded, obsolete, or no longer needed for 
reference. Destroyed when individual permanently leaves duties as- 
signed in evaluation program. Current records may be forwarded to 
gaining unit if assigned to another SAC unit. Computerized evalua- 
tion records are forwarded periodically to 3901 Strategic Missile 
Evaluation Squadron. Destroyed by tearing into pieces, shredding, 
pulping, burning or macerating. 

System manager(s) and address: 

Director of Missile Maintenance, Headquarters Strategic Air Com- 
mand, Offutt Air Force Base, Nebraska 68113. Functional Area Man- 
agers in addition to Director of Missile Maintenance are: Director of 
Facilities, Director of Munitions and Director of Communications- 
Electronics. Field evaluation and statistical analysis of evaluation 
results are performed by 3901 Strategic Missile Evaluation Squadron, 
Vandenberg Air Force Base, California 93437. System Managers at 
installation level are: Chief of Maintenance in Missile Maintenance, 
Communications, Munitions and Civil Engineering Squadrons. 

Notification procedure: 

Requests for individuals should be addressed to the system man- 
ager of unit to which assigned. Request information by name, grade, 
and unit of assignment. 

Record access procedures: 

Individual can cbtain access from the system manager of unit to 
which assigned. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Information obtained from source documents (such as forms and 
reports) prepared by or on behalf of the Air Force by boards, 
committees, panels, auditors, instructors, inspectors, evaluators, and 
so forth. 


Systems exempted from certain provisions of the act: 
NONE 


F06711 AFSC A 


System name: 


06711 AFSC A Equipment Maintenance Management Program 
(EMMP). 


System location: 


Aeronautical Systems Division, Computer Center, Wright-Patter- 
son AFB, OH. 


Categories of individuals covered by the system: - 

Military and civilian personnel in Aeronautical Systems Division, 
Air Force Avionics Laboratory, Air Force Flight Dynamics Labora- 
tory, Air Force Aero Propulsion Laboratory, Air Force Materials 
Laboratory, Air Force Human Resources Laboratory and Aerospace 
Medical Research Laboratory at Wright-Patterson AFB having cus- 
tody of high value precision measurement equipment. 

Categories of records in the system: 


Equipment maintenance management data on equipment signed out 
to individuals by equipment item number, model number, date 
checked out, office symbol, calibration due date, user social security 
number and name. 


Authority for maintenance of the system: 


NOTICES - 


10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by and Executive Order 9397, 22 November 1943, 
Number System for Accounts Relating to Individual Persons. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Maintain maintenance and management control of high value 
equipment including issuance, security and storage, and recalibration. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained on computer magnetic tapes and computer paper prin- 
touts. 

Retrievability: 

Records may be retrieved by custodian name and social security 
number or by equipment ID number and manufacturer. 

Safeguards: 

Computer records are maintained under systems software with 
password control. Printouts are kept in locked cabinets and desks. 
Offices and buildings are locked after duty hours. 

Retention and disposal: 

Printouts are kept up to a two weeks maximum and then destroyed 
by tearing into pieces. 

System manager(s) and address: 

Air Force Wright Aeronautical Laboratory, Logistics Office, As- 
sistant for Operations, Wright-Patterson AFB, OH 45433. 

Notification procedure: 

Requests from individuals should ‘be addressed to the system man- 
ager. Requesting individuals wil! be required to supply full name and 
office symbol or name of immediate supervisor for telephone re- 
quests; full name, driver’s license or base ID card for personal visits. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager, telephone area code (513) 255-4522. 


Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Individuals and automated systems interface. 

Systems exempted from certain provisions of the act: 

NONE 

F07601 MAC A 
System name: 
07601 MAC A Passenger Reservation and Movement System. 
System location: 


Headquarters Military Airlift Command (MAC), Scott AFB, IIli- 
nois; Aerial Ports of Embarkation and Debarkation, military airfields 
or installations (all Services), certificated air carriers at civil (com- 
mercial) airports, and any activity or agency responsible for initiating 
or receiving a request for the movement of personnel and their 
baggage; manifesting, tracing and billing actions; and statistical data 
collection. Official mailing addresses are in the Department of De- 
fense directory or the current United States Government manual. 
Commercial air carrier addresses are listed in the Official Airlines 
Guide. 


Categories of individuals covered by the system: 

Military, civilian, statutory, congressional and others sponsored by 
the Secretary of Defense or Military Service Secretaries. The Execu- 
tive Office, Executive departments, independent agencies, Legislative 
Branch and the Judicial Branch. 

Categories of records in the system: 


Travel order, transportation authorizations, and passenger name 
records. Categories of information in the passenger name record 
include but are not limited to: name, grade, seats required; reserva- 
tion identification code (RIC) which is assigned by a requesting 
activity or individual passengers and is the social security number or 
other unique identifier; origin, destination, requested travel dates, 
routing indicator (identifies the activity/installation requesting the 
reservation), cancellation and type standby codes (identifies the 
reason the passenger did not depart as scheduled); flight number, 
departure date and reporting time, and other administrative codings 
as determined by a Service activity or MAC to facilitate the comple- 
tion of travel to include baggage tracer and billing actions. The 
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passenger name record is a complete listing of al) transportation 
related administrative actions related to individual passengers. 


Authority for maintenance of the system: 


10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Passenger name records are used to prepare aircraft manifests for 
passenger identification processing and movement on military air- 
craft, commercial contract (charter) aircraft, and on seats reserved 
(blocked) on regularly scheduled commercial aircraft at military and 
civilian airports. Records in this system are also used to: (a) develop 
billing data to the user Military Services or other organizations; (b) 
determine passenger movement trends; (c) forecast future travel re- 
quirements; and (d) identify, research, and resolve transportation 
related problems. In addition, records may also be used as the basis 
of disciplinary action initiated by the requesting activity; and the 
conduct of official investigations. Records from the system are rou- 
tinely disclosed to other Federal agencies and offices provided trans- 
portation, and to civilian airlines and airports for transportation ser- 
vices. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 
~ Maintained in file folders, notebooks/ binders, card files, computer 
paper printouts, computer magnetic tapes, disks, microfiche or rolled 
microfilm. 

Retrievability: 

Records on this system may be retrieved by any of the following 
means: by name - RIC (SSN) channel, flight number, movement 
channel, type transaction, type travel, special passenger category, 
type standby code, passenger cancellation reason code. 

Safeguards: 

Records are stored in locked:cabinets, rooms or buildings. Records 
are accessed by the custodian and person(s) responsible for servicing 
the record system in performance of their official duties. Access 
controlled by the manager and restricted to authorized personnel 
and, executive software sign on procedures control access to the 
computer data base. 

Retention and disposal: 

Transportation authorizations and orders are retained im office files 
for two years after the annual cut-off, then destroyed. Other records 
in the system are retained in office files until superseded, obsolete, no 
longer needed for reference, or on inactivation, then destroyed. 
These records are destroyed by one of the following means: by 
tearing into pieces, shredding, pulping, macerating, burning, or de- 
gaussing in the case of magnetic computer media. 

System manager(s) and address: 


Director of Terminal Operations, Deputy Chief of Staff, Air 
Transportation, Headquarters Military Airlift Command, Scott AFB, 
Illinois 62225. 


Notification procedure: 


Requests from individuals should be addressed to the Systems 
Manager. Full name, reservation identification code, and movement 
channel are required for inquiries. 


Record access procedures: 


Individuals can obtain assistance in gaining access from the Sys- 
tems Manager. Mailing addresses are in the Department of Defense 
directory in the appendix to the Air Force’s systems notice. 


Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 


Record source categories: 


Information obtained from military transportation and personnel 
activities, individuals requesting air travel or from other agencies 
designated to arrange air passenger reservations. 


Systems exempted from certain provisions of the act: 
NONE 
F08003 GHCNBCA 
System name: 
08003 OHCNBCA Aeromedical Research Data. 
System location: 


Aerospace Medical Division(AMD) Brooks Air Force Base, TX 
78235. 


Categories of individuals covered by the system: 

Personnel receiving medical evaluations from Department of De- 
fense medical facilities. Participants in epidemiologic studies spon- 
sored by agencies of the Department of Defense, Federal Aviation 
Administration, Veterans Administration, The National Institute of 
Health, National Research Council, and Occupational Safety and 
Health Administration. 

Categories of records in the system: 

Medical evaluations, Demographic and mortality data. 

Authority for maintenance of the system: 

10 US Code 8012. 


Routine uses of records maintained im the system, including catego- 
ries of users and the purposes of such uses: 

Individually identifiable records are used by medical authorities 
and consultants of the Department of Defense and Federal Aviation 
Administration to determine that individual’s fitness for duty. Data 
on foreign personnel are used by the corresponding authority in that 
individuals country to determine his fitness for duty. An individual’s 
record is used by medical personnel to deliver medical care to that 
patient. Aeromedical research data are used by scientists working 
with agencies of the Department of Defense, Federal Aviation Ad- 
ministration, Veterans Administration, The National Institute of 
Health, National Research Council, and Occupational Safety and 
Health Administration to determine medical criteria for duty, and to 
develop methods to prevent disease and disability. 

Policies and practices for storing, retrieving, accessing, retaiming, andl 
disposing of records in the system: 

Storage: 

Maintained in microfilm jackets, m paper files, on analog and 
digital magnetic tape, and on disks. 

Retrievability: 

Filed by Name, by Social Security Number (SSAN), by other 
identification numbers and patieni characteristics. by Social Secuirty 
Number *SSN%, 

Safeguards: 

Computerized patient records retrievablle from .remote terminals 
are protected from unauthorized access or alteration by a data man- 
agement system which requires a password for allowing access to the 
authorized subset of data. When appropriate for research purposes, 
the data base management system permits scientists to examinpatient 
records without revealing the unique patient identifiers. All of the 
data is accessed only by the custodian of the record system, and 
released only to medical personnel and scientists who are properly 
screened and cleared for need to know. 

Retention and disposal: 


Destroy paper and microfilm files when no longer needed or after 
25 years by tearing, shredding, pulping, macerating or burning. Mag- 
netically stored date is destroyed by erasure. 


System manager(s) and address: 


Commander Aerospace Medical Division, Brooks Air Force Base. 
TX 78235. 


Notification procedure: 


Requests from individuals should be addressed to the Systems 
Manager. 


Record access procedures: 


Individual can obtain assistance in gaining access from the Systems 
Manager. 


Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 


Record source categories: 
Information from military personnel records. 
Systems exempted from certain provisions of the act: 
NONE 
F10010 AFCS A 
System name: 


10010 AFCS A Military Affiliate Radio System (MARS) Member 
Records. 


System location: 
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At Headquarters Air Force Communications Service (AFCS), sub- 
ordinate headquarters, and Air Force installations. Official mailing 
addresses are in the Department of Defense Directory in the appen- 
dix to the Air Force systems notice. At MARS member stations. 

Categories of individuals covered by the system: 

Amateur Radio Operators licensed by United States Air Force 
(USAF) MARS. 

Categories of records in the system: 

MARS Personnel Action Notification and Registration, MARS 
Station Questionnaire; Application for Membeyship in Military A ffili- 
ate Radio System. Information includes individuals name, MARS call 
sign, amateur call sign, mailing address, Federal Communications 
Commission (FCC) license class, MARS assignment, communications 
capability, MARS position, military status, and telephone number. 

Authority for maintenance of the system: 

10 USC 80i2 Secretary of Air Force, powers and duties; delega- 
tion by. Routine uses of records maintained in the delegation by. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To identify MARS members, to describe and update information 
concerning members, station capability, MARS assignment and posi- 
tion status, to assign call signs and designators, to specify operational 
parameters and constraints, mailing address, amateur license, tele- 
phone number, and responsibilities. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and/or apperture cards. 

Retrievability: 

Filed by name, by call sign or designator and geographic location. 

Safeguards: 

By authorized personnel in the course of their duties who are 
properly screened and cleared for need-to-know. Stored in file cabi- 
nets. 

Retention and disposal: 

At HQ AFCS, retained until termination of membership or alter- 
ation of information and then destroyed by tearing to pieces, shred- 
ding, pulping, macerating or burning. At MARS stations, retained in 
office files until reassignment or termination of membership and then 
destroyed by tearing to pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

Directorate of Systems Evaluation, Deputy Chief of Staff for Op- 
erations, HQ AFCS, Scott AFB IL 62225, and Director of Oper- 
ations at all other levels. 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the System 
Manager. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Appoint MARS officials and Base MARS Directors. 

Systems exempted from certain provisions cf the act: 

NONE 

F11001 JAG A 
System name: 

11001 JAG A Litigation Records (Except Patents). 

System location: 

At Headquarters United States Air Force, Washington, DC 20330. 
At Headquarters of Major Commands and all levels down to and 
including Air Force installations worldwide. Official mailing address- 
es are in the Department of Defense directory in the appendix to the 
Air Force’s systems notice. 

Categories of individuals covered by the system: 

_ All individuals who have brought suit against, or been involved in 
litigation with, the United States or its officers or employees con- 
cerning maiters related to the Department of the Air Force; or 


NOTICES 


persons against whom litigation has been filed under 28 USC 134b, 46 
USC 741-52, 4781-90, 31 USC 71, 951-3, 42 USC 2651-3. 


Categories of records in the system: 


Pleadings, motions, interrogatories, orders, letters, messages, forms, 
reports, surveys, contracts, bids, photographs, legal opinions, an- 
swers, complaints, memoranda; personnel, finance, medical, business 
records; audits, summons, English translations of foreign documents, 
other evidentiary material, court orders and rulings; other documents 
including but not limited to: Environmental Impact Statements, con- 
tract determinations, witness statements, law enforcement agency in- 
vestigative reports, administrative reports, engineering and technical 
reports and surveys; some records may be security classified. 

Authority for maintenance of the system: 


10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by. Routine uses of records maintained in the delegation 
by. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by USAF personnel tasked with supervisory and reporting 
responsibilities in connection with civil litigation; to enable the 
United States and its officers, employees, members, and parties to the 
litigation upon which suits at law can be prosecuted or defended in 
civil domestic or foreign litigation; used by Department of Justice 
and its officers and employees in the actual litigation of cases involv- 
ing matiers concerning the Department of the Air Force and in some 
instances the Department of Defense; 9to provide to Congress infor- 
mation upon which a reply to 9Congressional inquiries can be made; 
used by the Veteran's Administration and its officers and employees 
to adjudicate claims; to obtain from the Surgeon General and the 
military 9and civilian medical consultants thereto medical opinions 
Supon which litigation decisions can be made by The Judge Advo- 
cate General and the Department of Justice; to provide information 
to the Court of Claims on legislative referral of private relief bills; 
used by law enforcement agencies, such as the Federal Bureau of 
Investigation, and their officers and employees in the conduct of 
background investigations and criminal investigations; used by the 
Air Force Audit Agency in conducting audits; used by the Board for 
9the Correct of Military Records; used by the Air Force Accounting 
and Finance Center and its officers and employees 9for the adjudica- 
tion of claims; when the Department of 9Defense or a military 
department is involved, civil liti9gation files are provided to any 
agency of the Department of Defense having a need for such files; 
provide litigation files to the legal staffs of the armed forces for the 
purpose 9of training of legal, paralegal and administrative personnel. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by name of litigant and year of litigation. 

Safeguarés: 

Records are accessed by authorized personnel in the course of 
their duties. Records are stored in locked containers or rooms and 
controlled by personnel screening. 

Retention and disposal: 

Files at the Claims Tort Litigation Division, Office of the Judge 
Advocate General, HQ USAF, are retired permanently at Washing- 
ton National Records center, Washington, DC 2040, other levels 
destroy after two years upon completion of agency action; destroy 
after two years if files under 42 USC 2651-3. Destroy by tearing into 
pieces, shredding, macerating, pulping, or burning. Other records are 
retained in office files for two years after annual cut-off, then retired 
to Washington National Records Center, Washington, DC 2040, for 
permanent retention. 

System manager(s) and address: 

The Judge Advocate General, Headquarters United States Air 
Force, Washington DC 20330. Subsystems Managers are the Staff 
Judge Advocate at concerned subordinate command or installation 
for foreign civil litigation records. 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager or Subsystems Manager as appropriate. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager or Subsystems Manager as appropriate. 
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Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Court records, correspondence initiated by parties to litigation, 
reports prepared by or on behalf of the Air Force, reports of Feder- 
al, state, local or foreign government agencies and information ob- 
tained from the individual. 

Systems exempted from certain provisions of the act: 

NONE 


Fi2001 DPX B 
System name: 
12001 DPX B Investigation/Complaint Files 
System location: 


At Headquarters United States Air Force and at headquarters of 
major commands and all levels down to and including Air Force 
Installations. Official mailing addresses are in the Department of 
Defense directory in the appendix to the Air Force’s systems notice. 

Categories of individuals covered by the system: 

Any individual specified in a formal complaint action. 

Categories of records in the system: 

The records maintained provide circumstances of a Service mem- 
ber’s allegation of discriminatory treatment and the results of any 
inquiry/investigation related to the allegation. Such complaints may 
Originate as Congressional/White House inquiries, Inspector General 
complaints, letters to the Air Force or Office of the Secretary of 
Defense (OSD) authorities, or complaints presented through equal 
opportunity channels. Records are manual. 

Authority for maintenance of the system: 

10 USC 8012 and 8032. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Routine use of investigation/complaint records is to provide infor- 
mation to commanders or complaints in the resolution of complain- 
ant’s grievances. Principal purpose of the information is to document 
the circumstances and resolution of a particular allegation handled by 
Equal Opportunity personnel. All or a portion of the information 
contained in the files may be disclosed, upon request, to alleged 
discriminators. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in visible file binders/cabinets. 

Retrievability: 

Filed by name, by category. 

Safeguards: 

Records are accessed by custodian of the record system and 
person(s). responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-kiniow. Records are stored in safes, locked cabinets or rooms. 

Retention and disposal: 

Retained for two years after end of year in which the case was 
closed, then destroyed by tearing into pieces, shredding, pulping, 
macerating, or burning. 

System manager(s) and address: 

Chief, Equal Opportunity, and Treatment Branch, Social Actions 
Division, Deputy Chief of Staff Personnel, HQ USAF; and Chief of 
Social Actions at major command headquarters down to and includ- 
ing Air Force installations. 

Notification procedure: 

Requests from individuals should be addressed to Systems Manager 
at the appropriate level. Individuals should identify full name, mili- 
tary status, dates of service, unit of last or present assignment, Social 
Security Number (SSN), and type of record involved. For personal 
visits, the requester may present proof of identity to include full 
name from driver’s license or military identification card. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. Requests for information regarding individual persons 
should identify full name, military status, dates of service, unit of last 
or present assignment, Social Security Number (SSN), and type of 


record involved. For personal visits, the requester may present proof 
of identity to include full name from driver’s license or military 
identification card. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Records are manually compiled from complaints filed, Congres- 
sional correspondence, OSD correspondence and chief of Staif, 
United States Air Force correspondence. 

Systems exempted from certain provisions of the act: 

NONE ; 


F12501 OQVDYDC 
System name: 

12501 OQVDYDC Field Interview Card 

System location: 

Air Force installations. 

Categories of individuals covered by the system: 

Active duty military personnel and civilian employees, Air Force 
Reserve personnel, Dependents of military personnel, and civilians 
not affiliated with DOD. 

Categories of records in the system: 

field interview card which contains mame,address,telephone 
number,physical description,age,date of birth,description of clothing 
worn,if an automobile is involved,the make,year,decal number license 
and style and color 

Authority for maintenance of the system: 

10 USC 8012 44 USC 3101 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

purpose of system is to obtain and record information on the 
presence of individuals in a’special location at specific time and date. 
Information is used by the chief of security police and security police 
investigators at base level. Information is used as an investigative too) 
in the identification of crime suspects and witnesses. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by Name. 

Safeguards: 

Records are accessed by custodian of the record system. Records 
are accessed by person(s) responsible for servicing the record system 
in performance of their official duties. Records are accessed by 
authorized personnel who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
and locked cabinets or rooms and are controlled by personnel screen- 
ing. 

Retention and disposal: 

Retained in office files for three months after monthly cut-off, then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 

System manager(s) and address: 

chief of security police at base concerned. 

Notification procedure: 

requests should be addressed to chief of security police at base 
concerned required information from individual will be name and 
address.to obtain information requestor may visit the office of the 
chief of security police at base concerned. Requester must provide a 
current military identification card, civilian personnel must provide a 
civilian identification card or driver’s license. 

Record access procedures: 

individuals can be notified by contacting the chief of security 
police at the base concerned. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


FEDERAL REGISTER, VOL 43, NO. 183—WEDNESDAY, SEPTEMBER 20, 1978 





42461 


42462 


Source of information is individual interviewed, witnesses and in- 
terviewing security policemen. 

Systems exempted from certain provisions of the act: 

NONE 


F16001 AFA A 

System name: 

16001 AFA A Cadet Hospital/Clinic Records. 

System focation: 

At USAF Academy CO 80840. 

Categories of individuals covered by the system: 

AF Academy Cadets. 

Categeries of records in the system: 


Daily roster of cadets hospitalized and report of cadet visits to the 
cadet clinic. 

Authority for maintenance of the system: 

10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

(1) Information collected for purpose of notifying concerned indi- 
viduals of status of cadets hospitalized. Users include: Superintend- 
ent, Commandant of Cadets and Hospital Commander. Information 
used to provide Superiniendent daily report of number and status of 
cadets hospitalized; provide Hospital Commander and staff daily 
report of status of cadets hospitalized; provide Commandant and staff 
daily report of number and status of cadets hospitalized; provide 
information to Air Officer Commanding so that he may notify par- 
ents as required when their child is hospitalized more than three 
days; concerned personnel can note trends in hospitalization in terms 
of numbers of cadets hospitalized, length of hospital stay, and nature 
of medical problems being treated. (2) Report of visits to cadet 
clinics; record the time a cadet enters the clinic, what his complaint 
is and explanation of excusals and time he exited the clinic. Distribu- 
tion of this info is made to Cadet Safety, Athletics and individual 
concerned. Cadet Safety uses it to monitor cadet activity for ground 
safety program. Athletics uses to monitor excusals from physical 
education and to evaluate injury rates. The individual uses it to 
justify time away from classes. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Mainiained in file folders. 

Retrievability: 

Filed by name. 

Safeguards: 

(1) Records are accessed by the custodian, person(s) responsible for 
servicing the record system, and authorized personnel who are prop- 
erly screened and have a need-to-know. Records are stored in locked 
cabinets or rooms. (2) Clinic copy is under the direct control of Non- 
Commissioned Office in Charge (NCOIC) of Administrative Services. 


Distribution is made only to acknowledged representatives of Cadet 
Wing Safety and Athletics. 


Retention and disposal: 


Retained in office files for one year after annual cut-off then 
destroyed by tearing into pieces, shredding, pulping, macerating, or 
burning. 


System manager(s) and address: 


a USAF Academy Hospital, USAF Academy, CO 
40. 


Notification procedure: 


Requests should be addressed to the Registrar, USAF Academy 
Hospital Cadet Liaison, and should include full name, and date of 
hospital admission. 


Record access procedures: 


Individua! can obtain assistance in gaining access from the System 
Manager. 


Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 


Record source categories: 


NOTICES 


Information obtained from medical institutions, the individual, a 
physical and/or medical technicians. 


Systems exempted from certain provisions of the act: 
NONE 


F16001 SGPC A 


System name: 
16001 SGPC A Medical Professional Staffing Records 
System location: 


At Air Force medical centers, hospitals, and clinics. All health 
facilities where graduate health education programs are conducted. 


Categories of individuals covered by the system: 


Practitioners, who are, or have been, members of the USAF Medi- 
cal Service or Civil Service Employees (including civilian consultants 
who engage in direct patient care) and who are assigned to, em- 
ployed by, or practice in the Air Force medical facility for the 
purpose of providing health services for eligible beneficiaries; United 
States Air Force Medical Service personnel pursuing graduate health 
education programs. 

Categories of records in the system: 


(1) Credential review files: Contains curriculum vitae, training re- 
ports, journals of patients managed, summaries of ambulatory experi- 
ence, ietters of evaluation, summaries of special activities or other 
information furnished or solicited in order to fully evaluate the pro- 


_ fessional qualifications of individuals. (2) Health education records: 


applications for training, training reports, Faculty Board reports, 
photograph or negative, and personnel documents related to training. 
Authority for maintenance of the system: 
10 USC 8012. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The information contained in credential review files are used to 
award inpatient and ambulatory clinical privileges to all categories of 
health practitioners. They may also be used as background data to 
respond to applications submitted by individual, admission to profes- 
sional medical societies, employment, for medical privileges at civil- 
ian institutions. Health education records are used to permit evalua- 
tion of individuals in training, by program directors, in managing the 
individual in training; by the record maintenance personnel, to docu- 
ment changes to the individual’s personnel record maintained by the 
servicing Consolidated Base Personnel Office (CBPO). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: a 

Maintained in file folders. Maintained in visible file binders/cabi- 
nets. 

Retrievability: 

Filed by Name. 

Safeguards: 

Records are accessed by custodian of the record system. Records 
are accessed by person(s) responsible for servicing the record system 
in performance of their official duties. By commanders of USAF 
medical centers hospitals and clinics (credential review files); by 
program directors, trainees and personnel managers with the need to 
know (health education records). 

Retention and disposai: 

(1) credential review files are retained in the office files of the 
medical facility the practitioner is assigned or employed. Following 
separation, resignation, or retirement, the files are retained at the 
location of the last duty assignment for a period of 3 years and then 
are destroyed. (2) Health education files are retained by the director 
of health education until training is completed, files are then kept by 
the health facility for 30 years and then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning; if facility is de- 
activated, the records are retired to the Washington National Rec- 
ords Center, Washington, DC 20409 to be retained until the 30-year 
period has expired at which time they will be destroyed. 

System manager(s) and address: 

For credential review files: The Surgeon General, Headquarters, 
United States Air Force; Commanders of medical centers, hospitals, 
clinics; Director, Washington Nationa! Records Center, Washington, 
DC 20409. For health education records, individuals should give full 
name, military status, social security number, when they entered 
training and completed training, and what corps within the medical 
service they are a member. Individuals may visit either the health 
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facility main- taining the records or the Office of the Surgeon, Air 
Force Military Personnel Center, Randolph Air Force Base, Texas to 
learn if the record system contains their records. When visiting either 
of these locations, the individual must provide a valid drivers license 
or equivalent identification containing a photograph to establish iden- 
tity. 

Notification procedure: 


Requests from individuals should be addressed to the Systems 
Manager. 


Record access procedures: 


For credential review files, individual may obtain assistance in 
gaining access from the Systems Manager. For health education 
records, individual may obtain assistance by writing or presenting 
themselves in person to the health facility where the records are 
maintained. Official mailing addresses are in the Depart- ment of the 
Air Force Directory in the appendix to the Department of the Air 
Force system notices. 

Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Credential review files: Basic information submitted by the practi- 
tioner. Additional information may be solicited from other sources in 
order to permit the credentials committee to best judge the capabili- 
ties of the practitioner. Health education records: Previous employer, 
educational institutions, master personnel record, information pro- 
vided by the individual concerned. 


Systems exempted from certain provisions of the act: 
NONE 


F16805 ASGHB R 
System name: 
16805 ASGHB R Health and Outpatient Records 
System location: 


Air Force Military Personnel Center, Randolph Air Force Base, 
TX 78148. Air Reserve Personnel Center, 3800 York Street, Denver, 
CO 80205. United States Air Force Academy, USAF Academy CO 
80840. National Personnel Records Center, Civilian Personnel Rec- 
ords, 111 Winnebago Street, St. Louis, MO 63118. National Person- 
nel Records Center, Military Personnel Records, 9700 Page Boule- 
vard, St. Louis, MO 63132. Air Force hospitals, medical centers and 
clinics. consolidated flight record custodians at Air Force installa- 
tions. Air National Guard activities. Air Force Reserve units. in the 
appendix to the Air Force’s systems notice. Other authorized medical 
units servicing military personnel and/or their dependents, such as 
National Aeronautics and Space Administration, Embassies, Federal 
Aviation Agency, Public Health Service, Veterans Administration. 

Categories of individuals covered by the system: 

All personnel authorized to receive medical care in an Air Force 
facility. 

Categories of records in the system: 

Chronological record of all care received in military medical facili- 
ties. This is primarily a record of ali treatment received on an 
outpatient basis with supporting documentation such as laboratory 
and x-ray reports; the record also includes copies of cover sheets and 
summaries of each period of hospitalization the patient has had. 
Certain administrative forms which concern medical conditions, such 
as Line of Duty Determinations, Physical Profiles, Medical Recom- 
mendation for Flying Duty are also included. To proivde ready 
accessibility to the records, an alphabetical name file is maintained. 

Authority for maintenance of the system: 

Title 10, United States Code Sections 133 and 8012. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Used as chronological record of patient’s health while authorized 
care in a military medical facility. By patient or legal representative 
for further medical care, legal purposes, other uses such as insurance 
requests or compensation claims as specifically authorized by the 
patient. Physician for further medical care of patient, research, teach- 
ing, legal purposes. Other Patient Care Providers within the hospital 
for furhtér medical care of the patient, research, teaching, legal 
purposes. Hospital and Medical Staff for evaluation of medical staff 
performance in the medical care rendered; medical research; teach- 
ing; hospital accreditation; preparation of statistical reports; reporting 
communicable diseases and other conditions required by law to fed- 
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eral and state agencies; legal purposes. Army-Navy-Veterans Admin- 
istration-Public Health Service-any other hospital, clinic etc for fur- 
ther medical care of the patient if he is currently undergoing treat- 
ment there. Judicial - by attorneys and courts for litigation purposes 
(record is released only upon receipt of the patients’ signed authori- 
zation or a court order). Insurance Companies - requires the patients’ 
written consent for release. Used for establishing insurance benefits 
or payment of benefits. Other Air Force Agencies - such as Central 
Tumor Registry which maintains files on all patients in whom a 
malignancy has been diagnosed; Office of Special Investigations 
when required for an investigation they are conducting; Judge Advo- 
cate General for litigation purposes. Other Federal and State Agen- 
cies - such as Veterans Administration and Department of Labor 
(Workmens Compensation) for adjudication of claims; reporting com- 
municable disease or other conditions required by law. Other persons 
or agencies as specifically authorized by the patient. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 


Maintained in file folders, in card files and in machine - readable 
form. 


Retrievability: 


Filed by Name. Filed by Social Security Number (SSN) and by 
Military Service Number. 


Safeguards: 


Records are accessed by custodian of the record system. Records 
are accessed by person(s) responsible for servicing the record system 
in performance of their official duties. Records are accessed by 
authorized personnel who are properly screened and cleared for 
need-to-know. Records are accessed by commanders of - medical 
centers and hospitals. Records are stored in locked cabinets or 
rooms. Records are controlled by memes screening. 


Retention and disposal: 


Records for military personnel are retained for fifty years after 
date of last document; for all others, twenty-five years. While on 
active duty, the Health Record of a US military member is main- 
tained at the medical unit at which the person receives treatment. On 
separation, or retirement, records are forwarded to National Person- 
nel Records Center/Military Personnel Records (NPRC/MPR) or 
other designated depository, such as Air Reserve Personnel Center if 
reservist; to appropriate state National Guard unit, if National Guard 
member; to appropriate Veterans Administration Regional Office if 
VA Claim has been filed. Records of other personnel may be hand- 
carried or mailed to the next military medical facility at which 
treatment will be received, or the records are retained at the treating 
facility for a minimum of 1 year after date of last treatment then 
retired to NPRC or other designated depository, such as, but not 
limited to, Commandant (PM) US Coast Guard, Washington DC 
20226 for Coast Guard active duty members; Medical Director, 
American Red Cross, Washington DC 20006 for Red Cross Person- 
nel. (Records at NPRC are destroyed by burning or shredding). 

System manager(s) and address: 

The Surgeon General, Headquarters United States Air Force. 
Chief of Air Force Reserve, Headquarters United States Air Force. 
Director of Air National Guard, Headquarters United States Air 
Force. Commanders of medical centers hospitals clinics medical aid 
stations; Commander, Military Personnel Center; Director National 
Personnel Record Center (military) 9700 Page Blvd, St Louis, MO 
63132; Director, National Personnel Record Center (civilian), 111 
Winnebago St., St Louis, MO 63118. Individuals who have records 
responsibility at all other authorized medical units servicing military 
personnel and their dependents. 


Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. Mailing addresses are in the Department of Defense direc- 
tory in the appendix to the Air Force’s systems notice. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 


Record source categories: 
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Physicians and other patient care providers such as nurses, dicti- 
tians, physicians assistants, etc. Administrative forms filed in_the 
records will be completed by appropriate official, military or civilian. 

Systems exempied from certaim provisions of the act: 

NONE 


F17603 OYUEBLA 
System name: 
17603 OYUEBLA Individual Earning Data 
System location: 


Headquarters of the major commands and separate operating agen- 
cies. individuals concerned and at Interna! Revenue Service (1RS). 

Categories of individuals covered by the system: 

Off duty Active duty military personnel. employed by Isolated Site 
Lounge Sundry Fund (ISLSP). 

Categories of records im the system: 

Individual pay records and identifies individual by name and social 
security account number (SSAN). 

Authority for maintenance of the system: 

10 USC 8012 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


To report to the IRS individual earnings so that federal income tax 
may be collected on all payments made to individuals employed in 
the operation of an ISLSP. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. Maintained in card files. 

Retrievability: 

Filed by Name. Filed by Social Security Number (SSAN). conven- 
tional. 

Safeguards: 


Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 


Retention and disposal: 


retained in air force Communications Service Comptroller files for 
four years after wages are paid, then destroyed by tearing into 
pieces. Retained by individual for reporting income to IRS. 


System manager(s) and address: 


Director of Personnel Services, Deputy Chief of Staff/Personnel 
Headquarters AFCS, Scott AFB IL 62225. Comptroller of the Air 
Force, Headquarters United States Air Force. 


Notification procedure: . 


Requests from individuals should be addressed to the Systems 
Manager. 


Record access procedures: 


Individual can obtain assistance in gaining access from the Systems 
Manager. 


Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information obtained from source documents (such as reports) 


prepared on behalf of the Air Force by boards, committees, panels, 
auditors, and so forth. 


Systems exempted from certain provisions of the act: 
NONE 
F17607 DPM A 
' System name: 


17607 DPM A Morale, Welfare, and Recreation (MWR) Participa- 
tion/Membership/Training Records 
System location: 


At Air Force Military Personnel Center, Randolph AFB TX 
78148; at major command headquarters; at all levels down to and 
including Air Force installations. 

Categories of individuals covered by the system: 


Active duty and retired military members and their dependents; 
members of Reserve components while on inactive duty for training 
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and DCD civilians and their dependents; certain other categories for 
individuals identified by authorized personnel who directly support 
Air Force mission requirements. Following additional categories 
apply for specific activities activities as indicated: Air Force Aero 
Clubs: Air Force, Army, or Naval Academy Cadets; military mem- 
bers of foreign governments on duty with ‘the DOD; members elect- 
ed to the US Congress or a statutory appointee of the Federal 
Government; Federal Government employees working on military 
installations and conducting various recreation programs. Utilized by 
personnel responsible for conducting Air Force MWR activities. 
May be provided to commercial of non-profit concerns conducting 
activities in support of, similar to, or in furtherance of, the Air Force 
programs involved. May be provided to any Department of Defense 
component or any part thereof and, upon request, to any other 
Federal, state, and local governmental agencies in the pursuit of their 
Official duties. May also be used for other lawful purposes including 
law enforcement and/or litigation. 


Categories of records im the system: 

Volunteer, membership, attendance, training, and participation/ 
competition records and supporting data relative to Air Force MWR 
activities. 

Authority for maintenance of the system: 


10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by; 44 USC 3101, Records management by agency heads: 
eneral duties; and Executive Order 9397, 23 November 1943, 
Number System for Accounts Relating to Individual Persons. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Determine membership/participation eligibility; maintain patron at- 
tendance; conduct contests; monitor training and currency of mem- 
bers; and serve as data base for designing and currency of members; 
and serve as data base for designing and conducting various recrea- 
tion programs. Utilized by personnel responsible for conducting Air 
Force MWR activities. May be provided to commercial or non-profit 
concerns conducting activities in support of, similar to, or in further- 
ance of, the Air Force programs involved. May be provided to any 
Department of Defense conponent or any part thereof and, upon 
request, to any other Federal, state, and local governmental agencies 
in the pursuit of their official duties. May also be used for other 
lawful purposes including law enforcement and/or litigation. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file cabinets. 

Retrievability: 

Filed by name and/or Social Security Number (SSN). 

Safeguards: 

Records are maintained in secured buildings. Access 1s controlled 


by authorized personnel and limited to those requiring access in the 
performance of their duties. 

Retention and disposal: 

Retained in office files until superseded, obsolete, no longer needed 
for reference, or on inactivation, then destroyed by tearing into 
pieces, shredding, pulping, macerating, or burning, or surrender to 
member upon termination, as applicabie. 

System manager(s) and address: 

Assistant Duputy Chief of Staff Personne! for Military Personnel 
(DPMSO), Randolph AFB TX 78148. 

Notification procedure: 

Request from individual should be addressed to the Chief, Morale, 
Welfare, and Recreation Division at the appropriate Air Force instal- 
lation or the System Manager indicating the individual's full name | 
and SSN. 

Record access procedures: 

Individuals may contact ‘the Chief, Morale, Welfare, and Recrea- 
tion Division at the appropriate Air Force installation or the System 
Manager to exercise their rights under the Act. Official mailing 
addresses are in the Department of Defense directory in the appendix 
to the Air Force’s system notices. 

Contesting record procedures: 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. hat 


Record source categories: 
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Individual applications for membership/participation in MWR acti- 
vities and offices of primary responsibility for MWR activities. 


Systems exempted from certain provisions of the act: 
NONE 


F17708 OEACYVD 
System name: 
17708 OEACYVD Indebtedness and claims 
System locatien: 


Air Force Accounting and Finance Center, Lowry AFB, Denver, 
CO 80279. Denver Federal Archives and Record Center Bidg 48 
Denver Federai Center, Denver, Colorado 80225. 


Categories of individuals covered by the system: 


Active duty military personnel. Air Force civilian employees. 
Former Air Force civilian employees. Air Force Reserve and Air 
National Guard personnel. Retired Air Force military personnel. Air 
Force Academy cadets. Dependents of military personnel. Exchange 
Officers. Foreign nationals. 


Categories of records in the system: 


Records of current and former military members and civilian em- 
ployees pay accounts showing entitlements, deductions, payments 
made, and any indebtedness resulting from deductions and payments 
exceeding entitlements. These records include, but are not limited to, 
individual military pay records, substantiating documents such as 
military pay orders, pay adjustment authorizations, military master 
pay account print out from Joint Uniform Military Pay System 
(JUMPS), records of travel payments, financial record data folders, 
miscellaneous vouchers, personal financial records, credit reports, 
promissory notes, individual financial statements, and correspon- 
dence. Applications for waiver of erroneous payments or for remis- 
sion of indebtedness with supporting documents, including but not 
limited to, statements of financial status (personal income and ex- 
penses), statements of commanders, statements of Accounting and 
Finance Officers, correspondence with members and employees. 
Claims of individuals requesting additional payments for services 
rendered with supporting documents including, but not limited to, 
time and attendance reports, leave and earnings statements, travel 
orders, travel vouchers, statements of non-availability of quarters and 
mess, paid receipts, and correspondence with members and employ- 
ees. Delinquent accounts receivable from base Accounting and Fi- 
nance Officers including, but not limited to, returned checks, medical 
services billings, collection records, and summaries of the Air Force 
Office of Special Investigation and Federal Bureau of Investigation 
reports. Reports from probate courts regarding estates of deceased 
debtors. Reports from bankruptcy courts regarding claims of the US 
against debtors. 


Authority for maintenance of the system: 


31 USC 951-953; 10 USC 2774; 10 USC 9837 (da); 5 USC 5584; 12 
USC 1715m. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


The information is collected to determine eligibility for waiver of 
erroneous payments and remission of indebtedness or additional pay- 
ments for services rendered. Also, information is required to attempt 
collection of all claims of the United States for money or property 
arising out of the activities of the United States Air Force. Claims of 
the United States may be compromised, terminated, or suspended 
when warranted by information collected. The records are used by, 
but not limited to, Air Force Accounting and Finance Center 
(AFAFC) Director of Accounting and Finance and Deputy Director 
of Accounting and Finance (HQ USAF/ACF), Assistant Secretary 
of the Air Force for Manpower and Reserve Personnel (SAF/MR), 
United States Air Force Comptroller (HQ USAF/AC), and the 
Comptroller General. AFAFC/CC uses the information to make final 
determinations or recommendations to SAF/MR, HQ USAF/AC, or 
the Comptroller General; to furnish legal advice to operating offi- 
cials; to establish debts and respond-to letters received from individ- 
uals. After action is completed, files are closed and filed in individual 
records. SAF/MR, HQ USAF/AC and the Comptroller General use 
the files for making final determinations. Disclosures made pursuant 
to the Freedom of Information Act. Disclosures to the Department 
of justice for criminal prosecution, civil litigation or investigation. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records im the system: 

Storage: 

Maintained in file folders and in machine - readable form. 

Retrievability: 


e 
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Filed by Name. 
Safeguards; 


Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabinets, 
protected by guards and controlled by personnel screening and visi- 
tor registers. 

Retention and disposal: 


Retained in office files for one year after annual cut-off, transferred 
to the Denver Federal Archives and Record Center for nine addi- 
tional years, and then sold to salvage paper companies to be de- 
stroyed by shredding, tearing, mascerating, pulping or burning. 

System manager(s) and address: 

Comptroller of the Air Force, Headquarters United States Air 
Force. Director Accounting and Finance United States Air Force 
(USAF). 

Notification procedure: 


Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Denver, CO 
80279, telephone (303) 320-7553. Requester should be able to provide 
sufficient proof of identity, such as name, Social Security Number, 
military status , duty station or place of employment, or other infor- 
mation verifiable from the record itself. 

Record access procedures: 


Requests from individuals should be addressed to AFAFC/DAD, 
Denver, CO 80279, telephone (303) 320-7553. Requester should be 
able to provide sufficient proof of identity, such as name, Social 
Security Number, military status , duty station or place. of employ- 
ment, or other information verifiable from the record itself. 

Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the imdividual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Information obtained from financial and medical institutions; auto- 
mated system interfaces; police and investigating officers; the public 
media; a state or local government; and source documents (such as 
reporis) prepared on behalf of the Air Force by boards, committees, 
panels, auditors, and so forth; credit bureaus; Bureau of Employees 
Compensation, Veterans Administration; Social Security; Internal 
Revenue Service; Federal Housing Administration; health insurance 
companies; U.S. Army Finance and Accounting Center; Navy Fi- 
mance Center; Base Accounting and Finance Officers, Major Com- 
mands; Comptroller General; and correspondence with individual 
concerned or his representative. : 


Systems exempted from certain provisions of the act: 
NONE 


F17721 CEACYVA 
System name: 

17721 OEACYVA Civilian Pay Records 

System lecation: 

Air National Guard activities. Accounting and Finance Offices at 
Air Force bases. Air Force Reserve units. in the appendix to the Air 
Force’s systems notice. addresses of geographically dispersed units 
may be obtained by reference to Air Force components listed in the 


Department of Defense directory in the appendix to the Air Force 
notice. 


Categories of individuals covered by the system: 
Air Force civilian employees. 
Categeries of records in the system: 


Individual pay records; Individual leave records; source documents 
for posting leave: and attendance; individual retirement deduction 
records; source documents maintained in connection with retirement 
deduction records and control files thereon; wage and separation 
information files; health benefit records; income tax withholding rec- 
ords; allowance and differential eligibility files, such as, but not 
limited to clothing allowances and night rate differentials; withhold- 
ing and deduction authorization files, such as, but not limited to 
federal income tax withholding, insurance and retirement deductions; 
accounting document files; input data posting media, such as, but not 
limited to time and attendance cards and: reports and personnel ac- 
tions affecting pay; accounting and statistical reports and computer 
edit listings; claims and waivers affecting pay; control logs and col- 
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lection/disbursement vouchers; listings for administrative purposes, 
such as, but not limited to health insurance, life insurance, bonds, 
locator files and checks to financial institutions; correspondence with 
the Civilian Personnel Office, dependents, attorneys, survivors, insur- 
ance companies, financial institutions, other governmental agencies 
and others; leave and earnings statements; travel records; and separa- 
tion documents; official correspondence; federal, state and tax reports 
and/or tapes; forms covering pay changes and deductions, and docu- 
mentation pertaining to garnishment of wages. 

Authority for maintenance of the system: 

5 USC Chapters 53, 55 and 81. © 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The records are used to accurately compute individual employee’s 
pay entitlements and to withhold required and authorized deductions 
and issue payroll checks for amounts due. Output products are for- 
warded as required to other subject matter areas to ensure accurate 
accounting and recording of pay to civilian employees. These rec- 
ords and related products are also used to verify and balance in the 
civilian pay office and other applicable subject matter areas and to 
report information to recipients, other government, and nongovern- 
ment agencies. Such recipients and agencies include, but are not 
limited to, the individual employee; banks which credit the employ- 
ee’s account if the employee has requested his check to be sent to the 
bank; financial organizations which credit the employee’s account if 
the employee has requested a savings allotment; other approved 
organizations which an employee has designated for an allotment; 
health benefit carriers to ensure proper credit for the employee 
authorized health benefit deductions; employée organizations for 
which the employee has requested a dues deduction (reasons for 
nondeduction of dues will be benefit deductions; disclosed to officials 
of labor organizations recognized under Executive Orders 11636 and 
11491, as amended, when relevant and necessary to their duties of 
exclusive representation concerning personnel policies, practices and 
matters affecting working conditions (including disclosure of reasons 
for nondeduction of dues, if applicable); the US Treasury, which 
maintains cash accountability; the Internal Revenue Service for re- 
cording withholding and social seu2curity information; the Social 
Security Administration and Civil Service Commission which credits 
the employee’s account for Federal Insurance Contributions Act or 
Civil Service Retirement withheld; State revenue departments which 
credit employee's state tax withholding; State employment agencies 
which require wage information to determine eligibility for unem- 
ployment compensation benefits of former employees; city revenue 
departments of appropriate cities which credit employees for city tax 
withheld; any agency or component thereof that needs the informa- 
tion for proper accounting of funds, such as, but not limited to, for- 
others listings; Civil Service Commission for assistance in resolving 
complaints, grievances, etc. In the event of suspected fraud or other 
irregularity, data may be released to the Federal Bureau of Investiga- 
tion, Office of Special Investigations, United States Air Force, or 
other investigating agencies for investigation and possible civil action 
or criminal prosecution. Data may also be released to a court of 
competent jurisdiction for court action. Disclosures are made to the 
Department of Justice for criminal prosecution, civil litigation, or 
investigation. Information is also supplied to the Civil Service Com- 
mission for computation of Civil service retirement annuity. Records 
are also used for extraction or compilation of data and reports for 
Management studies and statistical analyses for use internally or ex- 
ternally as required by the Department of Defense or other Govern- 
ment agencies. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders, in note books/binders, in visible file 
binders/cabinets, in card files, on computer magnetic tapes, disks or 
drums, on computer paper printouts, on roll microfilm, on micro- 
fiche, and in microfilm jackets. : 

Retrievability: 

Filed by Name, Social Security Number (SSN), Civilian Payroll 
Number, Vehicle Registration or License Number, or other identifi- 
cation number or system identifier. 

Safeguards: 


Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties. who are properly screened and cleared for 
need-to-know. Records are stored in locked cabinets or rooms, pro- 


NOTICES 


tected by guards, and controlled by personnel screening, visitor regis- 
ters, and computer system software. 


Retention and disposal: 
Records are retained for periods ranging up to 56 years. 
System manager(s) and address: 


Comptroller of the Air Force, Headquarters United States Air 
Force. Director of Accounting and Finance United States Air Force 


_ (USAF); and commanders of Air Force installations 


’ Notification procedure: 


information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Lowry AFB, 
Denver, CO 80279 telephone (303) 320-7553. Information pertaining 
to geographically dispersed elements of the record system maybe 
obtained from Documentation Managers at the applicable Air Force 
component listed in the Department of Defense directory in the 
appendix to Air Force system notice. Requester should be able to 
provide sufficient proof of identity, such as name, social security 
number, drivers license, civilian identity card, duty station or place 
of employment or other information verifiable from the record itself. 

Record access procedures: 


Requesis from individuals should be addressed to AFAFC/DAD, 
Lowry AFB, Denver, CO 80279, telephone (303) 320-7553. Informa- 
tion pertaining to geographically dispersed elements of the record 
system maybe obtained from Documentation Managers at the appli- 
cable Air Force component listed in the Department of Defense 
directory in the Air Force system notice. Requester should be able to 
provide sufficient proof of identity, such as name, social security 
number, drivers license.civilian identity card, duty station or place of 
employment, or other information verifiable from the record itself. 

Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obiained from the Systems Manager. 

Record source categories: 


Information obtained from previous employers from financial insti- 
tutions, from medical institutions, from automated system interfaces, 
from a state or local government, from source documents (such as 
reports) prepared on behalf of the Air Force by boards, committees, 
panels, auditors, and so forth, and from other Department of Defense 
components and other federal agencies such as, but not limited to 
Social Security Administration, Internal Revenue Service, State Rev- 
enue Departments, Department of the Army, Navy or State Depart- 
ment. Correspondence with attorneys, dependents, survivors or 
guardians may also furnish data for the system. 

Systems exempted from certain provisions of the act: 

NONE 


F17730 OEACYVA 
System name: 
17730 OEACYVA Joint Uniform Military Pay System (JUMPS) 
System location: 


Air Force Accounting and Finance Center, Lowry AFB, Denver, 
CO 80279. Air Force Military Personnel Center, Randolph Air Force 
Base, TX 78148. Consolidated~Base Personnel Offices at Air Force 
installations. Accounting and Finance Offices.at Air Force bases. At 
Air Force Data Systems Design Center, Gunter Air Force Station, 
AL 36114 (for research and test only), Denver Federal Archives and 
Records Center, Denver, CO 80225 (storage), Records Center Annex 
GSA, PO Box 141, Neosho, MO 64850 (back-up storage). Informa- 
tion pertaining to geographically dispersed elements of the record 
system (CBPO’s and AFO’s) may be obtained from Documentation 
Managers at the applicable Air Force component listed in the De- 
partment of Defense Directory in the appendix to the Air Force 
system notice. 

Categories of individuals covered by the system: 

Air Force active duty military personnel and dependents. Retired. 
Separated Air Force military personnel, individuals to whom active 
duty military personnel authorize a direct payment of a portion of 
their pay, and Officers of the Air Reserve and Air National Guard 
on extended active duty. 

Categories of records in the system: 

Military pay records and files including but not limited to master 
military pay accounts, immediate access storage, six-months history, 
leave and earnings statements, federal insurance contribution act tax 
and federal income tax withholding contained on magnetic tape, 
magnetic discs, microfilm, microfiche and computer printed formats; 
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pay authorization control files, central pay authorization file, deferred 
transaction file, reject suspense file and daily transaction record. 
Military pay supporting documents and vouchers including but not 
limited to basic pay; special compensation positions such as medical, 
dental, veterinary and optometry; special pay such as foreign duty, 
proficiency, hostile fire and diving duty; status adjustments relating 
to entrance on active duty, absent-without-leave, confinement, deser- 
tion, sick or injured, leave, mentally incompetent, missing, interned, 
permanent change of station, promotions and demotions; separation, 
reenlistments, incentive pay such as flying duty, stress duty, demoli- 
tion duty, parachute jumping duty and submarine duty; allowances, 
such as basic allowance for subsistence, basic allowance for quarters, 
family separation allowances, overseas station allowances, clothing 
monetary allowance; separation payments, death gratuities, time-in- 
service; allotments of pay; checks-to-banks; federal and state with- 
holding taxes; court-martial sentences and non-judicial punishment; 
indebtedness resulting from but not limited to overpayment of pay 
and allowances and allotments, other debts to United States, certain 
non-government debts, and correspondence pertaining to all of the 
above, inquiries files, personal financial records and sundry lists, 
reports and rosters including but not limited to Internal Revenue 
reports, state tax reports, Veterans Administration reports, Social 
Security Administration reports, and Treasury reports. 


Authority for maintenance of the system: 


37 USC 101 et seq.; 10 USC 265, 8033, 8496; 10 USC 9837 (d); 32 
USC 708; E.O. 9397. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


The purposes of these records are to accurately and timely pay 
members of the Air Force, provide members periodic comprehensive 
statements of their accounts, and to respond to inquiries concerning 
their accounts at any time. US Air Force components such as Head- 
quarters, Air Force Accounting and Finance Center, Major Com- 
mands and Air Force installations use these records to determine pay 
due military members, to verify pay affecting information, to collect 
Overpayments made to military members, to provide accrual account- 
ing for each covered entitlement of military pay and allowances, and 
to provide fund manager reports, internal manager reports and exter- 
nal reports. Other users include but are not limited to other compo- 
nents of Department of Defense such as Army and Navy which may 
pay Air Force members and initiate claims; other federal agencies 
such as the Internal Revenue Service for tax information on mem- 
bers, Social Security Administration for information regarding Feder- 
al Insurance Contribution Act tax deducted from members, Veterans 
Administration for information regarding premiums on serviceman’s 
group life insurance, the General Accounting Office for audits, opin- 
ions, and fact-finding information, state and local governments for tax 
and welfare information, US and state courts for civil litigation and 
criminal prosecution purposes, members of Congress for complaints 
from constituents and for inquiries not generated by constituents, 
insurance companies for allotments made to them by military mem- 
bers, financial institutions for deposits (checks-to-banks) and/or pay- 
ments (including release of information to computer service centers 
and other accounting services when such centers and services act as 
authorized agents of financial ospecified by the member to receive 
monies due him). The American Red Cross and the Air Force Aid 
Society. Records may be disclosed to law enforcement agencies such 
as but not limited to office of Special Investigations, United States 
Air Force; Federal Bureau of Investigation; city and state authorities 
for violations of law, for investigation and possible criminal prosecu- 
tion, civil court action or regulatory processes. Disclosures made 
pursuant to the Freedom of Information Act. Disclosures to the 
Department of Justice for criminal prosecution, civil litigation, or for 
investigatory purposes. American Red Cross uses this information to 
determine needs of a member or his dependents in emergency situa- 
tions. The Air Force Aid Society uses this information to determine 
needs of a member or his dependents in emergency situations and for 
verification of loan applications. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 


Maintained in file folders/ note books/binders/bisibie file binders/ 
cabinets/card files, computer magnetic tapes and maintained on com- 
puter paper printouts, and on ro! 1 mircrofilm and microfiche. 

Retrievability: 

Filed by Name. Social Security Number (SSN), or Military Serv- 
ice Number 

Safeguards: 
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Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabi- 
nets/ locked cabinets or rooms, protected by guards, and controlled 
by personnel screening, visitor registers and ames system soft- 
ware. 

Retention and disposal: 


local retention varies from 3 to 6 years. At expiration of local 
retention, records are either destroyed by tearing, shredding, pulping, 
macerating or burning or transferred by the Air Force Accounting 
and Finance Center to the Denver Federal Archives and Records 
Center for varying retention periods up to 56 years. Destroyed by 
shredding. Back-up records for emergency reconstruction in the 
event of primary record destruction are retained by the Federal 
Records Center Annex GSA at Neosho MO. Destruction is by shred- 
ding. 

System manager(s) and address: 

Comptroller of the Air Force, Headquarters United States Air 
Force. 


Notification procedure: 


Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Lowry AFB, 
Denver, CO, 80279, telephone (303) 320-7553. Information pertaining 
to geographically dispersed elements of the record system may be 
obtained from Documentation Managers at the applicable Air Force 
component listed in the Department of Defense Directofy in the 
appendix to the Air Force system notice. Requester should be able to 
provide sufficient proof of identity, such as name, social security 
account number, military status, duty status or place of employment 
or other information verifiable from the record iiseif. 

Record access procedures: 


Request from individuals should be addressed to AFAFC/DAD, 
Lowry AFB, Denver, CO, 80279, telephone (303) 320-7553. Requests 
pertaining to geographically dispersed elements of the record system 
may be obtained from Documentation Managers at the applicable Air 
Force component listed in the Department of Defense Directory in 
the appendix to the Air Force system notice. Requester should be 
able to provide sufficient proof of identity, such as name, social 
security account number, military status, duty status or place of 
employment or other information verifiable from the record itself. 

Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Information obtained from financial institutions, automated system 
interfaces; a state or local government; source documents (such as 
reports) prepared on behalf of the Air Force by boards, committees, 
panels, auditors, and so forth, military pay information originating 
from telephone inquiries, telegraph messages and correspondence; 
information from federal agencies and other DoD components; and 
information from Air Force installations, Major Commands and 
USAF Headquarters. 

Systems exempted from certain provisions of the act: 

NONE 

F17734 CEACYVA 
System name: 

17734 OEACYVA USAF Retiree/Annuitant Pay System (RAPS) 

System location: 

Air Force Accounting and Finance Center, Lowry AFB Denver 
CO 80279. Federal Archives and Records Center, building 48, 
Denver Federal Center, Denver, Colorado 80225. Records center 
annex, GSA, P.O. Box 141, Neosho, Missouri 64850 (back up storage 
only). Air Reserve Personnel Center and Personal Affairs offices at 
Air Force installations. Official mailing addresses are in the Depart- 
ment of Defense Directory in the Appendix to the Air Force’s 
systems notice. 

Categories of individuals covered by the system: 

Air Force active duty officer and enlisted personnel. Air Force 
Reserve and Air National Guard personnel. Retired Air Force mili- 
tary personnel. Dependents and survivors of military personnel. 

Categories of records in the system: 


Records include, but are not limited to, retired pay and annuitant 
pay master files with supporting documeniation relating to entitle- 
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ments, deductions, collections ind allotments. Supporting documents 
include but are not limited to the following Retirement Orders, 
retirement pay orders, gross pay statements, statements of employ- 
ment, employees: withholding exemption certificates, records of 
emergency data, retired pay allotment authorizations, retirees: United 
States savings bond authorizations, Air Reserve Forces retirement 
credit summaries, divorce decrees, computation of retired pay, death 
certificates, claims for unpaid pay and allowances of deceased mem- 
bers, marriage certificates, adoption papers, guardian papers, birth 
certificates, election certificates for retired servicemans: family pro- 
tection plan (RSFPP), election certificates for survivor benefit plan 
(SBP), documents pertaining to status of childrens: schooling, and 
income tax withhoiding statements. Also included are listings of 
bonds, allotments, retired pay and annuitant pay checks, debts owed 
the government and direct remittances made by retirees for the costs 
of the RSFPP and SBP pians, records from dependents of retired 
military personnel, correspondence related to retirement entitlements 
such as reports from hospitals and medical review boards, print-outs 
of members: active duty military pay accounts from the joint uniform 
military pay system. 
Authority for maintenance of the system: 


10 USC Chapters 61, 63, 65, 67, 69, 71, 73 and 79; 5 USC Chapter 
83. 37 USC 101 et. Seq.; 38 USC 410 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

the purpose of these records is to accurately and timely pay the 
retired members of the Air Force and their survivors; provide mem- 
bers periodic statements of pay; document and account for all dis- 
bursements and collections; and to respond to inquiries concerning 
the retiree and annuitant accounts. Records are used to establish, 
maintain and close retiree and annuitant pay accounts and prepare 
related reports; compute retired and annuitant pay and initiate actions 
for monthly pay and allotment transactions; casualty cases are estab- 
lished upon the death of a member and arrears of pay are computed 
and disbursed to survivors; upon the death of a retired member, 
RSFPP and/or SBP accounts are established and survival annuities 
are paid. Users of system record data include Headquarters US Air 
Force and the USAF Military Personnel Center for routine and 
special reports which are generally statistical in nature, but occasion- 
ally include lists of retirees with related pay data. Other users in- 
clude, but are not limited to, any component of the Department of 
Defense for inquiries, audit and document utilization; other federal 
agencies such as the Internal Revenue Service for normal wage and 
tax withholding reporting, accounting, tax audits and levies; Comp- 
troller General and the General Accounting Office for legal interpre- 
tations and audits. Disclosures are made to the Department of Justice 
for criminal prosecution, civil litigation or investigation; disclosures 
are made to the Veteran’s Administration regarding establishments, 
changes and discontinuances of VA compensation to retirees and 
annuitants; disclosures are made to the Social Security Administra- 
tion regarding wages and Federal Insurance Contributions Act Tax 
withholding; information is furnished the American Red Cross and 
the Air Force Aid Society for their use in assisting retirees and their 
survivors; disclosures are made pursuant to the Freedom of Informa- 
tion Act. Information is supplied to state and local governments for 
use as follow-up data in welfare cases and for tax purposes. Also, 
there is an automated interface with the joint uniform military pay 
system for data used to compute annuitant payments; checks are sent 
to banks for credit to the retiree:s and annuitant:s accounts including 
payments made under the Electronics Fund Transfer System (EFTS) 
transmitted through the Federal Reserve System; and allotments are 
mailed to other financial ins\itutions for uses such as insurance premi- 
ums and loan repayments. Information is also supplied to the Civil 
Service Commission when a retiree waives his military retired pay in 
order to use his military service for computing his Civil Service 
Retirement Annuity. Records are also used for extraction or compila- 
tion of statistical data and reports for management studies and statisti- 
cal analyses for use internally or externally as required by Depart- 
ment of Defense or by other Government agencies. Information is 
supplied to the courts regarding retiree pay in garnishment cases. 
Disclosures are also made to attorneys, law firms, and other parties 
acting as executors or administrators of retirees estates and informa- 
tion is provided to trustees of mentally incompetent members and 
guardians of survivors (children). 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 


NOTICES 


Maintained in file folders/note books/binders/visible file binders/ 
cabinets/card files, computer magnetic tapes and paper printouts, and 
on roll microfilm and micorfiche. 

Retrievability: 

Filed by Name, Social Security Number (SSN) or Military Service 
Number. 

Safeguards: 

Records are accessed by custodian of the record system and by 
person(s) responsible for servicing the record system in performance 
of their official duties who are properly screened and cleared for 
need-to-know. Records are stored in security file containers/cabi- 
nets/vaults/ locked cabinets or rooms, protected by guards, and 
controlled by personnel screening, visitor registers and computer 
system software. 


Retention and disposal: 


the system contains differing types of records subject to varied 
periods of retention up to 56 years. Final destruction of records is by 
shredding. Records are maintained in the retired pay division office 
while active, and then retired to the Denver Federal Archives and 
Records Center. Duplicate records are maintained at the records 
cenier annex at Neosho, Missouri for storage. Destruction is accom- 
plished by shredding or burning. 


System manager(s) and address: 


Comptroller of the Air Force, Headquariers United States Air 
Force. Director of Accounting and Finance United States Air Force 
Washington DC 20330 (USAF). Assistant Deputy Chief of Staff 
Personnel for Military Personnel, Randolph Air Force Base, TX 
78148 for Survivor Benefit Plans Briefing records and spouse notifi- 
cation letters. 

Notification procedure: 

Information as to whether the record system contains information 
on an individual may be obtained from AFAFC/DAD, Lowry AFB, 
Denver, CO 80279, telephone (303) 320-7553. The requester should 
be able to provide sufficient proof of identity, such as name, social 
security number, duty station or place of employment, military status, 
military grade or other information verifiable from the record itself. 
For Survivor Benefits Plans Briefing records and spouse notification 
data, contact the Systems Manager specified in the preceding catego- 
ry or Personal Affairs officials at the servicing Air Force installation. 
Official mailing addresses are in the Department of Defense directory 
in the appendix to the Air Force’s systems notices. 

Record access procedures: 


Requests from individuals should be addressed to AFAFC/DAD, 
Lowry AFB, Denver, CO 80279, telephone (303) 320-7553. The 
requester should be able to provide sufficient proof of identity, such 
as name, social security number, duty station or place of employ- 
ment, military status, military grade or other information verifiable 
from the record itself. 

Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information obtained from previous employers, financial, educa- 
tional, and medical institutions, automated system interfaces, a state 
or local government, source documents (such as reports) prepared on 
behalf of the Air Force by boards, committees, panels, auditors, and 
so forth. Also record system sources of information include but are 
not limited to, the following members: survivors, trustees of mentally 
incompetent members, guardians of survivors (children), private law 
firms which are executors of estates in casualty cases, the Military 
Personnel Center at Randolph Air Force Base, Texas, and other 
government agencies such as the Veterans Administration and the 
Social Security Administration. Information also obtained from the 
individual. 

Systems exempted from certain provisions of the act: 

NONE 

F20503 DAI A 
System name: 
20503 DAI A Personnel Security Case Files. 
System location: 


Personnel Security Group, Directorate of Administration, Head- 
quarters US Air Force, Washington, DC 20330. Decentralized seg- 
ments at the Washington National Records Center. 


Categories of individuals covered by the system: 
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. Air Force civilian employees and applicants, and Air Force mili- 
tary members and prospective members, including Air Force Reserve 
and Air National Guard, whose personnel security investigations 
contain unfavorable information, who were previously processed or 
adjudicated under the Air Force Military or Civilian Security Pro- 
grams, or who are assigned or nominated to offices of the Secretary 
of the Air Force, the Air Staff or the support agencies and offices 
under the security ciearance authority of the Personnel Security 
Group. 
Categories of records in the system: 


Files may include (1) requests for clearance, investigation, (2) de- 
terminations of eligibility for assignment to sensitive positions, (3) 
medical records checks and evaluations, (4) personnel records infor- 
mation, (5) personne! security questionnaires, (6) correspondence be- 
tween the group and the individual, office of ‘assignment, command- 
ers, medical facilities and installations, personnel offices, investigative 
agencies, Air Staff offices, or offices of the Secretary of the Air 
Force, (7) clearance records, and (8) summaries, evaluations, recom- 
mendations and records of adjudication. 

Authority for maintenance of the system: 


5 USC 7531, Definitions; 7532, suspension and removal; 7533, 
Effect on other statutes; 10 USC 8012, Secretary of the Air Force: 
powers and duties; delegation by; Executive Order 10450, Security 
requirements for government employment. Routine uses of records 
maintained in the system, including 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Files are established to evaluate the security acceptability of Air 
Force military and civilian personnel, applicants, enlistees and nomi- 
nees for appointment, assignment or retention in sensitive positions 
with access to classified defense information or to restricted areas 
and locations. Files are used to record clearance adjudicative actions, 
eligibility determinations and investigative data. Investigative case 
file information may be reviewed by Air Force installation com- 
manders, supervisors, personnel officers, medical, security, and inves- 
tigative personnel, personnel of Air Staff offices and offices of the 
Secretary of the Air Force. Case files and cards are also used to 
answer inquiries from other Air Force offices and agencies, and from 
investigative, security and personnel representatives of other Federal 
agencies concerning the clearance status of individuals. Case records 
are maintained to prepare statistical accounting and to measure the 
effectiveness of the adjudicative programs and procedures. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 


Paper records and microfiche maintained in file folders, card files, 
visible file binders/cabinets and notebooks/binders. 

Retrievability: 

Filed alphabetically by name. 

Safeguards: 


Records are stored in vaults, safes and security file containers/ 
cabinets. All records are stored, processed, transmitted and protected 
as the equivalent of classified information. Records are accessed by 
the custodian of the records system, by persons responsible for ser- 
vicing the system in the performance of their official duties and by 
authorized personnel who are properly screened and cleared for 
need-to-know. 

Retention and disposal: 


Clearance records are retained in the office files for one year after 
annual cut-off then are destroyed by tearing into pieces, shredding, 
pulping or burning. Adjudication records are retained in office files 
for two years after annual cut-off, then retired to the Washington 
National Records Center, Washington, DC 20409. Records of person- 
nel assigned to Air Staff/OSAF and support functions are maintained 
in office files until reassignment or separation. Inactive files of mili- 
tary personnel are destroyed after two years. Inactive files of civilian 
personnel are transferred to the gaining agency, or are retained for 
two years as the Civilian Security Documents Folder. 

System manager(s) and address: 


Chief, Personnel Security Group, Directorate of Administration, 
Headquarters US Air Force, Washington, DC 20330. 


Notification procedure: 


Reguests from individuals should be addressed to the System Man- 
ager, and should contain the full name, including any former names, 
grade, date of birth and social security number. 


Record access procedures: 


4 


Individuals can obtain assistance in gaining access from the System 
Manager. 


Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Information is received from investigative reports from federal 
investigative agencies, personnel and medical records, board reports, 
correspondence from offices and organizations of assignment, and 
from commanders, supervisors, witnesses and individuals, from secu- 
rity, and investigative personnel and from Air Staff offices, offices of 
the Secretary of the Air Force, and other offices of the Executive 
and legislative branches. System exempted from Executive and legis- 
lative branches. 


Systems exempted from certain provisions of the act: 


Parts of this system may be exempt under 5 USC 552a(j) or (k), as 
applicable. For additional information, contact the Systems Manager. 


¥20503 DAI C 
System name: 
20503 DAI C Presidential Support Files. 
System location: 


Primary System at the Personnel Security Group, Directorate of 
Administration, Headquarters US Air Force, Washington, DC 20330. 
Decentralized segments are located at security police offices for 
major command headquarters, and at installations and units having a 
Presidential Support mission and those units from which personnel 
are nominated or assigned to Presidential Support duties. 


Categories of individuals covered by the system: 

Those Air Force military and civilian personnel who are nomi- 
nated or assigned to authorized designated positions involving Presi- 
dential Support duties on either a full or pari-time basis. 

Categories of records in the system: 


Nomination Files include reports of investigation by the Defense 
Investigative Service and by other Federal investigative agencies; 
correspondence between the Personnel Security Group and units, 
installations and major commands, investigative agencies, security 
offices, air staff offices and offices of the Secretary of the Air Force, 
the office of the Military Assistant to the Special Assistant to the 
Secretary and Deputy Secretary of Defense, the Office of the Direc- 
tor, White House Military Office, medical evaluations, statements by 
nominees, summaries and evaluations of investigative information. 
Assignment Record Files include letters of notification of selection 
and quarterly rosters of all assigned personnel listed alphabetically 
and by unit, by major command. 

Authority for maintenance of the system: 


10 USC 8012, 9Secretary of the Air Force: powers and duties; 
delegation by. Routine uses of records maintained in the system, 
including categories of users and the duties; delegation by. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Nomination files are collected to evaluate the background, charac- 
ter, suitability and qualifications of nominees being considered for 
selection to positions requiring regular or frequent contact with the 
President or access to Presidential facilities or modes of transporta- 
tion. Files are reviewed and evaluated by staff members at each level 
in the selection process, by medical facility staff members, by the 
Personnel Security Group, and other appropriate Air Staff offices, by 
the Office of the Administrative Assistant to the Secretary of the Air 
Force, and other appropriate offices cf the Secretary of the Air 
Force, by the Office of the Military Assistant to the Special Assistant 
to the Secretary and Deputy Secretary of Defense and the Office of 
the Director, White House Military Office. Assignment Record Files 
are originated to locate, identify, control, manage, and administer 
individuals selected for assignment to Presidential Support duties, to 
initiate assignment actions after final selection, to notify medical 
facilities, and to prepare the quarterly listing of individuals assigned 
to the program for submission to the Office of the Military Assistant 
to the Special Assistant to the Secretary and Deputy Secretary of 
Defense, the Office of the Director, White House Military Office, to 
major commands, and units and Security Police offices having a 
Presidential Support mission. Assignment Record Files at echelons 
below the Personnel Security Group are merely duplicate copies of 
the file copy. File copies are retained at the Personnel Security 
Group to permit record access and to record the accountability of 
disclosures of the Nomination Files. 
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Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records maintained in file folders and on computer paper 
printouts. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are accessed by custodian of the record system, by person 
responsibie for servicing the record system in performance of their 
Official duties, and by authorized personnel who are properly 
screened and cleared for need-to-know. Records are stored in securi- 
ty file containers/cabinets, in safes and vaults. 

Retention and disposal: 

Upon completion of final favorable determination of selection, 
Nomination Files are destroyed by tearing into pieces, shredding, 
pulping, or burning and are replaced by Assignment Record Files. 
Assignment Record Files for individuals are retained during the 
period of assignment or for five years, whichever is longer, as the 
disclosure accountability record, then are destroyed by Stearing into 
pieces, shredding, pulping, or burning. Assignment Record Files in 
quarterly roster listing form are destroyed when superseded by the 
next quarterly roster by tearing into pieces, shredding, pulping, or 
burning. Nomination Files for personnel not selected are retained in 
the office of nonselection or at the Personnel Security Group, for 
one year after the date of nonselection, at which time they are 
destroyed by tearing into pieces, shredding, pulping, or burning. 

System manager(s) and address: 


Chief, Personnel Security Group, Directorate of Administration, 
Headquarters US Air Force, Washington, DC 20330. : 


Notification procedure: 


Requests from individuals should be addressed to the Systems 
Manager. Requests should contain the full name, military or civilian 
grade, date of birth, position, unit and location to which nominated, 
and the date of nomination or nonselection or the unit location and 
period of assignment. 

Record access procedures: 


Individual can obtain assistance in gaining access from the Systems 
Manager. 


Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 


Information is obtained from reports from Federal investigative 
agencies, military and civilian personnel records, and military medi- 
cal records, correspondence from military and civilian law enforce- 
ment and Security Police offices, major command staff offices, Air 
Staff offices, offices of the Secretary of the Air Force, the Office of 

. the Military Assistant to the Special Assistant to the Secretary and 
Deputy Secretary of Defense, Office of the Director, White House 
Military Office and other Federal agencies and office of the Execu- 
tive and Legislative Branches. 


Systeims exempted from certain provisions of the act: - 
NONE 


F20505 AFIS A 
System name: 


20505 AFIS A Sensitive Compartmented Information Personnel 
Security Records 


System location: 


Personnel Security Division, Directorate of Security and Commu- 
nications Management, Air Force Intelligence Service, Pentagon, 
Washington DC 20330, Records for personnel assigned Air Force 
Security Service are located with Directorate of Security Police, Air 
Force Security Service, Kelly Air Force Base, Texas 78243. Records 
for personnel assigned to Air Force Communications Service are 
located with Office of the Inspector General, Air Force Communica- 
tions Service, Richards-Gebaur AFB, Missouri 64030. Records for 
personnel assigned to Air Weather Service are located with Director- 
ate of Special Projects, Control Division, Air Weather Service, Scott 
Air Force Base, IHlinois 62225. 

Categories of individuals covered by the system: 


Air Force personnel, civil service employees, and contractor per- 
sonnel with current access to SCI or who have had such access 


NOTICES 


within past five years except Air Force personnel assigned to Central 
Intelligence Agency, Office of the Secretary of Defense/Defense 
Agencies, Office of the Joint Chiefs of Staff, and the National Securi- 
ty Agency. 

Categories of records in the system: 


Statements of Personnel History and allied papers prepared or 
submitted by individuals; Personnel Background Investigations; State- 
ments by Commanders, Supervisors, Medical, Legal, and Security 
Officials, and related correspondence; Access Adjudication Records; 
Indoctrination Oaths; Termination Oaths; routine records/correspon- 
dence pertaining to access status or changes in status. 


Authority for maintenance of the system: 


Executive Order 10450. Routine uses of records maintained in the 
system, including categories of users and the purposes of such uses: 
Used by designated, responsible Air Force officials to recommend/ 
determine eligibility for access to SCI. Use to verify an individual’s 
status with respect to SCI access or eligibility for such access, only 
the ‘fact of an individual’s eligibility/ noneligibility for SCI access is 
furnished to other authorized government agencies/activities and 
oniy upon request. To answer official inquiries involving an individ- 
ual’s eligibility/ noneligibility for access to SCI, substantive informa- 
tion is released to responsible officials in the Air Force Inspector 
General Organizations, or higher Air Force authority, and to mem- 
bers of Congress. Used internally to determine personnel security 
trends and to attempt to determine causes for security deviations. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by designated, responsible Air Force officials to recommend/ 
determine eligibility for access to SCI. Use to verify an individual’s 
status with respect to SCI access or eligibility for such access, only 
the ’fact of an individual’s eligibility/noneligibility for SCI access is 
furnished to- other authorized government agencies/activities and 
only upon request. To answer official inquiries involving an individ- 
ual’s eligibility/noneligibility for access to SCI,-substantive informa- 
tion is released to responsible officials in the Air Force Inspector 
General Organizations, or higher Air Force authority, and to mem- 
bers of Congress. Used internally to determine personne! security 
trends and to attempt to determine causes for security deviations. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders and on roll microfilm. 

Retrievability: 


Filed by name, by Social Security Number (SSN), and grade or 
rank. 


Safeguards: 
Records are accessed by custodian of the record system, by 
person(s) responsible for servicing the record system in performance 


of their official duties. Records are stored in security file containers/ 
cabinets and vaults. 


Retention and disposal: 


Active records maintained as long as an individual is authorized 
access to SCI. Upon termination of access record is placed in inactive 
status where it is retained for five years and then destroyed unless 
sooner returned to active status. Destruction is by burning or shred- 
ding. 

System manager(s) and address: 


Assistant Chief of Staff, Intelligence, Headquarters United States 
Air Force. The Director of Security and Communications Manage- 
ment, Air Force Intelligence Service, The Pentagon, Washington DC 
20330, is designated to act in the name of the Assistant Chief of 
Staff/ Intelligence, HQ United States Air Force. The Chief of Securi- 
ty Police, HQ United States Air Force Security Service, Kelly Air 
Force Base, TExas 78243 is designated Sub-System Manager. and 
may act in the name of the Assistant Chief of Staff, Intelligence, HQ 
United States Air Force, for records located at HQ United States Air 
Force Security Service. 


Notification procedure: 


Requests from individuals should be addressed to the System Man- 
ager or Sub-System Manager as appropriate. Unclassified portions of 
file are available upon request. Include ful! name, grade (where 
applicable), social security number, date and place of birth, organiza- 
tion/activity to which assigned/ employed at time of SCI access. 
Visits may be made to office of the System Manager or Sub-System 
Manager as appropriate. Individuals not authorized access to Penta- 
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gon working areas or HQ United States Air Force Security Service, 
Kelly Air Force Base, should contact the Executive Order 10450. 

Record access procedures: 

Individual can obta:n assistance in gaining access from the Systenis 
Manager or Sub-System Manager. 

Contesting record procedures: 

The Air Force's rules for access to records and for contesting and 


appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 


Record source categories: 

Personnel Background Investigations conducted by Defense Inves- 
tigative Service and/or Air Force Office of Special Investigations; 
Statement of Commanders, Supervisors, and medical, legal and secu- 
rity officials; records of adjudication processes. 

Systems exempted from certain provisions of the act: 

Parts of this system may be exempt under 5 U.S.C. 552a(j) or (k), 
as applicable. For additional information, contact the Systems Man- 
ager. 

F26501 AFA A 
System name: 

26501 AFA A Cadet Chaplain Records. 

System location: 

At USAF Academy, CO 80840. 

Categories of individuals covered by the system: 

AF Academy Cadets. 

Categories of records in the system: 


Religious affiliation, background and religious interests and choir 
audition consisting of musical capabilities. 


Authority for maintenance of the system: 


10 USC 8012, Secretary of the Air Force: powers and duties; 
delegation by; 10 USC 9331, Establishment; Superintendent; facuity. 
Routine uses of records maintained in the system, faculty. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

(1) Identify incoming Fourth Ciass Cadets religious affiliation, reli- 
gious background data and religious interests. Cadet Chaplains use 
this information to organize cadet lay participation as users, choir 
members, lay readers, lectors, coramentators, and religious education 
teachers. Cadet Chaplains and Chapel Managers assigned to the 
USAF Academy Cadet Chaplain’s Office use this information. (2) 
Choir audition record identifies incoming 4th class cadet’s musical 
capabilities and the music directors use this information. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in card files. 

Retrievability: 

Filed by name. 

Safeguards: 

Records are stored in locked rooms. 

Retention and disposal: 

Retained in offices for one year after graduation, then destroyed 
by tearing into pieces, shredding, pulping, macerating, or burning. 

System manager(s) and address: 

USAF Academy Command Chaplain. ‘ 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. 

Contesting record procedures: 

The Air Force’s rules for access to records and for coniesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information obtained from individual cadet. 

Systems exempied from certain provisions of the act: 

NONE 


F26501XHC A 


System name: 


26501XHC A Records on Baptisms, Marriages and Funerals by Air 
Force Chaplains 


System location: 


Washington National Records Center, Washington DC 20409. 1955 
to 1958 Records Group Modern Military Branch Military Archives 
Division National Archives Service, Washington, D.C. 20408, 1949 
to 1955 Records Group 


Categories of individuals covered by the system: 


Military and Civilian Personnel, Marriages, Military and Depend- 
ent Personnel, Baptisms, Military and Dependent Personnel, Funerals 


Categories of records in the system: 

Record of Baptisms, Marriages and Funerals Performed by Air 
Force Chaplains 

Authority for maintenance of the system: 

44 USC 3301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Records of Rite$’ Performed by Air Force Chaplains Used to 
Verify Rites Performed for Individuals 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Maintained in card files. 

Retrievability: 

Filed by Name. 

Safeguards: 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in locked cabinets or rooms. 

Retention and disposal: 

Fifty year Retention 1955 to 1958 Washington National Records 
Center, Washington, D.C. 20409, Year Group 1949 to 1955 Retained 
at Modern Military Branch, Military Archives Division, National 
Archives Service, Washington, D.C. 20408, System Discontinued 
after 1958 

System managei(s) and address: 

Chief of Chaplains, Headquarters United States Air Force. 

Notification procedure: 


Requests from individuals should be addressed to the Systems 
Manager. 


Record access procedures: 


Individual can obtain assistance in gaining access from the Systems 
Manager. 


Contesting record procedures: 


The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 


Record source categories: 


Information from Individuals and Air Force Chaplains Reporting’ 
Rites. 


Systems exempted from certain provisions of the act: 
NONE 
F90001XOBXQPCA 
System name: 
90001XOBXQPCA Cadet Awards Files 
System location: . 
United States Air Force Academy, USAF Academy CO 80840. 
Categories of individuals covered by the system: 


Relatives of deceased perscns who are memorialized through cadet 
awards and any former USAF Academy cadet who has been honor- 
ably discharged because of being crippled, disabled, or blinded while 
enrolled at the USAF Academy, or because of the discovery of a 
physical defect after entering the USAF Academy. 


Categories of records in the system: 


Cadet Awards files by award area, including background on 
person memorialized, donor financial arrangements, record of award 
winners and administrative history and military, academic and medi- 


FEDERAL REGISTER, VOL. 43, NO. 183—-WEDNESDAY, SEPTEMBER 20. 1978 





42472 


cal information on individual considered for award, financial status of 
parents or guardian and/or candidate. 

Authority for maintenance of the system: 

10 USC 903, Executive Order 9397, 22 November 1943, Number- 
ing System for Federal Accounts Relating to Individual Persons. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

For continuing award sponsorship business with donors, which 
consist of private individuals, patriotic and veteran organizations, and 
major air command and used by Cadet Awards Council to aid in 
their selection of individuals to receive annual award presented to 
disabled former cadets. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: 

Filed by Social Security Number (SSN) and by name. 

Safeguards: - 

Records are accessed by person(s) responsible for servicing the 
record system in performance of their official duties. Records are 
stored in security file containers/cabinets. Awards Council Chairman 
and appointed project officer are only persons reviewing financial 
statements. 

Retention and disposal: 

AF 525-pending approval; five year retention in office area before 
retiring to base staging area for 45 additional years. Destroyed by 
tearing into pieces. 

System manager(s) and address: 

Deputy Chief of Staff/Personnel, Headquarters United States Air 
Force. Washington DC 20330 

Notification procedure: 

Requests from individuals should be addressed to the Systems 
Manager. 

Record access procedures: 

Individual can obtain assistance in gaining access from the Systems 
Manager. 

Contesting record procedures: ; 

The Air Force’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the Systems Manager. 

Record source categories: 

Information obtained from educational institutions. Information ob- 
tained from the public media. 

Systems exempted from certain provisions of the act: 

NONE 


DEFENSE NUCLEAR AGENCY 


HDNA 609-02 
System name: 
609-02 Personnel Radiation Exposure Records 
System location: 


Decentralized system. Siaaeis location: Radiological Safety De- 
partment, Bldg 42, Rooms 1420 and 1422, Armed Forces Radiobio- 
logy Research Institute (AFRRI), Defense Nuclear Agency, Bethes- 
da, Maryland, 20014, on the grounds of the National Naval Medical 
Center. Other locations are rooms 3113 and 2147 of the AFRRI; and 
room 1418, Bldg 364, Field Command, Defense Nuclear Agency 
(FCDNA), Kirtland Air Force Base, Albuquerque, New Mexico 
iat and Office of the Commander, Enewetak Atoll, Marshall 
Slangds. 


Categories of individuals covered by the system: 


All employees, contractors, visitors or anyone else who is known 
to enter the AFRRI building. At FCDNA, all DNA employees who 
. work in a position, the duties of which might result in exposure to 
radiation. At Enewetak, all individuals who work or visit the Atoll 
other than transient air crews and air passengers who do not leave 
the aircraft. Uniformed Services University of the Health Sciences, 
all employees, students, visitors, contractors or anyone else known to 


NOTICES 


enter a radiation environment at Uniform Services University of the 
Health Sciences (USUHS). 

Categories of records in the system: 

For employees at AFRRI, FCDNA, and USUHS file contains 
personal information consisting of name, social security number, date 
of birth, current and previous radiation exposure, history and places 
of employment and when exposures occurred. For others, at AFRRI, 
FCDNA and USUHS file contains name, social security number, 
date of birth, current employer, citizenship, and current exposure 
history. For all, at AFRRI, FCDNA and USUHS information on 
pregnancy and pacemaker. Enewetak files will contain personal in- 
formation consisting of name, social security number, date of birth, 
current and previous radiation exposure history, .areas insited or 
worked, dates of arrival and departure, and citizenship. 

Authority for maintenance of the system: 

Atomic Energy Act of 1954, 42 USC 2013, Military ¢ Construction 
Appropriation Act of 1977 (P.L. 94-367) and DNA OPLAN 600-77. 
*Cleanup of Enewetak Atoll’. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To document the degree of exposure to radiation experienced by 
an individual; to support legal or medical claims for or against the 
government; to measure quality of the radiation protection program; 
to provide exposure history to subsequent employers; to provide 
history to requesting individuals. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

At AFRRI: 5° by 7’ cards filed at reception desk, room 3113, 
8’x10-1/2’ paper filed in rooms 1420 and 1422. At FCDNA, 8’x10 1/ 
2’ papers are filed in a metal file cabinet in _Bidg 364. At Enewetak: 
5°x7’ cards filed in a metal file cabinet in the Enewetak Commander’s 
office. 

Retrievability: 

Alphabetical by last name of individual. 

Safeguards: 

AFRRI - Kept in a controlled access building which is protected 
by an intrusion alarm system. 

FCDNA - Controlled access building which is protected by an 
intrusion alarm system. 

Enewetak - Locked and secured in Enewetak Commander’s office. 

Retention and disposal: 

For employees - permanently. For visitors - retired after 2 years to 
record holding area for permanent retention. For foreign visitors, 
records are sent to State Department for retention. All Enewetak 
records will be maintained permanently. 

System manager(s) and address: 


AFRRI and USUHS - Chairman, Radiation Safety Department, 
— Forces Radiobiology Research Institute, Bethesda, MD 
14. 


Field Command, DNA and Enewetak Atoll, MI - Health Physicist, 
Logistics Directorate, Field Command, Defense Nuclear Agency, 
Albuquerque, NM 87115. 

Notification procedure: 

Requests should be addressed to the SYSMANAGER. 

Record access procedures: 


Individual can obtain assistance in gaining access from the SYS- 
MANAGER. 


Contesting record procedures: 

The Agency’s rules for contesting contents and appealing initial 
determinations may be obtained from SYSMANAGER. 

Record source categories: 

AFRRI, FCDNA, and USUHS information voluntarily submitted 
by individual. Enewetak information as required to be submitted by 
individual. Additional information added as data is collected. 

Systems exempted from certain provisions of the act: 

None 


HDNA 609-03 


System name: 
Personnel Exposed to Radiation from Atmospheric Nuclear Tests 
System location: 


Headquarters, Defense Nuclear Agency, Washington D.C. 2030S - 
main computer location. 
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Categories of individuals covered by the system: 


All DoD and DoD affliated personnel military and civilian, who 
participated in the United States Government atmospheric nuclear 
test programs in the Pacific and at the Nevada Test Site. 


Categories of records im the system: 

Personal information consisting of name, rank, service -number, 
social security number, last known or current address, dates of test 
participation, exposure data, and unit of assignment. 


Authority for maintenance of the system: 


Atomic Energy Act of 1954, 42 U.S.C. 2013 and Tasking Memo- 
randum from Office of the Secretary of Defense to the Director, 
Defense Nuclear Agency dated 28 Jan 78, Subject: "DoD Personnel 
Participation in Atomospheric Nuclear Weapons Testing’ 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Department of Defense Components-For the purpose of preparing 
histories of atmospheric nuclear test participation and for use in 
litigation between test participants or their representatives and the 
Department of Defense. 

Defense Nuclear Agency Contractors-For the purpose of assisting 
DoD components in preparation of histories of atmospheric nuclear 
test participation and responding io the enquries and concerns of 
individuals who may have participated in the test programs and/or 
their representatives. 

National Research Council and the Center for Disease Control-For 
the limited purpose of conducting epidemiological studies of the 
effects of ionizing radiation from the atmospheric nuclear weapons 
tests on DoD participants in those tests. 

Department of Energy-For the limited purpose of identifying AEC 
and AEC-contractor Personnel exposed to ionizing radiation during 
nuclear testing; and for conducting epidemiological studies of radi- 
ation effects of individuals so identified; and for use in litigation 
between the DoD and any of the individuals so identified. 

Department of Transportation-For the limited purpose of identify- 
ing DOT and DOT-affiliated personnel exposed to ionizing radiation 
during nuclear testing and for use in litigation between the DOT and 
any of the individuals so identified. 

Veterans Administration-For use in litigation between the VA and 
individuals and/or their representatives are alleging service-connect- 
ed disabilities as a result of said exposure. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 


Paper records in file folders; computer magnetic tape disks and 
printouts in secure computer facility. 


Retrievabiiity: 


Paper records filed in folders and computer magnetic tape and disk 
retrieved by SSN and name. 


Safeguards: 


Paper records are filed in folders stored in locked security safes. 
Mag tapes stored in vault in the computer area. 


Retention and disposal: 


Paper records are retained until information is transferred to mag- 
netic tapes, then destroyed. Magnetic-tapes and disks are retained 
indefinitly. 

System manager(s) and address: 


Director, Defense Nuclear Agency, ATTN: Privacy Act Officer, 
Washington, D.C. 20305. 


Notification procedure: 

Information may be obiained from the SYSMANAGER. 

Record access procedures: 

Requests should be addressed to the SYSMANAGER. 

Contesting record procedures: 

Requests from individuals should be addressed to the same address 
as stated in the notification section above. 

Record source categories: 

From DNA Form 10, searches of DoD records by other DoD 
components, and from individuals voluntarily contacting DNA by 
phone or mail. 

Systems exempted from certain provisions of the act: 

NONE 


JOINT CHIEFS OF STAFF 


JOJCSOOIMILPERS 
System name: 

OJCS Medals and Awards Files and Reports System; Microfilmed 
Historical Awards 

System location: 

Military Personnel Branch, Personnel Division, Organization of the 
Joint Chiefs of Staff, The Pentagon, Washington, D. C. 20301. 

Categories of individuals covered by the system: 

All military officer/enlisted personnel, regular and reserve, who 
are serviced by the Organization of the Joint Chiefs of Staff. 

Categories of records in the system: 

File contains, but not limited to, recommendations and substantiat- 
ing documents for awarding of the medals and awards; orders autho- 
rizing awards, certificates of eligibility, memorandums for the record, 
vote sheets, status sheets, board memberships lists, criteria and analy- 
sis, agency historical file, reports, reclama actions, recommendations 
for foreign awards, special category and exception to policy, bulle- 
tins, miscellaneous correspondence, Decorations and Awards Board 
memorandums, memorandums and records and microfilmed historical 
awards. 

Authority for maintenance of the system: 

Title 10, United States Code, Chapter 5, Sections 141-143. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Secretary of the Decorations and Awards Board is the princi- 
pal user. The system constitutes a ready file of documents from 
which information is retrieved to properly maintain the Awards 
Program. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folder. 

Retrievability: 

Filed alphabetically by last name of individual. 

Safeguards: 

Building employs security guards. Access to space is limited to 
personnel office personnel during nonworking hours via locked door. 


During working hours the space is occupied by personnel office 
personnel at all times. 


Retention and disposal: 

Files are permanent. They are microfilmed and retained for histori- 
cal purposes. 

System manager(s) and address: 

Director, Joint Staff, OJCS, The Pentagon, Washington, D. C. 
20301. 

Notification procedure: 

Information may be obtained from: 

Secretary, Decorations and Awards Board 
Organization of the Joint Chiefs of Staff 
The Pentagon 

Washington, D. C. 20301 

Telephone: 202-695-4759 

Record access procedures: 

Requests from individuals should be addressed to: Secretary, Deco- 
rations and Awards Board, Organization of the Joint Chiefs of Staff, 
The Pentagon, Washington, D. C. 20301. 

Written requests for information should contain the fuil name of 
the individual, current address and telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification, that is, at least, his identification card. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


Source of information is obtained from agencies which are ser- 
viced by the Organization of the Joint Chiefs of Staff. 
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Systems exempted from certain provisions of the act: 
None 


JOJCSOOZMILPERS 
System name: 

Military Personne! Files 

System location: 

Military Personnel Branch, Personnel Division, Directorate of Ad- 
ministrative Services, Organization for the Joint Chiefs of Staff, The 
Pentagon, Washington, D. C. 20301. 

Categories of individuals covered by the system: 

All military personnel assigned to, attached to or on temporary 
duty with the Organization of the Joint Chiefs of Staff. 

Categories of records in the system: 

Files contain personal information which has been extracted from 
the individual’s official Military Personnel File. Files contain infor- 
mation pertaining to, but not limited to, name, grade, service number, 
service job title, expected date of arrival for duty with the Organiza- 
tion of the Joint Chiefs of Staff, expected date of departure from the 
Organization of the Joint Chiefs of Staff. 

Authority for maintenance of the system: 

Title 10, United States Code, Chapter 5, Sections 141-143. 

Routine uses of records maintained in the system, including catege- 
ries of users and the purposes of such uses: 

The Military Personnel Branch, Directorate of Administrative Ser- 
vices, Organization of the Joint Chiefs of Staff-To perform adminis- 
trative functions required on individuals prior to their assignment to, 
during their assignment to, and after their assignment to the Organi- 
zation of the Joint Chiefs of Staff. Uses include, but are not limited 
to, knowing when an individual will arrive, what agency they will be 
assigned to, who they will replace and when an individual will 
depart. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; paper card files; ringed binders. 

Retrievability: 

Filed alphabetically by last name of individual, filed by agency: 
filed by requisition number. 

Safeguards: ‘ 

Building employs security guards. Records are stored in file cabi- 
nets. The room(s) are locked when unattended. 

Retention and disposal: 

Files are retained in active file until individual departs the Organi- 
zation of the Joint Chiefs of Staff. Upon departure, the individual's 
file is placed in the inactive file. The file is retained for approximate- 
ly one year. 

System manager(s) and address: 

Chief, Military Personnel Branch, Personnel Division, Directorate 
of Administrative Services, Organization of the Joint Chiefs of Staff. 

Notification procedure: 

Information may be obtained from: 

Chief, Military Personnel Branch 
Personnel Division 

Directorate of Administrative Services 
Organization of the Joint Chiefs of Staff 
The Pentagon 

Washington, D. C. 20301 

Telephone: 202-697-3540 

Record access procedures: 

Request from individuals should be addressed to: Chief, Military 
Personnel Branch, Organization of the Joint Chiefs of Staff, The 
Pentagon, Washington, D. C. 20301. 

__ Written request for information should contain the full name of the 
individual, current address, and telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification card. 

Contesting record procedures: 

The Agency's rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


- ce in 32 CFR 286b and OSD Administrative Instruction 
o. 81. 


NOTICES 


Record source categories: 

Source of information is the individual and the individual’s Official 
Military Personnel File. 

Systems exempted from certain provisions of the act: 

None 


JOJCS0O3SMB 
System name: 

Directorate Administrative Services Management Information 
System (DASMIS) 

System location: 

Staff Management Branch, Directorate of Administrative Services, 
Organization of Joint Chiefs of Staff, The Pentagon, Washington, D. 
C. 20301. 

Categories of individuals covered by the system: 

All individuals assigned to the OJCS; all persons with access into 
the OJCS restricted areas; personnel with SIOP clearances. 

Categories of records in the system: 

File contains individual’s security clearances, personal and office 
address, date of rank, date of birth, assignment and rotation dates, 
service, rank, grade, Social Security Account Number. 

Authority for maintenance of the system: 

Title 10, United States Code, Chapter 5, Sections 141-143. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Personnel Division-Perform all administrative functions as appro- 
priate with respect to personnel assigned to the OJCS: monitor and 
process requests for manpower and organizational management ser- 
vices, perform organizational and manpower reviews for the OJCS. 

Services Division-Develop and prepare financial planning data for 
the OJCS and carry out associated programming and fiscal functions, 
assign space and provide equipment, supplies and service support as 
may be required for the OJCS. 

Security Division-Devise and implement personnel and physical 
security policies and provide for the security of the area occupied by 
the OJCS. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Disc, magnetic tape backup. 

Retrievability: 

Record ID made up of billet number, record type and Social 
Security Account Number. 

Safeguards: 

Building employs security guards. Records are maintained in areas 
accessible only to authorized personnel that are properly screened 
and cleared, also access to data requires the proper user-ID and pass- 
word. 

Retention and disposal: 

Personnel records are permanent. All records are maintained in an 
active file. 

Security-OJCS records are permanent. Non-OJCS records are de- 
leted upon termination/expiration of badges or passes. 

System manager(s) and address: 

Staff Management Branch, Directorate of. Administrative Services, 
Organization of the Joint Chiefs of Staff, The Pentagon, Washington, 
D. C. 20301. 

National Military Command System Support Center, Defense 
Communications Agency, The Pentagon, Washington, D. C. 20301. 

Notification procedure: 

Information may be obtained from: 

Staff Management Branch, Directorate of Administrative 
Services, OJCS 

Room 1A724, The Pentagon 

Washington, D. C. 20301 

Telephone: 202-695-0475 

Record access procedures: 

Requests from individuals should be addressed to: Staff Manage- 
ment Branch, Directorate of Administrative Services, OJCS, The 
Pentagon, Washington D. C. 20301. 

Written requests for information should contain the full name, rank 
and service and agency while assigned to the OJCS, plus Social 
Security Account Number. 
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For personal visits, the individual should be able to provide some 
acceptable identification, that is: driver’s license, employing office 
identification card, and give some verbal information that could be 
verified with his ’case’ folder. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individuai concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: ° 

Information is obtained from various OJCS, DoD, and Standard 
Forms from the respective Services; from distributed documents 
routed to ail personne! effected. 

Systems exempted from certain provisions of the act: 

None 


JOICSOO4SECDIV 
Sysiem name: 

Personnel Security File, Security Division, DAS 

System location: 

Personnel Security Branch, Security Division, Directorate of Ad- 
ministrative Services, Organization of the Joint Chiefs of Staff, The 
Pentagon, Washington, D. C. 20301. 

Categories of individuals covered by the system: 

Alli personnel assigned to or employed by the OJCS who have 
been granted a security clearance; all individuals who are civilian 
applicants or military nominees for duty with OJCS; all persons who 
have been authorized a pass for access to the restricted areas of the 
OJCS. 

Categories of records in the system: 

File contains individual’s record of security clearances granted; 
security briefing and debriefing certificates; personal history state- 
ments; record card file of request for pass or badge; and other related 
security processing papers. 

Authority for maintenance of the system: 

Title 10, United States Code, Chapter 5, Sections 141-143. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Security Division, DAS-To perform all administrative functions 
necessary to determine eligibility of personnel for security clearances, 
provide processing of all security clearances; processing and produc- 
ing all passes and badges for personnel requiring access to OJCS 
restricted areas; devise and implement security policies and provide 
for the security of the OJCS areas. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders; paper card files. 

Retrievability: 

Filed alphabetically by individual’s last name. 

Safeguards: 

Building employs security guards. Records are maintained in an 
alarmed vault accessible only to authorized Security Division person- 
nel who are properly screened, cleared and trained. 

Retention and disposal: 

Records are retained in active file until individual departs the 
OJCS at which time entire file is destroyed; card files are deleted 
upon termination/expiration of pass or badge. 

System manager(s) and address: 

Director of Administrative Services, Organization of the Joint 
Chiefs of Staff. 

Notification procedure: 

Information may be obtained from: 

Security Division, Directorate of Administrative Services, OJCS 
Room 2E949, The Pentagon 
Washington, D. C. 20301 
Telephone: 202-695-0866 
Record access procedures: 
Requests from individuals should be addressed to: Chief, Security 


Division, Directorate of Administrative Services, OJCS, Pentagon, 
Washington, D. C. 20301. 
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Written requests for information should contain the full name, 
rank, Service, Social Security Account Number of the individual, 
current address, telephone number and agency to which assigned in 
OJCS ox if non-OJCS, identify current employer. Visits are limited to 
the Security Division, Directorate of Administrative Services, Orga- 
eo of the Joint Chiefs of Staff, The Pentagon, Washington, D. 

. 20301. 

For personal visits, the requesting individual must provide accept- 
able proof of identity, such as full name, date and place of birth and 
some additional verbal information that can be verified by his ’case’ 
record, such as parents’ names, recent addresses, etc. 

Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 

Record source categories: 


_ Personal History Statements and related security forms from the 
individual being considered for security clearances or passes; clear- 
ance verification correspondence; correspondence originating from 
the Defense Investigative and other Federal agencies. 

Systems exempted from certain provisions of the act: 

None 


DEFENSE COMMUNICATIONS AGENCY 


KEUR.09 
System name: 
NONCOMBATANT Information Card, AEZ Form 6-106. 
. System location: 


Management Support Division, Defense Communications Agency, 
European Area, (DCA-EUR), APO New York 09131. 


Categories of individuals covered by the system: 


(1) All legal dependenis of United States Forces personnel 

(2) United States civilian employees of DoD Agencies and their 
dependents 

(3) Department of Defense or a military service department spon- 
sored United States technical representatives 

(4) Bonafide members of households of United States Forces per- 
sonnel and of persons in (2) and (3) above 

(5) United States personnel who are special invitees possessing 
current Department of Defense or a military service department 
invitational travel orders. 

(6) Dependents of United States personnel assigned to United 
States elements of any North Atlantic Treaty Organization military 
headquarters or agency when common facilities are used and that the 
Secretary of Defense has authorized to receive United States support 

(7) Other United States nongovernmental, nonmilitary individuals 
and agencies in oversea military commands for whom military logis- 
tical support is authorized in joint military regulations (e.g., USO, 
American Red Cross). 

Categories of records in the system: 

AEZ Form 6-106, Noncombatant Information Card. It contains 
information on the foliowing: 

Sponsor. Name, grade, date arrived in theater, data of return from 
overseas; SSAN; organization and duty section; occupation specialty; 
branch of service or agency; military post or base name and city 
location; building number; room number; duty phone; ZIP Code; and 
APO or FPO. 

Noncombatant. Local residence street number and name and city; 
area; building number; apartment number; home phone; ZIP Code; 
date assigned; Continental United States residence street number and 
name or Post Office Box number; city; state or terriroty; and ZIP 
Code. 

Vehicle. vehicle number(s) and make(s); year(s); and capacity. 

Names of all noncombatants. for each: passport number; SSAN; 
relationship; month and year of birth; whether or not has an identifi- 
cation tag; immunization record; and if or if not a driver of vehicle. 

Briefings. Briefing by supervisor to sponsor; warden to noncomba- 
tant; route reconnaissance; and noncombatant Evacuation Operations 
rehersal. For each of the above items, dates information given; by 
whom given; frequency of review items; date and signature of spon- 
sor and supervisor for each of the items to authenticate that all above 
items reviewed as required. 


Authority for maintenance of the system: 
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Title 10, U.S.C., Section 3012. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used by the Chief, Management Support Division, to determine 
preparedness of noncombatants for evacuation, if required. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Information is recorded on 8 x 10 1/2 cardboard cards and filed in 
notebook binder. 

Retrievability: 

Information is retrieved manually by name. 

Safeguards: 

Records are filed in file cabinet and maintained in a restricted area 
which is accessible only to authorized personnel who are required to 
be in the area where records are kept. 

Retention and disposal: 

Records are not permanent. Records are updated as changes occur 
and destroyed on departure of the sponsor from DCA-Europe. 

System manager(s) and address: 

Chief, Management Support Division, DCA-Europe, APO New 
York 09131. 

Notification procedure: 

Requests from individuals should be addressed to the Chief, Man- 
agement Support Division, DCA European Area, APO New York 
09131. The full name of the requesting individual will be required to 
determine if the system contains a record of the requester. As proof 
of identity, the requester, if assigned to DCA European Area, must 
present a current DCA identification badge or current motor vehicle 
operator’s license. If not assigned to the DCA European Area but 
still in the military service the requester must provide a current 
motor vehicle driver’s license or Social Security Account Number. If 
no longer affiliated with the Department of Defense must provide 
Social Security Account Number. 

Record access procedures: 

Contact the Chief, Management Support Division, DCA European 
Area, APO New York 09131, for assistance. 

Contesting record procedures: 

The DCA rules for access to records for contesting contents and 
appealing initial determination by the individual concerned are con- 
tained in DCAI 210-225-2 or in C.F.R. Part 287a. 

Record source categories: 

Information is furnished by the individual concerned; or from 
official records provided by personnel offices of the 114ist US Air 
Force Special Activities Squadron; Headquarters, European Com- 
mand, Army, Navy, Air Force.and Marine Corps Elements; Stuttgart 
Area Civilian Personnel Office; and the US Finance and Accounting 
Office, Europe. 

Systems exempted from certain provisions of the act: 

None. - 


KEUR.10 
System name: 
Personnel File. 
System location: 
Management Support Division, Defense Communications Agency, 
(DCA) European Area, APO New York 09131. 
Categories of individuals covered by the system: 


All military and civilian personnel assigned to Headquarters, DCA 
European Area. 


Categories of records in the system: 


Records consist of security clearance data (Air Force Form 47: 
Certificate of Eligibility and Record of Personnel Security Clearance, 
and DCA Form 548: Status of Clearance); record of requests for 
changes to assignment; job title and position (Air Force Form 2095: 
Assignment/Personnel Action, and Standard Form 52: Request for 
personnel action); leave data; special orders published by the DCA 
European Area pertaining to additional duties;-and sponsorship infor- 
mation. 

Authority for maintenance of the system: 

Title 10, U.S.C. 136(b). 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


NOTICES 


Used by the Chief, Management Support Division, to verify securi- 
ty clearance status, initiate personnel actions such as effectiveness 
reports, changes in position, title or assignment; record of additional 
duties, and related routine personnel and administrative matters. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records filed in folder. 

Retrievability: 

Information is retrieved by name. 

Safeguards: 

Records are maintained in a safe accessible only to personnel 
authorized in the performance of their official duties. 

Retention and disposal: 

Records are maintained one year after departure of the individual 
from the DCA-European Area and then destroyed. 

System manager(s) and address: 

Chief, Management Support Division, DCA European Area, APO 
New York 09131. 

Notification procedure: 

Requests from individuals should be addressed to the Chief, Man- 
agement Support Division, DCA European Area, APO New York 
09131. The full name of the requesting individual will be required to 
determine if the system contains a record of the requester. As proof 
of identity, the requester, if assigned to DCA European Area, must 
present a current DCA identification badge or current motor vehicle 
driver’s license or Social Security Account Number. If no longer 
affiliated with the Department of Defense must provide Social Secu- 
rity Account Number. 

Record access procedures: 

Contact the Chief, Management Support Division, DCA European 
Area, APO New York 09131, for assistance. 

Contesting record procedures: 

The Defense Communications Agency rules for access to records 
for contesting contents and appealing initial determination by the 
individual concerned are contained in DCAI 210-225-2 or in 32 
C.F.R. Part 287a. 

Record source categories: : 

Information is furnished by the individual concerned; or from 
Official records provided by personnel offices of the 1141st US Air 
Force Special Activities Squadron; Headquarters, Euro) Com- 
mand, Army, Navy, Air Force and Marine Corps Elemenis; Stuttgart 
Area Civilian Personnel Office; and the US Finance and Accounting 
Office, Europe. 

Systems exempted from certain provisions of the act: 

None. 


DEFENSE INTELLIGENCE AGENCY 


L DIA 0005 

System name: 

‘Personnel Management Information System (PMIS). 

System location: 

Defense Intelligence Agency, Washington, D.C. 20301. 

Categories of individuals covered by the system: 

Current and former military and civilian employees of DIA. 

Categories of records in the system: 

This system consists of a variety of personnel, security, education, 
training and financial employment related records. 

Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a te Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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Records are used by staff, administrative and operating of 
prepare individual administrative transactions; make decisic ) 
rights, benefits, entitlements and the uti ilization of individu als; provide 
a data source for the productions of reports, statistical surveys, ros- 
ters, documentation and studies required for the orderly personnel 
adininistration with DIA. Information will be disclosed to such other 
federal agencies, state and local governments, as may have a legiti- 
mate use for such information and which agrees to apply appropriate 
safeguards to protect data so provided and which is consistent with 
the conditions or reasonable expectations of use and disclosure under 
which the information was provided, collected or obtained. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated, maintained on magnetic tape and manual in paper files 
and microfilms. 

Retrievability: 

By name or social security account number. 

Safeguards: 

Records are maintained in a building pease by 
and are stored in vaults, safes or locked cabinets am are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 


; security guards 


Paper files are destroyed when employment with the Agency 


ceases. Microfilm records are destroyed when replaced wiih an up- 
dated film and magnetic tape files are retained indefi- nitely as a 
permanent record. 


System manager(s) and address: 

Assistant Deputy Director for Personnel, Defense Inteiligence 
Agency, Washington, D.C. 20301. 

Notification procedure: 


To obtain information as to whether this system of records con- 
tains information periaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E2i5, Pentagon, Washing- 
ton, D.C. 

Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should siate that whatever cost is involved is 
acceptabie or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 


An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester sha!l provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeai. Requests can be mailed to: Secretariat, Defense Inteliigence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 


Record source categories: 


Agency officials, employees, educational institutions and other 
government agencies. 


Systems exempted from certain provisions of the act: 
None 
L DIA 0010 

System name: 
Requests for Information 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 
Individuals who make requests to DIA for information. 
Categories of records in the system: 


Correspondence from requester, and documents related to the re- 
ceipt, processing and final disposition of the request. 


Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To provide information for compiling reports required by public 
disclosure statutes and to assist the Department of Justice in prepara- 
tion of the Agency’s defense in any law suit arising under these 
Statutes. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy informatioa. 

Retention and disposal: 

Granted access: destroy 2 years after date of agency reply. Denied 
access, but no appeals by requester: destroy 5 years after date of 
agency reply. Contested records: destroy 4 years after final denial by 


agency, or 3 years after final adjudications by courts, whichever is 
later. 


System manager(s) and address: 

Assistant Deputy Director for Support and Services, Defense In- 
teliligence Agency, Washington, D.C. 20301. 

Notification procedure: 

To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requesis can be mailed to address indicated 
above or personally delivered to rcom 3E215, Pentagon, Washing- 
ton, D.C 


Record access procedures: ' 

All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is invoived is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Inteiligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ingicn, D.C. 

Contesting record procedures: 

An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made with 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 

Individual requesters and agency officials. 

Systems exempted from certain provisions of the act: 

None 

L DIA 0011 
System name: 
Student Information Files 
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System location: 

Defense Intelligence Agency, Washington, D.C. 20301. 

Categories of individuals covered by the system: 

Current and former students of the Defense Intelligence School. 

Categories of records in the system: 

Student’s biographic data and administrative/academic documents 
related to the student’s enrollment. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Aci of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is used to document, monitor, manage, and administer 
the student’s performance at the School and to provide verification 
of training accomplished to federal agencies, military departments 
and educational institutions when requested. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated on magnetic disc and tape and manual im paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Registration cards are held 5 years and then retired to the Wash- 
ington National Record Center. 


System manager(s) and address: 


nen, Defense Intelligence School, Washington, D.C. 
1. 


Notification procedures 

To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
ore 3 personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 


Record access procedures: a 

All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. ; 

Contesting record procedures: 
_ An individual who disagrees with the Agency's initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 


Individual, parent service, educational institutions, previous em- 
ployees and other federal agencies. 


Systems exempted from certain provisions of the act: 
None 


NOTICES 


L DIA 0012 
System name: 
Directory Service 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 
Current and former military and civilian employees of DIA. 
Categories of records in the system: 
Files contain information related to the individual’s work assign- 


ment, home phone and address, emergency notification data and mail 
forwarding address. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is used to provide postal and locator service. To 
prepare recall and special rosters required for day-to-day operations 
and emergencies. To identify next-of-kin for emergency notification 
and as a source document for management information. At overseas 
loca- tions information may be provided to host country, Department 
of State, Department of Treasury and the Central Intelligence 
Agency. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated, maintain on magnetic tape and disc, microfilm and 
manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Record is destroyed 1 year after the individual departs Agency. 

System manager(s) and address: 

Assistant Deputy Director for Support and Services, Defense In- 
telligence Agency, Washington, D.C. 20301. 

Notification procedure: 

To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 

Record access procedures: 

All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 

An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
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Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 


Record source categories: 
By the individual and agency officials. 
Systems exempted from certain provisions of the act: 
None 
L DIA 0015 
System name: 
Biographic Sketch 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 
Individuals who interface with the DIA on a fee or non-fee basis. 
Categories of records in the. system: 


Contains biographic data to include name, date and place of birth, 
educational background, lists of published works or notable achieve- 
ments in the intelligence scientific or academic community, intelli- 
gence experience, etc. 

Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of 


1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 


Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5165.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

To establish an individual's bona fide as a noted authority in a 
specialized area for the pur- poses of utilizing that expertise to fill a 
gap in the Defense Intelligence Agency’s resources. Information will 
be disclosed to such other federal agencies, state and local govern- 
ments, as may have a legitimate use for such information and which 
agrees to apply appropriate safeguards to protect data so provided 
and which is consistent with the conditions or reasonable expecta- 
tions of use and disclosure under which the information was pro- 
vided, collected or obtained. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual in paper files. 

Retrievability: 

By name. 

Safeguards: ; 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Permanent records are retired to the Washington Nationai Record 
Center and other material destroyed when no longer required. 

System manager(s) and address: 

Assistant Deputy Director for Support and Services, Defense In- 
telligence Agency, Wash- ington, D.C. 20301. 

Notification procedure: 


To obtain information as to whether this system of records ‘con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 

Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence -Agency, Washington, 
D.C. 20301, or personally delivered to room 3£215, Pentagon, Wash- 
ington, D.C. 


Contesting record procedures: 


An individual who disagrees with the Agency's initial determina- 
tion, with respect to his or her request, may file a request for 
adminisirative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 

Individual, academic institutions or the individual’s employer. 

Systems exempted from certain provisions of the act: 

None 


L DIA 0140 
System name: 

Passports and Visas 

System location: 

Defense Intelligence Agency, Washington, D.C. 20301. 

Categories of individuals covered by the system: 

All DIA personnel requiring passports. 

Categories of records in the system: 

Files containing passports and related correspondence. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his dizection and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 

Routine uses of records maintained in the system, including catego-~ 
ries of users and the purposes of such uses: 

To obtain and safekeep official @assports until needed for travel 
and to obtain necessary visas from appropriate Embassies. Notify 
individuals to reapply when passports expire and to return passports 


to the Department of State upon departure of the individual from 
DIA. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 


Passports are returned to Department of State upon departure of 
the individual from DIA. 


System manager(s) and address: 


Assistant Deputy Director for Support and Services, Defense In- 
telligence Agency, Washing- ton, D.C. 20301. 


Notification procedure: 


To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E21i5, Pentagon, Washing- 
ton, D.C. 


Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
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mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 

An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personaily delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 

Individual applicant and Department of State, Passport Office. 

Systems exempted frem certain provisions of the act: 

None 


L DIA 6269 
System name: 

Litigation and Disposition Documentation. 

System location: 

Defense Intelligence Agency, Washington, D.C. 20301. 

Categories of individuals covered by the system: 

Files involving legal and administrative matters involving individ- 
uals. 

Categories of records in the system: 

Correspondence or legal documentation relating to individuals. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency's 


Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Used in connection with litigation by, disciplinary and administra- 
tive action against or in the disposition of claims and benefits of 
individuals both civilian and military. Will be provided to the De- 
partment of Justice, the Civil Service Commission and various 
branches of the military services as may be necessary or required in 
the disposition of an individual case. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Records are destroyed when no longer needed. 

System manager(s) and address: 


Office of the General Counsel, Defense Intelligence Agency, 
Washington, D.C. 20301. 


Notification procedure: 


To obtain information as to whether this system of records con- 
tas information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
roi " personally delivered to room_3E215, Pentagon, Washing- 
ton, D.C. 


Record access procedures: 


NOTICES 


All requests for copies of records pertaining to yourself must be in 
writing. You musi include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E2i5, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 

An individual who disagrees with the Agency’s mitial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determisation. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shail provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secreiariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C 

Record source categories: 

Other offices within the Defense Intelligence Agency and the 
Department of Defense, the individual invclved and other depart- 
ments and agencies of the Executive Branch. 


Systems exempted from certain provisions of the act: 
None 


L DIA 0271 


System name: 
Investigations and Complaints 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 
Current and former civilian and military personnel who filed a 


complaint acted upon by the Inspector Generali, DIA, or who were 
the subject of an Inspector General, DIA, investigation or inquiry. 


Categories of records in the system: 


Documents relating to the organization, planning and execution of 
internal/external investi- gations and records created as a result of 
investigations conducted by the Office of the Inspector General, 
including reports of investigations, records of action taken and sup- 
porting papers. These files include investigations of both organiza- 
tional elements and individuals. 


Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of . 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. Executive Order 12036, United States Intelli- 
gence Activities, January 24, 1978. Executive Order 11652, Classifica 
tion and Declassification of National Security Informa- tion and 
Material, March 8, 1972. 

Routize uses of records maintained in the system, including catego 
ries of users and the purposes of such uses: 

Records are used as a basis for recommending actions to the 
Command Element and other DIA elements. Depending upon the 
nature of the information it may be passed to appropriate elements 
within the Department of Defense, the Department of State, Depart- 
ment of Justice, Central Intelligence Agency and to other appropriate 
government agencies. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabimets amd are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy mformatioa. 

Retention and disposal: 
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Records are held in current files for 5 years after completion and 
adjudicated of all actions. Retired to the Washington National 
Record Center and destroyed after 10 years. 


System manager(s) and address: 

yc — Office, Defense Intelligence Agency, Washing- 
ton, D.C. 20 

Notification «Ae 


To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C 

Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed: to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 

An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 

Individuals interviewed in connection with an investigation. 

Systems exempted from certain provisions of the act: 

Parts of this system may be exempt under Title 5. U.S.C., 552a, 
subsections k(2), k(5) or k(7). For additional information see agency 
rules contained in (32 CFR Part 292a). 


L DIA 0330 

System name: 
Civilian Payroll, Leave and Travel Disbursement 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 
Current and former civilian personnel of the DIA. 
Categories of records in the system: 


This system consists of records which document and support em- 

ployee related transactions in the area of pay compensation, claims 
~ for reimbursement, leave entitlement, statutory and administrative 
oa settlement of debts and documents designating certifying 
officials. 


Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Records are used by Agency personnel and the U.S. Army Mili- 
tary District of Washington Finance and Accounting Office to: com- 
pute, make and record individual employee’s payment transactions; 
determine leave entitlements; record and remit deductions for the 
Civil Service Commission Retire- ment System and the Social Securi- 
ty Fund; determine entitlements for reimbursement of travel and 
other expenses for official business; report tax information to federal, 
state and local taxing authorities as required by statute and to remit 
and record such transactions; record and remit deductions for life 
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and health insurance and such other deductions as required or au- 
thorized by the individual; be used as a basis for the settlement of 
pay or debt disputes; provide such verification as required by statute 
or administrative directive. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Permanent records are cut off each fiscal year and held for 2 years 
and then retired to the Washington National Record Center. Tempo- 
rary records are destroyed in 4 years or 2 years after a General 
Account Office audit. 

Systeta manager(s) and address: 


Deputy Comptroller, Defense Intelligence Agency, Washington, 
D.C. 20301. 


Notification procedure: 


To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 

Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 


An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 


Record source categories: 


Data is supplied from a number of sources including the individual 
concerned, MDW Army Finance Office and agency officials. 


Systems exempted from certain provisions of the act: 
None 


L DIA 0435 
System name: 
DIA Awards Files 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 
Military personnel recommended for an award while assigned to 
IA. 


Categories of records in the system: 

This file contains supporting documents for the awards nomination 
and the results of actions or recommendations of endorsing and 
approving Officials. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
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partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records are used to obtain the approval for the awarding of the 
decoration and for the compila- tion of required statistical data and 
may be provided to the Military Departments when appro- priate. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 


only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 


Retention and disposal: 


They are maintained for approximatcly 2 years within the Agency 
and then retired to the Washington National Record Center. 


System manager(s) and address: 


Assistant Deputy Director for Personnel, Defense Intelligence 
Agency, Washington, D.C. 20301. 


Notification procedure: 


To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 


Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 


Contesting record procedures: 


An individual who disagrees with the Agency’s initial determina- . 


tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 

Agency officials, parent service and personnel records. 

Systems exempted from certain provisions of the act: 

None 

L DIA 0480 

System name: 

Reserve Training Records 

System location: 

Defense Intelligence Agency, Washington, D.C. 20301. 

Categories of individuals covered by the system: 
_ Military Reserve personnel who have performed active duty train- 
ing with the DIA or cor- responded with the DIA regarding reserve 
matters. 

Categories of records in the system: 


_ Files contains correspondence with the reservist and documenta- 
tion related to the reservist periods of active duty with DIA. 


NOTICES 


Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records are used by agency officials for the administrative, control 
and utilization of reservists and may be provided to the Military 
Departments when appropriate. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Manual in paper files. 

Retrievability: 

By name. . 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Records are destroyed 1 year after reservists becomes inactive. 

System manager(s) and address: 


Assistant Deputy Director for Personnel, Defense Intelligence 
Agency, Washington, D.C. 20301. 


Notification procedure: 

To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 

Record access procedures: 

All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 

An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 


Individual reservists requesting assignment and or active duty 
training, agency officials and parent service of reservists. 


Systems exempted from certain provisions of the act: 
None 


L DIA 0590 
System name: 
Defense Intelligence Special Career Automated System (DISCAS). 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 


DoD civilian positions and employee grades GS-05 and above in 
the GS-0132 intelligence series, scientific and technical series and 
other related professional series which are assigned to an organiza- 
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NOTICES 


tional component performing an intelligence functions. Crypto- logic 
personnel and those enrolled. in the National Security Agency (NSA) 
career system are excluded. 


Categories of records in the system: 


Data on employment history, qualification and skills and perform- 
ance appraisals. 


Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency's 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The Defense Intelligence Special Career Automated System Acti- 
vity (DISCASA) forwards inquiries to employees regarding their 
availability for specific position vacancies when requested by the 
DoD component. DISCASA furnishes referral listings of DoD eligi- 
bles to appropriate offi- cials and managers for particular vacancy 
selection. DISCASA periodically furnishes copies of individual em- 
ployee records for review and update by employees or servicing 
civilian person- nel offices. DISCASA will maintain files and records 
for historical or user research purposes such as annual reports for 
DoD components or management information furnished to appropri- 
ate DoD users. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated, maintained on magnetic tape and manual in paper files. 

Retrievability: 

By name or social security account number. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 

Records are temporary. They are retained until the employee con- 
cludes his DoD intelligence career at which time they are retired to 
an inactive file for 1 year and then destroyed. 


System manager(s) and address: 


Assistant Deputy Director for Personnel, 
Agency, Washington, D.C. 20301. 


Notification procedure: 


To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full narne, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
pag or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 


Record access procedures: 


All requests for copies “of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 

An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement seiting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 


Defense Intelligence 


- 
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Record source categories: 


Source data for DISCASA is provided by the employees, the 
employee’s supervisor and the servicing civilian personnel office. 


Systems exempted from certain provisions of the act: 
None 


L DIA 0660 
System name: 
Security Files 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 
Military/civilian applicants and nominees to DIA; current and 


former DIA and Defense Attache System personnel; and other DoD- 
affiliated personnel under the security cognizance of DIA. 


Categories of records in the system: 


Records associated with personnel security functions; nomination 
notices, statement of per- sonal history, indoctrination/debriefing 
statements, secrecy agreements, certificates of clearance, adjudication 
memoranda and supporting documentation and in-house investiga- 
tions, security violations, identification badge records, retrieval indi- 
ces, clearance status records, and access contro] records. 


Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Depariment of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency's 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


To perform all administrative functions necessary to determine 
initial and continued eligi- bility for and control of access to classified 
information in DIA facilities and those elements mandated to the 
Director, DIA, for Sensitive Compartmented Information access. In- 
formation will be disclosed to such other federal agencies, state and 
local governments, as may have a legitimate use for such information 
and which agrees to apply appropriate safeguards to pro- tect data so 
provided and which is consistent with the conditions or reasonable 
expectations of use and disclosure under which the information was 
provided, collected or obtained. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated on magnetic tape and manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 


only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 


Retention and disposal: 


Files on military and civilian applicants who are not assigned or 
hired by. DIA are maintained up to 1 year and then destroyed. 
Personnel security dossiers are retained until the individual’s associ- 
ation with DIA or access to ene information ceases and are then 
destroyed. 


System manager(s) and address: 


Assistant Deputy Director for Security Services, Defense Intelli- 
gence Agency, Washington, D.C. 20301. 


Notification procedure: 


To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 


Record access procedures: 
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° 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 


acceptable or acceptable up to a specified limit. Requests can be . 


mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 

An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 

By the individual, other federal agencies, firms contracted to the 
DoD and agency officials. 

Systems exempted from certain provisions of the act: 

Paris of this system may be exempt under Title 5. U.S.C., 552a, 
subsections k(2) and k(5). For additional information see agency rules 
contained in (32 CFR Part 292a). 

L DIA 0800 
System name: 

Operation Record System 

System location: 

Defense Intelligence Agency, Washington, D.C. 20301. 

Categories of individuals covered by the system: 

Individuals involved in foreign intelligence and/or training activi- 
ties conducted by the Department of Defense; who are of interest 
either because of their actual, apparent, or potential use. 

Categories of records in the system: 

Categories of records include operational, biographic, policy, man- 
agement, training, and administrative matters related to the foreign 
intelligence activities of the Departiment of Defense. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 


appropriate records. Executive Order 12036, United States Intelli- 
gence Activities, January 24, 1978. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


To provide information within the Department of Defense and 
other federal agencies for the conduct of foreign intelligence oper- 
ations and to provide staff management over foreign intel- ligence 
training conducted by the Department of Defense. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 


Automated on magnetic tapes and discs, microfilm and operture 
cards and manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 


only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 


Retention and disposal: 


Permanent records are retired to the Washington National Record 
Center upon completion of the project and temporary records are 
destroyed. 


System manager(s) and address: 


NOTICES 


Deputy Director for Collection Operations, Defense Intelligence 
Agency, Washington, D.C. 20301. 

Notification procedure: 

To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 

Record access procedures: 

All requests for copies of .records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 5 

An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 


Other Department of Defense components, federal agencies, for- 
eign sources, overt publication, and private citizens. 

Systems exempted from certain provisions of the act: 

None 


L DIA 0801 
System name: 
Defense Attache System Personnel Information File. 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 


Military and civilian personnel and their dependents, nominated for 
assignment to the Defense Attache System. 

Categories of records in the system: 

This system consists of a variety of personnel and directory data, 
security access, education, training, financial and health information 
related to the individual’s assign- ment with the Defense Attache 
System. * 

Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of 
1947, i0 U.S.C, 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records are used by staff, administrative and operating officials to: 
prepare individual administrative transactions; make decisions on the 
rights, benefits entitlements and the utilization of individuals; provide 
a data source for the production of reports, siatistical surveys, ros- 
ters, documentation and studies required for the orderly personnel 
administration within the Defense Attache System. Information may 
be provided to host country, Department of State, Ceniral Intelli- 
gence Agency, Department of Justice and the Department of Treas- 
ury. : 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 
Automated on magnetic tape and manual in paper files and cards. 
Retrievability: : 
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NOTICES 


By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 


Records are maintained for 1 year beyond the individual’s tour 
completion date and then destroyed. 


System manager(s) and address: 


Assistant Deputy Director for Personnel, Defense Intelligence 
Agency, Washington, D.C. 20301. 

Notification procedure: 

To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
* ton, D.C. 


Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. - 

Contesting record procedures: 


An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 


Record source categories: 

Parent service of individual, immediate supervisor on station, 
agency officials and Ambassa- dors. 

Systems exempted from certain provisions of the act: 

None 


L DIA 0813 


System name: 
Bibliographic Data Index System 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 


Individuals who have published works of general interest to the 
Agency, and individuals involved in foreign intelligence activities. 


Categories of records in the system: 


An index of names of authors, title of published works, subject 
matter of writing and the location of source documents of open 
source literature and intelligence reports. 


Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
Serves as a traditional library reference service for open source 


literature and intelligence reports. Information is used by agency 
Officials, other federal agencies and contract person- nel to do re- 
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search on intelligence subjects related to foreign intelligence activi- 
ties. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated on magnetic tape and disc. 

Retrievability: 

By name 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 


Open source literature is destroyed once material is out dated. 
Intelligence reports are retained for 2 years and retired to the Wash- 
ington National Record Center for permanent retention 

System manager(s) and address: 

Assistant Deputy Director for Support and Services, Defense In- 
telligence Agency, Washing- ton, D.C. 20301. 

Notification procedure: 


To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
numer or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C 

Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to.a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 


An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
appeal. Requests can be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 


DoD, other intelligence agencies, educational institutions, federal 
agencies, research institutions, foreign governments and open source 
literature. 


Systems exempted from certain provisions of the_ act: 
None 


L DIA 0819 
System name: 
DIA Financial Management 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. 
Categories of individuals covered by the system: 
Current and former civilian and military employees of DIA. 
Categories of records in the system: 


Claims for reimbursement for expenses on official business. Docu- 
ments supporting claims of indebtedness to the United States Govern- 
ment. Applications for the waiver of erroneous payment or for remis- 
sion of indebtedness. Correspondence from civilian employees related 
to financial transactions. 

Authority for maintenance of the system: 

Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
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Defense Intzl- ligence- Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Information is used to determine eligibility for waiver of erroneous 
payment and remission of indebtedness. To support claims of the 
United States Government for the coilection of erro- neous payments 
made. Use to determine entitlements for reimbursements of expendi- 
tures on official business and to support payment. To process em- 
ployee’s claims of payroll problems and to forward checks and bonds 
to former employees. Information will be disclosed to the Depart- 
ment of Justice, General Accounting Office, and the Department of 
Treasury. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

Manual in paper files and cards. 

Retrievability: 

By name 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 


only to authorized personne! who are properly screened, cleared and 
trained im the protection of privacy information. 

Retention and disposal: 

Permanent records are cut off each fiscal year and held for 2 years 
and then retired to the Washington National Record Center. Tempo- 


rary records are destroyed in 4 years or 2 years after a General 
Accountant Office audit. 


System manager(s) and address: . 


Deputy Comptroller, Defense Intelligence Agency, Washington, 
D.C. 20301. 

Notification procedure: 

To obtain information as to whether this system of records con- 
tains information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 

Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 


An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
_ appeal. Requests can be mailed to: Secretariat, Defense Intelligence 

Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 

Data is supplied from a number of sources including the individual 
concerned, the U.S. Army Finance Office and agency officials. 

Systems exempted from certain provisions of the act: 

None 


L DIA 1728 
System name: 
DIA Prisoner of War Intelligence Analysis and Debriefing Files 
System location: 
Defense Intelligence Agency, Washington, D.C. 20301. | 


NOTICES 


Categories of individuals covered by the system: 

All U.S. personnel previously held prisoner of war (PW) or de- 
tained in Southeast Asia from 1961 to date and returned to US. 
control; and U.S. personnel released from detention in the People’s 
Republic of China since 170. All U.S. personnel considered missing in 
action (MIA) or killed in action (KIA) and bodies not recovered. 

Categories of records in the system: 


Narrative of loss incident, identification data, casualty report; intel- 
ligence reports pos- sibly identifying subjects; portions of official 


_ debriefing; and/or debriefing summaries. - 


Authority for maintenance of the system: 


Pursuant to the authority contained in the National Security Act of 
1947, 10 U.S.C. 133 d, the Secretary of Defense issued Department of 
Defense Directive 5105.21 of August 1, 1961, super- seded by De- 
partment of Defense Directive 5105.21 of May 19, 1977, creating the 
Defense Intel- ligence Agency as a separate Agency of the Depart- 
ment of Defense under his direction and herein charged the Agency’s 
Director with the responsibility for the maintenance of necessary and 
appropriate records. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

As background for analytical purposes, the evaluation of intelli- 
gence reports pertaining to U.S. personnel PW/MIA; in preparation 
of special studies and appraisals; to provide responses to queries for 
PW intelligence from the JCS, OASD (ISA), the Department of 
State, Central Intelligence Agency, the Military Service, and other 
federal agencies with a need-to-know; to assist the military service 
intelligence and casualty offices in the determination of status of their 
personnel; to provide guidance to the Joint Casualty Resolution 
Center to assist in planning for the recovery of remains of U.S. 
personnel not accounted for. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated on magnetic tapes and manual in paper files. 

Retrievability: 

By name. 

Safeguards: 

Records are maintained in a building protected by security guards 
and are stored in vaults, safes or locked cabinets and are accessible 
only to authorized personnel who are properly screened, cleared and 
trained in the protection of privacy information. 

Retention and disposal: 


Records will be retired to the Washington National Record Center 
upon disposition of all cases and will be destroyed 15 years subse- 
quent. 

System manager(s) and address: 


Deputy Director for Intelligence Research, Defense Intelligence 
Agency, Washington, D.C. 20301. 


Notification procedure: 


To obtain information as to whether this system of records con- 
tains. information pertaining to yourself, you must submit a written 
request to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301. You must include in your request: your full name, 
current address, telephone number and social security account 
number or date of birth. Requests can be mailed to address indicated 
above or personally delivered to room 3E215, Pentagon, Washing- 
ton, D.C. 


Record access procedures: 


All requests for copies of records pertaining to yourself must be in 
writing. You must include in your requests: your full name, current 
address, telephone number and social security account number or 
date of birth. Also, you should state that whatever cost is involved is 
acceptable or acceptable up to a specified limit. Requests can be 
mailed to: Secretariat, Defense Intelligence Agency, Washington, 
D.C. 20301, or personally delivered to room 3E215, Pentagon, Wash- 
ington, D.C. 

Contesting record procedures: 

An individual who disagrees with the Agency’s initial determina- 
tion, with respect to his or her request, may file a request for 
administrative review of that determination. Requests are to be in 
writing and made within 30 days of the date of notification of the 
initial determina- tion. The requester shall provide a statement setting 
forth the reasons for his or her dis- agreement with the initial deter- 
mination and provide such additional material to support his or her 
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appeal. Requests can. be mailed to: Secretariat, Defense Intelligence 
Agency, Washing- ton, D.C. 20301, or personally delivered to room 
3E215, Pentagon, Washington, D.C. 

Record source categories: 


Parent military services; intelligence reports prepared by elements 
of the Defense Intelli- gence Agency, the military services and the 
Central Intelligence Agency; the Department of State; Foreign 
Broadcoast Information Service reports; newspapers; magazines; tele- 
vision and radio. 


Systems exempted from certain provisions of the act: 
None 


UNITED STATES MARINE CORPS 


MFD00003 
System name: 


Joint Uniform Military Pay System/Manpower 
System (JUMPS/MMS) 


System location: 


Primary System - Marine Corps Automated Services Center, 1500 
East Bannister Road, Kansas City, Missouri 64131; Marine Corps 
Finance Center, 1500 East Bannister Road, Kansas City, Missouri 
64197. 

Decentralized Segments - There are eight Satéllite/Command Data 
Processing Installations (SDPI/CDPI) which maintain files with simi- 
lar records at the following locations: SDPI 02, Marine Corps Base, 
Camp Lejeune, NC 28542; SDPI 03, Marine Corps Base, Camp 
Pendleton, CA 92055; SDPI 06, FMF Pacific, FPO San Francisco, 
CA 96610; SDPI 09, Headquarters U S Marine Corps, Washington, 
D C 20380; SDPI 11, Marine Corps Recruit Depot, Parris Isiand, SC 
29905; SDPI 15, Marine Corps Recruit Depot, San Diego, CA 92140; 
CDPI 17, Marine Corps Base, Quantico, VA 22134; SDPI 27, Marine 
Corps Base, Camp S D Butler, FPO Seattle, WA 98773; First Marine 
Brigade, FPO San Francisco, CA 96615. 


Categories of individuals covered by the system: 
All Marine Corps personnel. 
Categories of records in the system: 


The JUMPS/MMS automated system of records contains the fol- 
lowing fields (data elements and data sets) and sub-fields; Social 
Security Number and the last, first, and middle initial (key); Name, 
Member Service Number, Contract Legal Agreement, Duty Limita- 
tion, Race/Sex/Ethnic Group, Present Unit Identification, Tempo- 
rary Reporting Unit Code, Former Unit Identification, Intermediate 
Unit Identification, Future Unit Identification, Command Data Pro- 
cessing Installation Code, Individual Location, Message Routing In- 
.dicator, Pay Entry Base Data, Armed Forces Active Duty Base 
Date, Active Naval Service Base Date, Current Active Duty Began 
Date, Date of Enlistment/Acceptance, Date of Original Entry 
Armed Forces, Date of Birth, Estimated Date of Departure, Estimat- 
ed Date of Arrivai, Date Current Tour Began, Date Detached Last 
Command, Rotation Tour Date, Date Arrived U S Dependents Not 
Restricted, Date Arrived U S Enlistment, Careerist Flag, Contract 
Extension Data, Expiration of Obligated Service, Security Investiga- 
tion, Permanent Grade , Incentive Pay, Proficiency Pay, Special Pay, 
Hostile Fire Pay, Basic Allowance for Subsistence, Basic Allowance 
for Quarters, Duty Status, Last Processing Cycle Information, Proj- 
ect Duty Status, Preference for Duty, Grade for Which Selected, 
Citizenship, Combat Service, Former Prisoner of War, Civilien Edu- 
cation, Accession Code (Program Enlisted Under), Military Occupa- 
tional Specialties, Reserved for Future Use, Religion, Tour Control 
Factor, Sea or Foreign Duty, Program Element Number, Responsi- 
bility Center Number, Marital Status, Ethnic Group, Intermediate 
Monitored Command Code - Estimated Date of Arrival, Current 
Active Duty Begin Date, Estimated Date of Departure, Special 
Grade and Date of Rank, Old Reason for Transfer Code, New 
Reason for Transfer Code, Present Tour Contro! Factor, Prospective 
Officers Source Code, Reenlistment Bonus Type, Selective Reemlist- 
ment Bonus Zone, Separation Document Type, Composite Score, 
Armed Services Vocational Aptitude Battery, Deployment Moni- 
tored Command Code, Date Dependents Location Begin, Visual 
Audit Field, Date Joined Present Unit, TAD Excess Flag, TAD 
DPI, Officers School Graduation, Active Duty Officer Base Date, 
Active Duty Aviation Service Base Date, Accession Code, Future 
Tour Contro) Factor, Intended Transfer Date, Permanent Change of 
Station Code, Reason for Transfer Flag, Advanced Monitored Com- 


Management 
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mand Code, Advanced Monitored Command Code - Estimated Date 
of Arrival, Intermediate Monitored Command Code - Estimated Date 
of Arrival, Prospective Officers Source Code, Current Source of 
Entry Code, Home of Record, Prior Key, Days Lost Current Con- 
tract, Separation Document Type, Language Proficiency, Language 
Aptitude Test, Electronic Technician Selection Test (Enlisted Only), 
Reserved for Expansion, General Military Subjects Test Results, 
Classification Test, Computed General Technical or General Classifi- 
cation Test, Armed Forces Qualification Test/Army Qualification 
Test Score (Enlisted Only), Army Qualification Battery Scores, Serv- 
ice Schools, Dependents Information, Aeronautically Designated Of- 
ficers & Noncommissioned Officers Information, Date Last Tour 
Combat/Combat Support Area, Optional Narrative Form, Aeronauti- 
cally Designated, Officers & Noncommissioned Officers Information, 
Date Designated Military Pilot, Separation Data, Service Date (Offi- 
cer), Lineal Control Number/Precedence Number Present Rank, 
Separation Data Addendum, Lineal Control Number/Precedence 
Number Permanent Rank, Month Attended Service Academy, Lineal 
Footnotes, Running Mate, Limited Duty Officer/Warrant Officer 
pega Date of Acceptance ist Commission in the Marine Corps, 
Date cf Rank Ist Commission in the Marine Corps, Date of Rank Ist 
Commission Limited Duty Officer, Visual Audit, Electronic Data 
Processing Test Score, Language Aptitude Test Date, Social Securi- 
ty Number Validation Monitor, Last Transfer Processing, Informa- 
tion, Temporary Additional Duty Excess Fiag, Temporary Addition- 
al Duty Data Processing Installation, Graduates Obligation Code, 
Active Duty Spouse Identification, Fleet Assistance Program Unit 
Identification, Active Duty Off Setvice Base Date, Active Duty 
Officer Aviation Service Base Date, Program Enlisted For, Oper- 
ational Flying Time, Operational Flying Computation Date, Oper- 
ational Flying Start Date, Operational Flying Stop Date, Operational 
Flying Time Base Date, Operational Fiying Gate One, Operational 
Flying Gate Two, Reserved, Platoon Number, Cycle Number, Last 
Type Transaction Code Touched, Not used at this time, T oday’s 
Date, Disbursing Officers Symbol, Command DPi of Parent Report- 
img Unit Code, Pay Group, Pay Status, Local Disbursing Office 
Cognizance, Payment Option/Leave and Earnings Statement Distri- 
bution/Pay Distribution Code, Federal Withholding Tax Data, Leave 
Account, Wage and Tax Summaries, Dependency Status, Dependen- 
cy Determination, Basic Pay, Pay Grade, Years in Service, Service- 
man’s Group Life Insurance Deduction, Federal Income Tax With- 
holding, Federal Indemnity Compensation Act Tax Withholding, 
Payments, JUMPS Account Standing, Total Allotment Deductions, 
Last Update and Extract Date, Savings Deposits, Pay Extraction 
Flag, Regular Reenlistment Bonus, Variable Reenlistment Bonus, 
Time Lost, Detention of Pay, Repayment Date, Dislocation 
Allowance, Inadequate Quarters, Interim Housing Allowance, In- 
debtedness for Final Settlement, Incentive Pay 1, Proficiency Pay, 
Sea and Foreign Duty Pay, Diving Pay, Hostile Fire Pay, Subsist- 
ence Credit, Basic Allowance For Quarters, Personal Money 
Allowance, Family Separation Allowance, Incentive Pay 2, Cost of 
Living Allowance, Housing Allowance, Additional Federal Tax 
Withholding, Subsistence Debits, Court Martial/Nonjudicial Punish- 
ment Deductions, Miscellaneous Credits, Miscellaneous Debits, Other 
Continuing Montlily Deductions, Miscellaneous Leave Data, Retired 
Serviceman s Family Protection Plan Data, Temporary Lodging 
Allowance, Clothing Maintenance Data, Basic Allowance for Quar- 
ters Debits, Pay Change Flag, Pay Day Data, Miscellaneous Data, 
Check Mailing Address, Other Services Disbursing Officer Indicator, 
Reduced Tax, Unassigned, Saved Pay Original Entitlement, Saved 
Pay Current Entitlement, Tax Exclusion/Nonresident Alien Exempt 
Taxable Pay, Selective Reenlistment Bonus, Officer Status Change 
Flag, Aviation Career Incentive Pay, Advance Pay and Allowances, 
Power of A sitorney. 

The MMS master files consist of a complete magnetic record for 
each Marine serving on active duty for a period in excess of 30 days. 
The Remote Entry Data Display Terminal (REDDT) is a subsystem 
of MMS. It has the capability to diréctly access an extract of: the 

master file. The procedure used to establish the initial computer 
conceal and add the individual to the Marine Corps strength is the 
accession process. The accession of recruits is accomplished through 
the Recruit Accession Management Subsystem (RAMS). The Com- 
missioning Accession Management Subsystem (CAMS) is designed to 
access all officer records into JUMPS/MMS. Accession/ reaccession 
of all nonrecruit enlisted records is accomplished through the Head- 
quarters Accession Management Subsystem (HAMS) at Headquar- 
ters, U S Marine Corps. The Accession Transcription Form (ATF) is 
an OCR form which contains information extracted from the enlist- 
ment contract and transfer/assignment to active duty orders. The 
ATF is completed and processed to establish the computer record. 
The Manpower Management Information System (MMIS) consists of 
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models and processes within MMS These models and processes sup- 
port manpower planners and programmers to optimize assignments to 
unaccompanied overseas tours, predict enlisted population by grade 
and military occupational specialty (MOS) and to test various poli- 
cies related to unrestricted officer promotion planning. 

Some manual files containing substantiating documents and other 
data relative to each member’s JUMPS/MMS record are maintained. 
These file folders may contain any part of the JUMPS/MMS record 
and any one or more of the following documents: Military Pay 
Record, Military Payroll Money List, Military Pay Voucher, Certifi- 
cate for Performance of Hazardous Duty, Application for Arrears in 
Pay, Cash Collection Voucher, Authorization/Designation for Emer- 
gency Pay and Allowances, Wage and Tax Statement, Employees 
Withholding Exemption Certificate (IRS W-4), Employees Withhold- 
ing Exemption Certificate (IRS W-4E), Notice of Levy, General 
Accounting Office Notice of Exemption, Dependency Certificate 
(Wife or Child Under 21 Years), Dependency Certificate (Mother or 
Father), Dependency Certificate (Unmarried Child Over 21 Years), 
Dependency Application, Clothing Checkage, Statement to Substanti- 
ate Payment of Family Separation Allowance, Government Property 
Checkage, Personal Financial Records, Unit Diary, Dependent 
Travel Record, Allotment/Bond Authorization, Certificate for Cost 
of Living and/or Housing Allowance, Certificate for Temporary 
Lodging Allowance, Removal of Mark of Desertion, Field Rations 
Certificate, Liquidation of Indebtedness, Initial Uniform Allowance 
for Officers, Additional Uniform Allowance for Officers, Excess 
‘Weight-Household Goods Shipment, Hospital Rations Checkage, 
Excess Expense Involving Movement of House Trailer, Transporta- 
tion Checkage, Meal Ticket Checkage, Advance Pay, Advance Pay 
and Allowances, Discharge Gratuity, Combat Arms Bonus, Health 
Care Coverage, Government Quarters Termination and Assignment. 
Inadequate Quarters Termination and Assignment, Lump-Sum Leave, 
Rations Commuted to Private Mess, Reenlistment Bonus, Variable 
Reenlistment Bonus, Selective Reenlistment Bonus, Sick Misconduct, 
Prorated Rations, Supplemental Rations, Basic Allowance for Quar- 
ters (Own Right). 

Authority for maintenance of the system: 

Title 10 and 37, U S Code Section 5031 and 5201 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Headquarters, U. S. Marine Corps and Marine Corps commands, 
activities and organizations - By officials and employees of the 
Marine Corps in the performance of their assigned duties in matters 
relating to a Marine’s automated personne! and/or pay record. 

Department of Defense and its components - By officials and 
employees of the Department in the performance of their official 
duties. 

The Attorney General of the U S - By officials and employees of 
the Office of the Attorney General in connection with litigation, law 
enforcement or other matters under the direct jurisdiction of the 
Department of Justice or as carried out as the legal representative of 
the Executive Branch agencies. 

Courts - By officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U S - By the Senate or the House of Representa- 
tives of the U S or any committee or subcommittee thereof, any joint 
committee of Congress or subcommittee of joint committee on mat- 
ters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U S - By the Comptroller General 
or any of his authorized representatives in the course of the perform- 
ance of duties of the General Accounting Office relating to the 
Marine Corps. 

By officials and employees of the American Red Cross and the 
Navy Relief Society in the performance of their duties. Access will 
be limited to those portions of the member’s record required to 
effectively assist the member. 

Federal, state and local government agencies - By officials and 
employees of federal, state and local government through official 
request for information with respect to law enforcement, investiga- 
tory procedures, criminal prosecution, civil court action and regula- 
tory order. 

To provide information to another agency or to an instrumentality 
of any governmental jurisdiction within or under the control of the 
United States which has been authorized by law to conduct law 
enforcement activities pursuant to a request that the agency inititate 
criminal or civil action against an individual on behalf of the U. S. 
— Corps, the Department of the Navy, or the Department of 

ense. 


NOTICES 


To provide information to individuals pursuant to a request for 
assistance in a criminal or civil action against a member of the U. S. 
Marine Corps, by the U. S. Marine Corps,-the Department of the 
Navy, or the Department of Defense. 

Department of Health, Education and Welfare (DHEW) - Disclo- 
sure of the name, rank or grade, and social security account number 
of each Marine Corps active duty military member to the Inspector 
General of DHEW for the specific purpose of comparison with 
appropriate rolls reflecting recipients of Aid to Families with De- 
pendent Children (AFDC). 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Data is recorded on magnetic records and discs, punch cards, 
computer printouts, microform, file folders, and other documents. 


Retrievability: 


The data contained in magnetic records can be displayed on cath- 
ode-ray tubes, it can be computer printed on paper, and it can be 
converted to microform for information retrieval; the data in the 
supporting file folders and other manuai records is retrieved manual- 
ly. Computerized and conventional indices are required to retrieve 
individual records from the system. Normally, all types of records 
are retrieved by Social Security Number and name. 


Safeguards: 
Building management employs security guards; building is locked 


‘ nights and holidays. Authorized personnel may enter and leave the 


building during nonworking hours but must sign in and out. Records 
are maintained in areas accessible only to authorized personnel that 
are properly screened, cleared and trained. 

Access to personal information is limited to authorized personnel 
with a need-to-know. Access is restricted to specific applications 
programs, records, and files to which personnel have a specific and 
recorded need-to-know. Online data sets (both tape and disc) pertain- 
ing to personal information are password protected, areas are con- 
trolled and access lists are used. The files are also protected at a level 
appropriate to the type of information being processed. 


Retention and disposal: 


Magnetic records are maintained on all Marine Corps personnel 
while they are in service, and for a period of 4 months after they are 
separated from the service. Paper and film records are maintained for 
a period of 10 years after the final transaction. End calendar and 
fiscal year ’snapshots’ of the MMS data base are maintained indefi- 
nitely in magnetic form at Headquarters, U. S. Marine Corps. 


System manager(s) and address: 


Commandant of the Marine Corps, Headquarters U S Marine 
Corps, Washington, D C 20380. 


Notification procedure: 


Requests from individuals for information concerning pay related 
matters should be addressed to the Commandant of the Marine Corps 
(Code FD). Requests from individuals for information concerning 
personnel matters should be addressed to the Commandant of the 
Marine Corps (Code MP). 

Requesting individual must supply full name and Social Security 
Number. 

The requester may visit the Marine Corps Finance Center, 1500 
East Bannister Road, Kansas City, Missouri 64197 t@ obtain informa- 
tion on whether the system contains records pertaining to him or her. 

In order to personally visit the above address and obtain informa- 
tion, individuals must present a military identification card, a driver’s 
license, or other suitable proof of identity. 

Record access procedures: 

Information on JUMPS may be obtained from the member’s local 
disbursing officer. Information on MMS may be obtained from the 
member’s immediate commanding officer. Requests for information 
from persons no longer in service should be signed by the person 
requesting the information. Dates of service, Social Security Number, 
and full name of requester should be printed or typed on the request. 
It should be sent to the Marine Corps Finance Center, 1500 East 
Bannister Road, Kansas City, Missouri 64197. 


Contesting record procedures: 


The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 


Record source categories: 
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Recruiting offices, disbursing offices, administrative offices, and the 
individual Marine are the principle sources of the information con- 
tained in the JUMPS/MMS record for that person. 


Systems exempted from certain provisions of the act: 
None 


MFD00005 
System name: 
Retired Pay/Personnel System (RPPS) 
System location: 


Marine Corps Automated Services Center, 1500 East Bannister 
Road, Kansas City, Missouri 64131; and Marine Corps Finance 
Center, 1500 East Bannister Road, Kansas City, Missouri 64197. 


Categories of individuals covered by the system: 


Pay account folders for retired Marine Corps members, Fleet 
Marine Corps Reservists (FMCR), and survivors of deceased retired 
and FMCR members, who are entitled to retired pay, retainer pay, 
and survivor annuities. 


Categories of records in the system: 


The RPPS automated system of records contains the following 
fields (data elements and data sets): Retired/Retainer Date; Retainer 
Date; Pay Change; Information Status; Social Security Number 
(SSN) and Last, First, and Middle Initial (Key); Deletion Date; SSN; 
Retired Category Code; Member’s Name; Pay Entry Base Date; 
Service for Pay; Active Service; Other Military Service Number 
(MSN); Prior MSN/SSN/Key; Rank Code; Recomputation Code; 
Disability Percent; Heroism Pay; Pay Table Code; Recomputation 
Age; Retirement Laws; Functional Account Number; Ranks; Birth- 
dates; Pay Delete/ Suspense Code; Retired Serviceman’s Family Pro- 
tection Pay; Reserve Retirement Credit Points; Allotment Data; 
Withholding Tax Data; Wage and Tax Summaries; Gross Pay; Tax- 
able Pay; Withholding Tax; Dependency Indemnity Compensation; 
Pension Act of 1944 (Veterans Administration (VA) Waiver); Pen- 
sion Act of 1964 (Dual Compensation G1); Retired Serviceman’s 
Family Protection Plan; Survivor Benefit Plan; Social Security; 
Scheduled Collections; Net Pay; Special Handling Code (Check De- 
livery); Accumulated Summaries; Home Mailing Address; Check 
Mailing Address; Pay Distribution; Last Change Posted; Date 
Member Eligible to Retire; Date Arrived Continental United States 
Without Dependents; Primary Military Occupational Specialty; Dis- 
tricts; Highest Rank Held Satisfactorily; Service Prior to 1 July 1949; 
Service After 1 July 1949; Active Duty After Transfer to Fleet/ 
Retired Rolls; Date Next Physical Year and Month; VA Disease 
Codes; Department of Defense Disease Codes; Nearest Hospital (See 
Table 9); Personnel Accounting Separation - Designator; Earnings 
Statement Flag; Disability Pay; Change of Address Flag; Last Time 
Processed by Update-Extractor; SSN Validation; Remarks Area; 
One-Time Credit/Checkage; Scheduled Collection. 

Used for extraction or compilation of statistical data and reports 
for management studies and statistical analyses for use internally or 
externally as required by Department of Defense or by government 
agencies. 


Authority for maintenance of the system: 
Title 5, U S Code 301 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Computation of retired pay, retainer pay, and survivor annuity 
accounts, perform audit of accounts, reply to correspondence, etc. 

Creation of printed reports, records, checks, microforms, magnetic 
files, etc., based on information available in the system. This output is 
used by various departments of the Marine Corps for pay, personnel, 
audit, and other purposes. Some of this information is made available 
to authorized local, state, and Federal agencies. 

Displaying all or part of any selected record on a cathode-ray tube 
for research, audit, update, and similar purposes. 

Used for extraction or compilation of statistical data and reports 
for management studies and statistical analyses for use internally or 
externally as required by Department of Defense or by government 
agencies. 

By officials and employees of the American Red Cross and the 
Navy Relief Society in the performance of their duties. Access will 
be limited to those portions of the member’s record required to 
effectively assist the member. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 
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Data is recorded on magnetic records, punch cards, computer 
printouts, microform, file folders, and other documents. 

Retrievability: 

The data contained in magnetic records can be displayed on cath- 
ode-ray tubes, it can be computer printed on paper, and it can be 
converted to microform for information retrieval; the data in the 
supporting file folders and other manual records is retrieved manual- 
ly. Normally all types of records are retrieved by SSN and name. 

Safeguards: 

Building management employees security guards; building is 
locked nights and holidays. Authorized personnel may enter and 


leave the building during nonworking hours, but must sign in and 
out. 


Retention and disposal: 

Magnetic records are maintained on all persons who are eligible 
for retired pay, retainer pay, and survivor annuities while they are 
alive and for a period of 6 months after that person dies or ceases to 


be eligible. Paper and film records are maintained for a period of 10 
years after the final transaction. 


System manager(s) and address: 


Commandant of the Marine Corps (Code FD), Headquarters, U S 
Marine Corps, Washington, D C 20380. 


Notification procedure: 


Requests from individuals for information should be referred to the 
SYSMANAGER. 

Requesting individual must supply full name and SSN 

The requester may visit the Marine Corps Finance Center, 1500 
East Bannister Road, Kansas City, Missouri 64197, to obtain informa- 
tion on whether the system contains records pertaining to him or her. 

In order to personally visit the above address and obtain informa- 
tion, individuals must present a military identification card, a driver’s 
license, or other suitable proof of identity. 


Record access procedures: 

Requests for information relative to the RPPS automated system 
should be signed by the person requesting the information. Dates of 
service, SSN, and full name of requester should be printed or typed 
on the request. It should be sent to the SYSMANAGER. 


Contesting record procedures: 
The agency’s rules for access to records for contesting contents 


and appealing initial determinations by the individual concerned may 
be obtained from the SYSMANAGER 


Record source categories: 


Documents and correspondence received from Headquarters, U S 
Marine Corps, the Veterans Administration, the member, changes in 
laws, etc. are the principle sources of information contained in the 
RPPS automated system. 


Systems exempted from certain provisions of the act: 
None 
MFD00008 
System name: 


Civilian Labor Projection, Operations and Maintenance, MC 
Budget Report (Job Procedure 5576) 


System location: 


Commanding General, Marine Corps Logistics Support Base, At- 
lantic, Albany, Georgia 31704 


Categories of individuals covered by the system: 
All civilians in pay status. 
Categories of records in the system: 


Pay rates; scheduled within-grade increases, government portion of 
fringes. 


Authority for maintenance of the system: 
MCO 7301.56D 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Budget, forecasting of civilian payroll needs for future time peri- 
ods. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer Paper Printouts 

Retrievability: 

Employee badge number within Activity code. 
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Safeguards: 

None 

Retention and disposal: 
Perpetual; updated quarterly. 
System manager(s) and address: 


Commanding General, Marine Corps Logistics Support Base, At- 
lantic, Albany, Georgia 31704 


Notification procedure: 


Information may be obtained from: 
Commanding General 


Marine Corps Logistics Support Base, Atlantic 
Albany, Georgia 31704 
Record access procedures: 


Request from individuals should be addressed to: Commanding 
General Marine Corps Logistics Support Base, Auantic, Albany, 
Georgia 31704 


Contesting record procedures: 


The agency’s rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER 


Record source categories: 
Civilian payrolls 
Systems exempted from certain provisions of the act: 
None 
MIL00016 
System name: 
Depot Maintenance Management Subsystem (DMMS) 
System location: 


Marine Corps Logistics Support Base, Atlantic, Albany, Georgia 
31704 


Marine Corps Logistics Support Base, Pacific, Barstow, 
California 92311 


Categories of individuals covered by the system: 


Any military or civilian employee of USMC Depot Maintenance 
Activities 


Categories of records in the system: 


System contains individual’s Personal History File, Labor Distribu- 
tion Reports, Time and Attendance Reports and Payroll Reports 


Authority for maintenance of the system: 
Title 5, U S Code 301 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Marine Corps Logistics Support Bases - To provide payroll sup- 
port and cost accounting 

Congress of the United States 

Naval Audit Service - To obtain audit trails for cost accounting 

DOD Departments and agencies 

USMC staff agencies and commands - To review cost accounting 
and financial management procedures, to monitor labor distribution 

Federal, state, and local tax agencies 

General Accounting Office 

Treasury Department 

Department of Justice 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 


Computer magnetic tapes and disks, computer paper printouts and 
microfiche. 


Retrievability: : 
Filed by employee badge number 
Safeguards: 


Buildings have security personnel. Records are maintained in areas 
accessible to authorized personnel that are properly screened. 

Retention and disposal: 

Records are maintained until end of calendar year in which em- 
ployee has worked. At the end of one year, the computer magnetic 
tapes and disks are erased and paper printouts are destroyed by 
shredding. Microfiche is destroyed by burning. 


System manager(s) and address: 


NOTICES 


Commandant of the Marine Corps (Code LMM), Headquarters, 
U S Marine Corps, Washington, D C 20380 

Director, DMA, Marine Corps Logistics Support Base, Atlantic, 
Albany, Georgia 

Director, DMA, Marine Corps Logistics Support Base, Pacific, 
Barstow, California 


Notification procedure: 
Information may be obtained from: 
Commandant of the Marine Corps (Code LMM), Headquarters, 
U S Marine Corps Washington, D C 20380 
CG, Marine Corps Logistics Support Base, Atlantic, Albany, 
Georgia 31704 
CG, Marine Corps Logistics Support Base, Pacific, Barstow, 
California 92311 


Record access procedures: 


Requests from individuals should be addressed to the Commanding 
General, Marine Corps Logistics Support Base, Atlantic, Albany, 
Georgia 31704 or Commanding General, Marine Corps Logistics 
Support Base, Pacific, Barstow, California 92311. 

Written requests for information should contain the full name of 
the individual, current address, telephone number. 

For personal visits, the individual should be able to provide some 
acceptable identification, i.e., driver’s license, social security. card, 
etc. 


Contesting record procedures: 


The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER 


Record source categories: 


Automated system interfaces 
Application and related forms from the individual requesting em- 
ployment. 


Systems exempted from certain provisions of the act: 
None 


MIL00017 
System name: 
Transportation Data Financial Management System (TDFMS) 
System location: 


Commanding General (Code A470), Marine Corps Logistics Sup- 
port Base, Atlantic, Albany, Georgia 31704 


Categories of individuals covered by the system: 
Ail Marine Corps active duty, reserve, and retired personnel, fed- 


eral Civil Service employees of the Marine Corps and their depend- 
ents. 


Categories of records in the system: 


The TDFMS Master Files consist of a complete automated record 
for all Marine Corps active duty, reserve and retired personnel, 
federal Civil Service employees of the Marine Corps and their de- 
pendents concerning the movement of househoid goods, personal 
effects and passenger or personnel transportation by rail, bus, air or 
other means involving expenditures of Marine Corps, funds. 


Authority for maintenance of the system: 


Title 37, U S Code/Title 10, U S Code and Marine Corps Orders 
within the 4600 Series. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Headquarters, U S Marine Corps, Marine Corps activities for anal- 
ysis and research for budget forecasting; audit, verification, certifica- ~ 
tion of O&MMC, Stock Fund, Reserve, Procurement, MPMC ex- 
penditure of Marine Corps funds; identifying movement of material 
by weight, commodity within areas by FY historical data of com- 
modity movements, related cost, budget forecasting, validation, and 
special studies. : . 

Marine Corps Supply Center to monitor and certify for payment 
transportation charges concerning the movement of personal proper- 
ty and personnel and to initiate collection/reimbursement action for 
cost incurred that exceeds entitlements. 

Department of Defense and its components - By officials and 
employees of the Department in the performance of their offical 
duties. 

The Attorney General of the U S - By officals and employees of 
the Office of.the Attorney General in connection with litigation, law 
enforcement or other matters under the direct jurisdiction of the 
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Department of Justice or as carried out as the legal representative of 
the Executive Branch Agencies. 

Courts - By officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 

Congress of the U S - The Senate or the House of Representatives 
of the U S or any Committee or subcommittee thereof, any joint 
committee of Congress or subcommittee of joint committee on mat- | 
ters within their jurisdiction requiring disclosure of the Files. 

The Comptroller General of the U S - By the Comptroller or any 
of his authorized representatives in the course of the performance of 
duties of the General Accounting Office relating to the Marine 
Corps. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Computer magnetic tapes and discs, computer printouts, microfiche 
and microfilm. 

Retrievability: 

Information is accessed and retrieved by name, social security 
number, etc. Conventional and computerized indices are required to 
retrieve individual records from the system. 

Safeguards: 

Records are maintained in areas accessible only to authorized per- 
sonnel that are properly screened, cleared and trained. 

Retention and disposal: 

Records are maintained until statute of limitations has expired and/ 
or litigation is concluded. 

System manager(s) and address: 

The Commandant of the Marine Corps (Code LFS), Headquarters, 
U S Marine Corps, Washington, D C 20380. 

Notification procedure: 

Information may be obtained from: 

Commanding General (Code A470) 

Marine Corps Logistics Support Base, Atlantic 
Albany, Georgia 31704 

Telephone: Area Code 912/439-5674/5675/5676/5677 

Record access procedures: 

Written requests from individuals should be addressed to the ad- 
dress listed under the heading LOCATION. 

Written requests for information should contain social security 
number, full name and current address, Government Bill of Lading 
number (if known), date of shipment or move of household goods. 

For personal visits, the individual should be able to provide posi- 
tive personal identification, such as valid military identification card, 
drivers license, etc. 

Contesting record procedures: 

The rules for access to records and for contesting contents and 
appealing initial determinations by the individual concerned may be 
obtained from the SYSMANAGER. 

Record source categories: 

Government and commercial carriers. 

Installation Transportation Officers. 

Authorized order writing activities. 

Paying or disbursing officers. 

Marine Corps Manpower Management System 

Systems exempted from certain provisions of the act: 

None 

’ MJA00003 
System name: 

Magistrate Court Case Files 

System location: 

All Marine Corps activities. 

Categories of individuals covered by the system: 


Civilians pending and tried by the assigned Federal magistrate for 
crimes committed on military reservation. 


Categories of records in the system: 

Investigative reports, complaints, summons and warrants. 
Authority for maintenance of the system: 

Title 18, U S Code 3041; Title 5, U S Code 301 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 
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Military Prosecutor for preparation of cases for trial by military 
prosecutor. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by name. Conventional indices are required for 
retrieval. 

Safeguards: 

Maintained in file cabinet in locked building. 

Retention and disposal: 

Retained and destroyed in 
5212.5B. 

System manager(s) and address: 


Commanding officer of activity concerned. See Directory of De- 
partment of Navy Mailing Addresses. 


Notification procedure: 

Individual is personally served with a subpoena and is shown the 
file. Requires name for entry. 

Record access procedures: 

Contact SYSMANAGER. 

Contesting record procedures: 

The agency’s rules for access to records and for contesting con- 
tents and appealing initial determination by the individual concerned 
may be obtained from the SYSMANAGER. 


Record source categories: 


Law enforcement reports, bad check transmittal letters from Gov- 
ernment agencies 


Systems exempted from certain provisions of the act: 
None 


accordance with SECNAVINST 


MJA000C4 
System name: 

In Hands of Civil Authorities Case File 

System iocation: 

All Marine Corps activities. 

Categories of individuals covered by the system: 

All military personnel who are in hands of civil authorities or have 
charges pending against them by civil authorities. 

Categories of records in the system: 

Civil court documents, advice to respondent, health statements/ 
certificates and supporting documents pertaining to individual's 
Status. 

Authority for maintenance of the system: 

Title 10, U S Code 814; Title 5, U S Code 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Working file utilized in administrative processing of individuals in 
hands of civil authorities. Used by command personnel in the execu- 
tion of their official duties in processing individual for repori of 
misconduct and discharge proceedings in accordance with Marine 
Corps Separation Manual. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Filed alphabetically by last name of individual by calendar year in 
which processing is completed. 

Safeguards: 

Records are stored in metal file cabinets.in Base Adjutant’s office 
in Building 1, where full-time security is maintained during off-duty 
hours. Accessible only to authorized personnel in the execution of 
their official duties. 

Retention and disposal: 

On discharged personnel, record incorporated into administrative 
discharge file. Others retained for two years after completion of 
calendar year in which processed, then destroyed in accordance with 
the Navy and Marine Corps Records Disposal Manual. 

System manager(s) and address: 
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Commanding officer of activity concerned. See Directory of De- 
partment of Navy Mailing Addresses. 


Notification procedure: 

Requests should be addressed to the SYSMANAGER. Requester 
must be able to provide satisfactory identifying information. 

Record access procedures: 

Rules for access may be obtained from the SYSMANAGER. 

Contesting record procedures: 


The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 


Record source categories: 


Service records, health records, civil court documents, law en- 
forcement personnel and various DOD Agencies. 


Systems exempted from certain provisions of the act: 
None 


MJA00005 

System name: 

Financial Assistance/Indebtedness Files 

System location: 

Ail Marine Corps activities. 

Categories of individuals covered by the system: 

Marines identified as owing debts and/or having dependents re- 
quiring financial aid. 

Categories of records in the system: 

File contains name, rank, social security number, military occupa- 
tional specialty, component, marital and dependency status and sup- 


porting documents pertaining to indebtedness and/or financial assist- 
ance required. 


Authority for maintenance of the system: 
Title 10, U. S. Code; Title 5, U S Code 301 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Working file once inquiry initiated. Used by command personnel in 
the execution of their official duties of processing inquiry. Once 
processing is completed, record is filed in command office of record 
official correspondence file. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

Chronologically by date of response. 

Safeguards: 

File accessible only to authorized personnel in the execution of 
their official duties. Maintained in locked building with full time duty 
personnel present during non-working hours. 

Retention and disposal: 

Retained for two years and disposed of in accordance with Navy 
Marine Corps Records Disposal Instructions. 

System manager(s) and address: 

Commanding officer of activity concerned. See Directory of De- 
partment of Navy Mailing Addresses. 

Notification procedure: 

Requests should be addressed to the SYSMANAGER. Requester 
must be able to provide satisfactory identifying information. 

Record access procedures: 

Rules for access may be obtained from the SYSMANAGER. 

Contesting record procedures: 

The agency’s rules for access to records and for contesting con- 


tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 


Record source categories: 


Previous and current commanders, private individuals and agen- 
cies. 


Systems exempted from certain provisions of the act: 
None 


MJA09008 
System name: 
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Letters of Indebtedness/Credit Inquiry 

System location: 

All Marine Corps. activities. 

Categories of individuals covered by the system: 

File on all Marines who receive letters of indebtedness 
Categories of records in the system: 


All correspondence and findings pertaining to the letter in ques- 
tion. 


Authority for maintenance of the system: 

Title 5, U. S. Code 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Maintain a record of credit inquiries and alledged letters of indebt- 
edness received from various firms and individuals, to conduct an 
investigation to determine validity prior to taking final action. Avail- 
able to Personnel Officer, Legal Officer, and Commanding Officer, 
Headguarters Battalion. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Individual file folders 

Retrievability: 

By name and date 

Safeguards: 

Maintained in Headquarters files 

Retention and disposal: 

One year 

System manager(s) and address: 

Commanding officer of activity concerned. See Directory of De- 
partment of Navy Mailing Addresses. 

Notification procedure: 

Information may be obtained from: 

Commanding Officer, Headquarters Battalion (Code 200) 
Marine Corps Supply Activity 
Philadelhpia, Pennsylvania 19146 

Record access procedures: 

Requests from individuals should be addressed to: Commanding 
Officer, Headquarters Battalion (Code 200), Marine Corps Supply 
Activity, Philadelphia, Pennsylvania 19146 

Contesting record procedures: 

The agency’s rules for access to records and for contesting con- 
ents and appealing initial determination by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Complaintant, other investigating officials and individual con- 
cerned 

Systems exempted from certain provisions of the act: 

None 


MJA00012 
System name: 

individual Accounts of Mail Order Clothing (bill file) 

System location: 

Clothing Section (MAU), Direct Support Stock Control Branch, 
Materie! Division, Marine Corps Logistics Support Base, Atlantic, 
Albany, Georgia 31704 

Categories of individuals covered by the system: 

File pertains to all Marine Corps personnel, active, reserve and 
retired who have a requirement and are authorized clothing, textiles 
and other related supplies. 

Categories of records in the system: 

Record includes individual’s name, rank, SSN, military address, bill 
number, dollar amount of the shipment, shipping date and zip code. 

Authority for maintenance of the system: 

NAVCOMPT Manual, Part C, Collection and Reporting of Debts 
Due the United States. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of sach uses: 


Marine Corps Logistics Support Base, Atlantic, Albany, Georgia. 
To facilitate in a mechanized atmosphere the collection of informa- 
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tion necessary to provide the capability of continued follow up on 
funds owed and due the U S Government through daily billing, cross 
referencing and processing of mail order clothing individual ac- 
counts. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Data is stored on magnetic tapes and computer paper printouts. 

Retrievability: *: 

Data can be retrieved by account number, name and social security 
number. 

Safeguards: 

Computer printouts and source documents are retained in a single 


office accessible only to authorized personnel. Employees are proper- 
ly trained in safeguarding information of a personal nature. 


Retention and disposal: 
, Computer records are retained until the bills are satisfied. Comput- 


er printouts and source documents are retained for a period of five 
years. Destruction of records is by mutilation. 


System manager(s) and address: 


Commanding General, Marine Corps Logistics Support Base, At- 
Jantic Albany, Georgia 31704. 


Notification procedure: 
Information may be obtained from: 


Ciothing Section (MAU), Direct Support Stock Control Branch, 
Materiel Division 


Marine Corps Logistics Support Base, Atlantic 
Albany, Georgia 31704 : 
Telephone: Area Code 912/439 5837 

Record access procedures: 


Written requests from individuals should be addressed to Clothing 
Section (MAU), Direct Stock Control Branch, Materiel Division, 
Marine Corps Logistics Support Base, Atlantic, Albany, Georgia 
31704. 

Contesting record procedures: 

The agency’s rules for access to records, contesting contents and 
appealing initial determination by the individual concerned may be 
obtained from the SYSMANAGER 


Record source categories: 


Accounting records of the Clothing Section, Direct Support Stock 
Contro] Branch, Marine Corps Logistics Support Base, Atlantic, 
Albany, Georgia, supplemented with’ information from the employing 
activity of the individual. 

Systems exempted from certain provisions of the act: 

None 


MMN00002 
System name: 
Listing of Retired Marine Corps Personnel 
System location: 
The Commandant of the Marine Corps 
Headquarters, U S Marine Corps 
Washington, D C 20380 
Categories of individuals covered by the system: 


All retired: members of the Marine Corps, including those former 
Marines in the receipt of disability benefits from the Veteran’s Ad- 
ministration. 


Categories of records in the system: 

The system is a microfiche listing derived from automated sources, 
depicting the retiree’s name, Social Security Number, grade, mailing 
address and retirement component code. 

Authority for maintenance of the system: 

Title 10, U S Code Section 5201 


Routine uses of records maintained in the system, including catege- 
ries of users and the purposes of such uses: 

Officials and employees of the Marine Corps - For making neces- 
sary identification of retired members in the performance of their 
Official duties related to retirement and veterans affairs programs, 
benefits, entitlements, transportation, hospitalization, education, de- 
pendent affairs, etc. 
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Department of Defense and its Components - By officials and 
ee of the Department in the performance of their official 

uties. 

The Attorney General of the U S - By officials and employees of 
the Office of the Attorney General in connection with litigation, law 
enforcement or other matters under the direct jurisdiction of the 
Department of Justice or as carried out as the legal representative of 
the Executive Branch agencies. 

Courts - By officials of duly established local, state and federal 
courts as a result. of court order pertaining to matters properly with 
the purview of said court. 

Congress of the U S - By the Senate or House of Representatives 
of the U S or any commitiee or subcommittee thereof, any joint 
committee of Congress or subcommittee of joint committee on mat- 
ters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U S - By the Comptroller General 
or any of his authorized representatives in the course of the perform- 
ance of duties of the General Accounting Office relating to the 
Marine Corps. 

Leatherneck Magazine and Marine Corps Gazette - For maintain- 
ing their mailing lists of subscribers to these semi-official, professional 
publications. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 
Storage: 


Controlled distribution microfiche listing. Stock copies maintained 
in locked room. 

Retrievability: 

Listings in alphabetical order, with officer personnel listed separate 
from enlisted personnel. 

Safeguards: 

Building employs security guards. Distribution is strictly con- 
trolled. . 

Retention and disposal: 

Destroyed upon being superceded by updated monthly listing. 

System manager(s) and address: 

Commandant of the Marine Corps, Headquarters, U S Marine 
Corps, Washington, D C 20380 

Notification procedure: 

Request by correspondence should be addressed to the Comman- 
dant of the Marine Corps (Code MS), Headquarters, U S Marine 
Corps, Washington, D C 20380. The letter should contain the full 
name, Social Security Number and signature of the requester. 

The individual may visit Headquarters, U S Marine Corps, Colum- 
bia Pike & Arlington Ridge Road, Arlington, Virginia, Room 1206. 
Proof of identification may consist of his active, reserve or retired 
identification card, his Armed Forces Report of Transfer or Dis- 
charge (DD214), his discharge certificate, his driver’s license or by 
providing such other data sufficient to insure that the individual is 
the subject of the inquiry. 

Record access procedures: 

Information may be obtained from: 

Commandant of the Marine Corps 
Headquarters, U S Marine Corps 
Columbia Pike & Arlington Ridge Road 
Arlington, Virginia 20380 

Telephone Area Code 202/694-1043 

Contesting record procedures: 

The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Staff agencies and subdivisions of Headquarters, U S Marine Corps 

Veterans Administration 

Systems exempted from certain provisions of the act: 

None 


MMNO06005 
System name: 
Marine Corps Education Program Applicant/Participant Informa- 
tion File 
System location: 


Primary system - Headquarters, U S Marine Corps (Code OTTI), 
Washington, D C 20380. 
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Secondary system - Local activity or command to which individu- 
al is assigned (See list of activities in Navy Standard Distribution List 
OPNAYV PO9B3-107). 


Categories of individuals covered by the system: 


Marine Corps personnel who have submitted written applications 
for participation in full-time, tuition assistance, off-duty, PREP, or 
other voluntary education programs. 

Categories of records in the system: 

File contains copies of individual’s applications for participation in 
an education program; copies of correspondence between the Marine 
Corps, the individual and academic institutions involved; copies of 
academic transcripts; miscellaneous academic records and correspon- 
dence; test results; previous enroliments and disenrollments; and edu- 
cational qualification data addressing the individual concerned. 


Authority for maintenance of the system: 
Title 5, U S Code 301 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Headquarters, U S Marine Corps and Marine Corps commands, 
activities and organizations - By officials and employees of the 
Marine Corps in matters relating to their assigned duties in connec- 
tion with educational and vocational counseling, recommendation, 
evaluation, selection and assignment. Also in the management and 
control of various educational and vocational programs attended by 
Marine Corps personnel. 

Department of Defense and it’s Components - By officials and 
employees of the Department in the performance of their official 
duties. 

Courts - By officials of duly established local, state and federal 
courts as a result of court order pertaining to matters properly within 
the purview of said court. 


Congress of the U S - By the Senate or the House of Representa- 


tives of the U S or any Committee or subcommittee thereof, any 
joint committee of Congress or subcommittee of joint committee on 
matters within their jurisdiction requiring disclosure of the files. 

The Comptroller General of the U S - By the Comptroller General 
or any of his authorized representatives in the course of the perform- 
ance of duties of the General Accounting Office relating to the 
Marine Corps. 

Educational Institutions - By officials and employees of those edu- 
cational institutions to which the individual applies or which the 
Marine Corps contracts with, to provide full-time, off-duty or other 
educational programs. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper files as represented by card files, listings, log books, comput- 
er printouts, rosters and file folders stored in filing cabinets. 

Retrievability: 

Filed alphabetically by last name; by educationa! institution, educa- 
tional program or unit of assignment. Cross referenced by SSN 

Safeguards: 


Records are maintained in limited access working areas and are 
made available to persons other than the individual addressed only 
on a strict ’need-to-know’ basis. After duty hours storage areas are 
locked. 

Retention and disposal: 

Records are maintained a maximum of three years and then de- 
stroyed. In instances where individual completes a program in less 
than three years, with no incurred service obligation, records are 


destroyed on program completion or transfer of individual from 
command maintaining record. 


System manager(s) and address: 


Commandant of the Marine Corps, Headquarters, U S Marine 
Corps, Washington, D C 20380 


Notification procedure: 


Information may be obtained from: 
Commandant of the Marine Corps 


Headquarters, U S. Marine Corps (Code OTTI) 
Washington, D C 20380 
Telephone: Area Code 202/694-2109 

Record access procedures: 


Requests from individuals should be addressed to the commander 
of the activity to which they are assigned for duty. Activity address- 
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es are contained in the Navy Standard Distribution List (OPNAV 
PO9B3-107). 

Requests from individuals who have made written application for 
the Special Education Program (SEP), Advanced Degree Program 
(ADP), Funded Legal Education Program (FLEP), College Degree 
Program (CDP), Marine Enlisted Commissioning Education Program 
(MECEP), Navy Enlisted Scientific Education Program (NESEP), 
Staff NCO Degree Completion Program (SNCODCP), or Marine 
Associate Degree Completion Program (MADCOP) should be ad- 
dressed to the Commandant of the Marine Corps, Headquarters, U S 
Marine Corps (Code OTTI), Washington, D C 20380. 

Written requests for information should contain name of the indi- 
vidual, current address and telephone number, and the academic 
program originally requested or in which participated. 

For personal visits, the individual should provide personal identifi- 
cation. 

Contesting record procedures: 

Rules for access to records and for contesting contents by the 
individual concerned may be obtained from the SYSMANAGER 


Record source categories: 


Application and related documents including correspondence from 
the individual requesting an education program; correspondence 
originating in the Educational Services Branch or other Headquarters 
Marine Corps Staff Agencies; academic transcripts from educational 
institutions; and educational selection board results. 


Systems exempted from certain provisions of the act: 
None 


MMN00006 
System name: 
Marine Corps Military Personnel Records (OQR/SRB) 
System location: 


PRIMARY SYSTEM - The Commandant of the Marine Corps, 
Headquarters, U S Marine Corps, Washington, D C 20380 

Decentralized Segments - Custody of the commanding officer of 
the organization to which the Marine officer or enlisted individual is 
assigned for duty or administration of official records (OQR/SRB). 

Decentralized Segments - National Personnel Records Center, 9700 
Page Bivd., Si. Louis, Missouri 63132 : 

Categories of individuals covered by the system: 

Headquarters, U S Marine Corps official military personnel records 
on Marine officers consist of a copy of the appointment acceptance 
and record and all supporting documents furnished by the officer and 
generated by Marine Corps procurement procedures necessary to 
evaluate the individual for a commission in the Marine Corps or 
Marine Corps Reserve. The system comprises non-automated records 
reflecting information pertaining to a Marine officer’s identification, 
personal history, marital and dependency status, education, aptitude 
testing, training; previous employment, records of civil offenses and 
arrests, appraisals of performance and potential, awards, duty assign- 
ments, military orders, security clearances, promotion warrants, offi- 
cial photographs, official correspondence, physical examinations, psy- 
chiatric evaluations, record of courts-martial, martial and other disci- 
plinary matters, and other data needed in managing the officer per- 
sonnel of the Marine Corps and Marine Corps Reserve. 

Headquarters, U S Marine Corps official military personnel records 
on enlisted Marines consist of a duplicate enlistment contract or 
induction record and all supporting documents furnished by the en- 
listed Marine or generated by the Marine Corps recruiting proce- 
dures necessary to evaluate and approve the Marine for enlistment in 
the Marine Corps or Marine Corps Reserve. The system comprises 
non-automated records reflecting information pertaining to an enlist- 
ed Marine’s identification, personal history, marital and dependency 
Status, education, aptitude testing, training, previous employment, 
records of civil offenses and arrests, appraisals of performance and 
potential, awards, duty assignments, military orders, security clear- 
ances, promotion warrants, official photographs, official correspon- 


. dence, physical examinations, psychiatric evaluations, record of 


courts-martial and other disciplinary matters, and other data needed 
in managing the enlisted personnel of the Marine Corps and Marine 
Corps Reserve. 

Officer Qualification Record (OQR) is a field record of a Marine 
Officer which accompanies the officer throughout the various assign- 
ments of service with the Marine Corps or Marine Corps Reserve. 
Maintenance and custody of the OQR rests with the commanding 
officer of the organization to which the Marine officer is assigned for 
duty or administration of records. This record consists of the original 
appointment acceptance and record and non-automated records re- 
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flecting information pertaining to the officer’s identification, marital 
and dependency status, education, aptitude testing, training, awards, 
chronological duty assignments, military orders and memoranda, se- 
curity clearance, promotions, official photographs, official correspon- 
dence, prior separation documents (DD Form 214}, leave and earn- 
ings statements, periodic print-outs of automated record contents, 
records of courts-martial and other disciplinary matters and any local 
orders or memoranda necessary for utilization of the Marine officer's 
background and experience in accomplishing the mission of the com- 
mand. 

Enlisted Service Record Book (SRB) is a field record of an enlist- 
ed Marine which accompanies the enlisted Marine throughout the 
various assignments of service with the Marine Corps or Marine 
Corps Reserve, maintenance and custody of the SRB rests-with the 
commanding officer of the organization to which the enlisted Marine 
is assigned for duty or administration of records. This record consists 
of the original enlistment contract or record of induction and non- 
automated records furnished by the enlisted Marine or the recruiting 
procedures in effecting the enlistment or induction of the Marine. 
This record reflects information pertaining to the Marine’s identifica- 
tion, marital and dependency status, education, aptitude testing, train- 
ing, awards, chronological duty assignments, duty and conduct eval 
uations, security clearance, promotions, official photographs, 
correspondence, prior separation documents (DD Form 214). 
and Earnings statements, periodic prini-outs of autor 
content, courts-martial and other disciplinary matters, any other local 
military orders or memoranda necessary for the utilization of the 
Marine’s background and experience in accomplishing the mission of 
the command. 

Categories of records in the system: 

Headquarters, U S Marine Corps, Official Military Personne! Rec- 
ords on Marine officers and enlisted are retained and maintained at 
Headquarters, U S Marine Corps, Washington, D C 20380 from 
acceptance/enlistment/induction to complete severance from t) 
Marine Corps and the Marine Corps Reserve by retirement or d 
charge. 

OQR/SRB’s are retained and maintained by the commanding offi- 
cer of the Marine Corps or Marine Corps Reserve field command to 
which the Marine is assigned. 


Authority for maintenance of the system: 
Title 5, U S Code 301 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Officials and employees of the Marine Corps and Marine Corps 
Reserve in the performance of their official duties relating to man- 
agement of personnel resources; screening and Selection for promo- 
tion, training and educational programs; administration of appeals, 
grievances, discipline, litigations and investigations adjudication of 
claims, benefits and entitlements; administration and management of 
retirement and veterans affairs programs; and, the providing of re- 
quested information from the records to the Veterans Administration 
Social Security Administration, Selective Service System, Lbs i 
Guard, Public Health Service (HEW), U. S. Coast Guard, y 
tion and Naturalization Service, Treasury Department, De partmet it 
of Labor, Department of State, General Accounting Office and State 
Bonus Bureaus in connection with such functions as processing and 
adjudication of claims, updating of records, administration of work 
programs, processing naturalization proceedings and verification of 
eligibility and entitlement to various benefits and programs. 

Officials and employees of other components of DoD in the per- 
formance of their official duties relating to screening and selection of 
members for interservice transfer; procedures for appeals for correc- 
tion of service records; reviews of discharges from the service; physi- 
cal evaluations; research analyses; litigations and investigations; clem- 
ency and awards reviews and evaluations. 

By representatives of the Civil Service Commission in connection 
with evaluation of prospective federal employees. 

By court order in connection with matters before a federal, state 
or municipal court. 

By the Comptroller General or his representatives in the course of 
the performance of duties relating to decisions or procedures by the 
General Accounting Office on manpower management programs. 

By agents of the Federal Bureau of Investigation, Secret Service 
and office of Naval Intelligence in connection with matters under the 
jurisdiction of these investigative bodies upon presentation of creden- 
tials. 

By private organization under government contract to perform 
random analytical research into specific aspects of military personnel 
management and administrative procedures. 
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By investigative, security and law enforcement agents of federal 
agencies who have submitted written requests for access to Marine 
Corps military personnel records with justification thereof as pertain- 
ing to the conduct of government business under their respective 
jurisdic tions and providing the names of specified agents having a 
need for such access. 

By state and county law enforcement bodies processing applica- 
tions for employment, when applicants have given written authoriza- 
tion for access to respective military personnel records. 

By officials and employees of the National Personnel Records 
Center, 9700 Page Boulevard, St. Louis, Missouri 63132 acting 
agent for-Headquarters, U S Marine Corps in storage and processing - 
of Marine Corps maintained by that center. 

_By a Marine or former Marine or such individual(s) design rated by 
him m/her i in writing for whatever purpose access to or release of their 

respective records is desired. 

By the White House, Secretary of Defense 
and members 
al Marines. 

To provide information to another agency or to an instrumentality 
of any governmental jurisdiction within or under the control of the 

United States which has been authorized by law to conduct law 
enforcement activities pursuant to a request that the agency or instru- 
mentality initiate criminal or “~ action against an individual on 
behal if of the U S Marine Corps, the Department of the Navy, or the 
Department of Defense. 

To provide information to individuals pursuant to a request for 
assistance in a criminal or civil action against a member of the U S 
Marine Corps, by the U S Marine Corps, the Department of the 
Navy, or the Department of Defense. 

By officials and employees of th e American Red Cross and Navy 
Relief Society in the performance of their duties. Access will be 
limited to those portions of the member's record required to effec- 
tively assist the member. 


. Secretary of the Navy, 


of Congress in response to inquiries regarding individu- 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders in open shelf filing equipment 

Retrievability: 

The records maintained at Headquarters, U S Marine Corps (all 
active and reserve officer records, all temporary disability retired 
records, all active and organized reserve and Fleet Marine Corps 
reserve enlisted records of personne! joined/transferred to these com- 
ponents subsequent to 30 June 1974, all former Commandants, all 
living retired officers (who served in a General Officer grade, rec- 
ords of all personnel separated/retired four months or less) are re- 
tricved by Social Security Number (SSN) and name. Except for 
OQR’s and SRB’s of participating members, all other categories of 
Marine Corps military personnel ‘records ae maintained at the Na- 

tional Personnel Records center, St. Louis, Missouri Those retired to 
St. Louis prior to 1 January 1964 and/or those with milita: y service 
numbers (MSN) below 1800000 are retrieved by MS SN and name. All 
other Marine Corps records retired to St. Louis are accessed by 
MSN and d/or SSN, name and are assigned a Registry Number. These 
records are retrieved by Registry Number. 

Safeguards: ; 

Buildings employs security guards, records are maintained in areas 
accessible only to authorized personnel] that are properly screened, 
cleared and trained. 

Retention and disposal: 

Records are permanent. Records maintained at Headquarters, U S 
Marine Corps are transferred to the National Personnel Records 
Center, 9700 Page Boulevard, St. Louis, Missouri 63132 four months 
after separation, placement on the Permanent Disability Retired List, 
retirement, retirement from Fleet Marine Corps Reserve, death of an 
officer who served in a General Officer grade and former Marines no 
longer considered of newsworth status. 

System manager(s) and address: 

Commandant of the Marine Corps, Headquarters, U S Marine 
Corps, Washington, D C 20380 


Notification procedure: 
Correspondence pertaining to records mainiained by Headquarters, 
U S Marine Corps shouid be addressed to: 
Commandant of the Marine Corps (Code MS) 
Headquarters, U S Marine Corps 
Washington, D C 20380 
Telephone: Area Code 202/694-1043 
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Correspondence pertaining to records maintained by National Per- 
sonnel Records Center should be addressed to 
Director, National Personnel Records Center 


9700 Page Boulevard 
St. Louis, Missouri 63132 


Telephone: Area Code 314/268-7155 

Correspondence pertaining to OQR and SRB records maintained 
by the respective commanding officers should be addressed to the 
command concerned as is shown in the Standard Navy Distribution 
List - Part 1 (OPNAV P09B3-107) 

Correspondence should contain the full name, Social Security 
Number and signature of the requester. The individual may visit any 
of the above activities for review of records. Proof of identification 
may consist of his active, reserve or retired identification card, his 


Armed Forces Report of Transfer or Discharge (DD Form 214), his” 


discharge certificate, his driver’s license or by providing such other 
data sufficient to insure that the individual is the subject of the 
inquiry. 

Record access procedures: 

Information may be obtained from: 

Commandant of the Marine Corps (Code MS) 
Headquarters, U S Marine Corps 

Columbia Pike & Arlington Ridge Road 
Arlington, Virginia 20380 

Telephone: Area Code 202/694-1043 

Contesting record procedures: 

The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSMANAGER. 

Record source categories: 

Staff agencies and subdivisions of Headquarters, U S Marine Corps 

Marine Corps commands and organizations 

other agencies of federal, state, and local governments 

Medical reports 

Correspondence from financial and other commercial enterprises 

Correspondence and records of educational institutions 

Correspondence of private citizens addressed directly to the 
Marine Corps or via the U S Congress and other agencies 

Investigations to determine suitability for enlistment, security clear- 
ances, and special assignments 


Investigations related to disciplinary proceedings 


Systems exempted from certain provisions of the act: 
None 


MMN00007 
System name: 


Marine Corps Motion Picture/Instructional Television (ITV) Ar- 
chives 


System location: 

Motion Picture and TV Archives, Marine Corps Development and 
Education Command, Quantico, Virginia 

Categories of individuals covered by the system: 


Personnel who have been photographed while participating in 
Marine Corps related events. 


. Categories of records in the system: 


The archives contains motion picture photography and videotape 
footage documenting Marine Corps related events. 


Authority for maintenance of the system: 

Title 5, U S Code 301 ; 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses:. 

Material contained in the archives is used for Marine Corps re- 
ports, education programs, public information, training programs, 
recruiting purposes, and for general release to the public. Material is 
available to other DOD and Federal agencies. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Films and videotapes are stored on film racks in film vaults. 

Retrievability: 

Personnel identified in the films and videotapes are listed satan 
cally in an index system. 


Safeguards: 


NOTICES 


Film vaults are locked when not in use. Only authorized personnel 
have access. During non-working hours, rooms and buildings con- 
taining the films and videotapes are locked. 


Retention and disposal: 

Films and videotapes are maintained indefinitely. 

System manager(s) and address: 

Commandant of the Marine Corps, Headquarters, U S Marine 
Corps, Washington, D C 20380 

Notification procedure: 


Information may be obtained from: 
Commandant of the Marine Corps (Code HD) 


Headquarters, U. S Marine Corps 

washington, D C 20380 

Telephone: Area Code 202/433-3027 
Record access procedures: 


Requests should be addressed to: Commandani of the Marine 
Corps (Code HD), Headquarters, U S Marine Corps, Washington, D 
C 20380 

Written requests should contain full name of the individual, current 
address and telephone number. 

For personal visits, the individual concerned -should contact the 
Director of History and Museums Division, (Code HD), Headquar- 
ters, U S Marine Corps, Washington, D C 20380, Telephone: Area 
Code: 202-433-2616 

Contesting record procedures: 

Rules for access to records and for contesting contents by the 
individual concerned may be obtained from the SYSMANAGER 

Record source categories: 

Material within the archives is from Marine Corps Field Motion 
Picture and ITV Facilities. 

Systems exempted from certain provisions of the act: 

None 


MMN00008 
System name: 

Marine Corps Still Photographic Archives 

System location: 

Director of History and Museums Division (Code HD), Headquar- 
ters, U. S. Marine Corps, Building 159E, Washington Navy Yard, 
Washington, D C 20380 

Decentralized system - organizational elements of the U. S. Marine 
Corps maintaining still photographic files. 


Categories of individuals covered by the system: 


Personnel who have been photographed while participating in 
Marine Corps related events. 


Categories of records in the system: 

The Archives contains documentary photography of Marine Corps 
related events. 

Authority for maintenance of the system: 

Title 5, U S Code 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Material contained in the archives is used for Marine Corps re- 
ports, education programs, manuals, public information, training pro- 
grams, recruiting purposes, and for general release to the public: 
Material is available to other DOD and Federal agencies. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Photographic records are maintained in large Diboid file machines. 

Retrievability: 

Personnel identified in the photographic records are listed alpha- 
betically in an index system. 

Safeguards: 

Photographic records are maintained in large Dibold file machines 
which are locked when not in use. Only authorized personnel have 
access. During non-working hours, rooms containing the records are 
locked. 

Retention and disposal: 

A 25-year archives is maintained. Older records are trans- ferred to 
the National Archives, Washington, D C 

System manager(s) and address: 
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Commandant of the Marine Corps, Headquarters, U S Marine 
Corps, Washington, D C 20380 
Decentralized systems managed by local commands. 
Notification procedure: 
Information may be obtained from: 
Commandant of the Marine Corps (Code HD) 
Headquarters, U S Marine Corps 
Washington, D C 20380 
’ Telephone: Area Code 202/433-3027 
Record access procedures: 


Requests should be addressed to: Commandant of the Marine 
Corps (Code HD), Headquariers, U S Marine Corps, Washington, D 
C 20380 


Written requests should contain full name of the individual, current 
address and telephone number. 

For personal visits the individual should proceed to: Washington 
Navy Yard, Building 159E, Washington, D C 


Contesting record procedures: 


Rules for access to records and for contesting contents by the 
individual concerned may be obtained from the SYSMANAGER 


Record source categories: 


Ali material within the archives is from either Marine Corps Field 
Photographic Facilities or from Private donations. 


Systems exempted from certain provisions of the act: 
None 


MMT700002 

System name: 
Marine Corps Institute Correspondence Training Records System 
System location: 
Marine Corps Institute, Box 1775, Washington, D. C. 20013 
Categories of individuals covered by the system: 
All enrollees in Marine Corps Institute correspondence courses. 
Categories of records in the system: 


Records contain information for identifying enrollees, their ad- 
dresses, their progress in the course of study, and the results of their 
final examinations. 


Authority for maintenance of the system: 

Title 5, U. S. Code 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Headquarters, U. S. Marine Corps and Marine Corps commands, 
activities, and organizations for use by officials and employees of the 
Marine Corps in matters relating to their assigned duties. 

Upon request and with the consent of the individual concerned, 
transcripts of course completions are provided to academic institu- 
tions for evaluation for academic credit. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

File folders, microfiche, magnetic tape, and magnetic disks. 

Retrievability: — 

Name and SSN. 

Safeguards: 


Access provided on a need to know basis only. During non- 
working hours, the doors to the Institute are locked. 


Retention and disposal: 
Retained indefinitely. 
System manager(s) and address: 


Student Services Officer, Marine Corps Institute, Marine Barracks, 
Box 1775, Washington, D. C. 20013 


Notification procedure: 


Apply in writing to SYSMANAGER. Provide full name, social 
security number or service number, date of completion or enroll- 
ment, course number, and course title. 


Record access procedures: 


The agency’s rules for access to records may be obtained from the 
SYSMANAGER. 


Contesting record procedures: 
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The agency’s rules for contesting contents and appealing initial 
determination by the individual concerned may be obtained from the 
SYSMANAGER 

Record source cathe 


Information in the system is obtained from enrollment applications 
and subsequent forms submitted by the enrollee, from the individual’s 
commanding officer, from the Marine Corps Manpower Management 
— and from Marine Corps Automated Services Center, Kansas 

ity 

Systems exempted from certain provisions of the act: 

None 


UNITED STATES NAVY 


N00013 7 
System name: 
Litigation Case File 
System location: 


Office of the Judge Advocate General, Department of the Navy, 
Washington, D.C. 20370. 

Categories of individuals covered by the system: 

All those individuals who have brought suit against, or have been 
involved in litigation with the United States or its offcers or employ- 
ees concerning matters related to the Department of the Navy, in the 
Federal Civil Court System, excepting those cases arising, in admiral- 
ty, or patent, under the Federal Tort Claims Act, and all matters 
under the responsibility of the General Counsel’s Office. 

Categories of records in the system: 

All pleadings, motions, briefs, orders, decisions, memoranda, opin- 
ions, supporting documentation and related materials involved in 
representing the United States Navy and Marine Corps in the Federal 
Court System. 

Authority for maintenance of the system: 

5 U.S.C. 301, 10 U.S.C. 5148, and 44 U.S.C. 3101. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The collected information is used to defend the Department of the 
NAVY IN CIVIL suits filed against it in the Federal Court System. 
Routine users of the information, in addition to the Litigation Divi- 
sion, Office of the Judge Advocate General of the Navy, are the 
Department of Justice and the United States Attorneys offices as- 
signed to the particular case. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Maintained in file folders. 

Retrievability: ; 

Retrievable by last name of the litigant. 

Safeguards: 

Records are maintained in file cabinets accessible only to persons 
responsible for servicing the record system in performing their offi- 
cial duties. 

Retention and disposal: ‘ 
Retained in office files for two years, then retired to Washington 
National Records Center, Washington, D.C. 20409; detroy 10 years 

after final action, on the case. 

System manager(s) and address: 

Judge Advocate General, Department of the Navy, Washington, 
D.C. 20370 

Notification procedure: 

Information may be obtained from the system manager. 

Record access procedures: 

Access is not permitted to this system. See 5 U.S.C.C 552a (d) (5). 

Contesting record procedures: 

The Navy’s rules for access to records and for contesting and 
appealing initial determinations by the individual concerned may be 
obtained from the system manager. 

Record source categories: 


Navy Military Personnel Records Center, St. Louise; Department 
of Justice, opposing counsel. 
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Systems exempted from certain provisions of the act: None. 


N00018 10 
System name: 
Family Advocacy Program System (42 FR51256) 
System location: 


Central Registry -- Chief, Burau of Medicine and Surgery, Navy 
Department, Washington, D. C. 20372. Individual Case Files -- Naval 
Regional Medical Centers, naval hospitals and clinics (formerly dis- 
pensaries), and duty stations of the militery sponsors. (Mailing ad- 
dresses of duty stations are listed in the DOD directory in the 
Appendix to the Component System Notice.) 


Categories of individuals covered by the system: 

All beneficiaries entitled to care at Navy medical and dental facili- 
ties whose abuse or neglect is brought to the attention of appropriate 
authorities, and ali persons suspected of abusing or neglecting such 
beneficiaries. 

Categories of recerds in the system: 

Medical records of suspected and confirmed cases of family 
member abuse or neglect, also, investigative reports, correspondence, 
family advocacy committee reports, follow-up and evaluative reports, 
and any other supportive data assembled relevant to individual family 
advocacy program files. 

Authority for maintenance of the system: 

5 U.S.C. 301, 10 U.S:C. 5132, and 44 U.S.C. 3101. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Officials and employees duties relating to health and medical treat- 
ment of members and former members of the uniformed services, 
civilians, and dependents receiving medical care under Navy aus- 
pices; determining qualifications and suitability of Navy and Marine 
Corps personnel for various programs, duty assignments, and fitness 
for continued military service; and performance of research studies of 
compilation of statistical data. 

Officials and employees of other components of the Department of 
Defense and other Departments and agencies and the Executive 
Branch of government, in the performance of their official duties 
relating to the coordination of family advocacy programs, medical 
care, and researchconcerning family member abuse and neglect. 

The Attorney General of the United States or his authorized repre- 
sentatives, in connection with litigation or other matters under the 
direct jurisdiction of the Department of Justice or carried out as the 
legal representative of the Executive Branch agencies. 

Federal, state or local government agencies when it is deemed 
appropriate to utilize civilian resources in the counseling and treat- 
ment of individuals or families involved in abuse or neglect or when 
it is deemed appropriate or necessary to refer a case to civilian 
authorities for civil or criminal law enforcement. 

Authorized officials and employees of the National Academy of 
Sciences, and private organizations and individuals for authorized 
health research in the interest of the federal government and the 
public; and authorized surveying bodies for professional certification 
and accreditation. government and the public; and authorized survey- 
ing bodies for professional certification and accreditation. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Records may be stored in file folders, microfilm, magnetic tape, 
punched cards, machine lists, discs, and other computerized or ma- 
chine readable media. 

Retrievability: : 

Records are retrieved by name of the abused or neglected family 
member and the social security number of the sponsor or guardian. 

Safeguards: 

Records are maintained in various kinds of filing equipment in 
specified monitored or controlled access rooms or areas. Public 
access is not permitted. Records are accessible only to authorized 
personnel who are properly screened and irained, and on a need-to- 
know basis, only. 2 

Computer terminals are located in supervised areas, with access 
controlled by password or other user code system. 

Retention and disposal: 


Family advocacy case records are maintained at the activity 
having cognizance of the case for a period of 5 years and are then 
destroyed. Central registry records are permanently retained under 
the control of the Bureau of Medicine and Surgery. 


NOTICES 


System manager(s) and address: 

Central Registery -- Chief, Bureau of Medicine and Surgery, Navy 
Department, Washington, D.C. 20372, -- and commanding officers of 
medical treatment facilities under the command of the Chief, Bureau 
of Medicine and Surgery, where the treatment and reporting oc- 
curred. 

Notification procedure: 


Informational requests should be directed to the cognizant system 
manager(s). Requests should contain the full name of the individual 
and social security number of the military or civilian sponsor or 
guardian, date and place of treament, and alleged reporting of inci- 
dent. The requester may visit the office of the, Chief, Bureau of 
Medicine and Surgery, 23rd and ’E’ Streets, N.W., Washington, D<. 
and the commading officers of the individual medical treatment fa- 
cilities to obtain information on whether or not the system contains 
records pertaining to hime or her. Armed Forces I.D. card or other 
type of identification bearing the picture and signature of the request- 
ed will be considered adequate proof of identity. 

Record access procedures: 

The agency’s rules for access to records may be obiained from the 
system manager. 

Contesting record procedures: 

The agency’s rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
system manager. 

Record source categories: 
~ Reports from physicians and othe medical départment personnel 
regarding the results of physical, dental, mental, and other examina- 
tions, treatment, evaluation, consultation, laboratory, x-ray, and spe- 
cial studies; reports and information from other sources, including 
educational institutions, medical institutions, law enforcement agen- 
cies, public and private health and welfare agencies, and witnesses. 

Systems exempted from certain provisions of the act: 

Part of this system may be exempt under 5 U.S.C. 552a(k) (2) and 
(5), as applicable. For additional information, contact the system 
manager(s). 


N00022ENLMAUSTSYS 
System name: 
Enlisted Master File Automated System 
System location: 


Bureau of Naval Personnel, Navy Department, Washington, D. C. 
20370; Personnel Management Information Center, New Orleans, LA 
70159; Naval Reserve Personnel Center, New Orleans, LA 70159 


Categories of individuals covered by the system: 
All Navy Enlisted Personnel: Active and Inactive 
Categories of records in the system: 


Computer file contains data concerning enlisted assignment, plan- 
ning, programming, accounting, promotions, career development, 
procurement, education, training, retirement, performance, security, 
personal data, qualifications, programming, and enlisted reserve drill 
data. The system also contains Activity Personnel Diaries, personnel 
accounting documents, Reserve Unit Drill reporis-and other person- 
ne] transaction documents necessary to maintain file accuracy and 
currency; and all computer extracts. microform, and printed reports 
therefrom. 


Authority fer maintenance of the system: 
5 USC 301 Departmental Regulations 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: _~ 

Officials and employees of the Department of the Navy in the 
performance of their official duties related to the Navy’s military 
management program. of Navy enlisted personnel and the operation 
of personnel. affairs and functions; the design, development, mainie- 
nance and operation of the automated sysiem of records. 

Comptroller General or any of his authorized representatives, upon 
request, in the course of the performance of duties of the General 
Accounting Office relating to the management, supervision, and ad- 
ministration of Navy enlisted personnel. 

The Attorney General of the United States or his authorized repre- 
sentatives in connection with litigation, law enforcement, or other 
matters under the direct jurisdiction of the Department of Justice or 
carried out as the legal representative of the Executive Branch agen- 
cies. 

Officials and employees of other components of the Department of 
Defense in the performance of their official duties related to the 
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management, supervision and administration of Navy enlisted person- 
nel and the operation of personnel affairs and functions. 

Officials and employees of other Departments and Agencies of the 
Executive Branch of government, upon request, in the performance 
of their official duties related to the management, supervision and 
administration of Navy enlisted personnel and the operation of per- 
sonnel affairs and functions. The Senate or the House of Representa- 
tives of the United States or any committee or subcommittee therof, 
on matters within their jurisdiction requiring disclosure of the files or 
records of Navy enlisted personnel. 

Such civilian contractors and their employees as are or may be 
operating in accordance with an approved, official contract with the 
U. S. Government. When required by Federal statute, by Executive 
order, or by treaty, personnel record information will be disclosed to 
the individual, organization, or governmental agency as necessary. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Automated records are stored on magnetic tapes, disks, drums and 
on punched cards. 

Printed reports and other related documents supporting the system 
are stored in authorized areas only. 

Retrievability: 

Automated records are retrieved by Social Security Account 
Number. 

Safeguards: 


Within the computer center, controls have been established to 
desseminate computer output over the counter only to authorized 
users. Specific procedures are also in force for the disposal of com- 
puter output. Output material in the sensitive category, i.e., inadver- 
tant or unauthorized disclosure will result in harm, embarrassment, 
inconvience or unfairness to the individual, will be shredded. Com- 
puter files are kept in a secure, continuously manned area and are 
accessible only to authorized computer operators, programmers, en- 
listed managment, placement, and distributing personnel who are 
directed to respond to valid, official requests for data. These accesses 
are controlled and monitored by the Security System. 

Retention and disposal: 


Automated records are retained in accordance with MAPMIS 
manual (periods range from 1 month to permanent). 

System manager(s) and address: 

Chief of Naval Personnel, Navy Department, Washington, D. C. 
20370 

Notification procedure: 

Requests by correspondence from active duty enlisted personnel 
shall be addressed to : Chief of Naval Personnel (Attn: Privacy Act 
Coordinator), Navy Department, Washington, D. C. 20370; requests 
by correspondence from inactive duty and reserve personnel shall be 
addressed to: Commanding Officer, Naval Reserve Personnel Center 
{Attn: Privacy Act Coordinator), New Orleans, La 70159; request 
shall contain full name, social security account number, rank, status, 
and signature of requestor. 

Record access procedures: 

The Agency’s rules for access to records may be obtained from 
SYSMANAGER. 

Contesting record procedures: 

The Agency’s rules for contesting contents and appealing initial 


determinations by the individual concerned may be obtained from the 
SYSMANAGER. 


Record source categories: 

Officials and employees of the Department of the Navy and De- 
partment of Defense and Components thereof in performance of their 
office duties and as specified by current instructions and regulations 
promulgated by competent authority; educational institutions. 


Systems exempted from certain provisions of the act: 
None 


N000220FFMAUSTSYS 
System name: 
Officer Master File Automated System 
System location: 
Bureau of Naval Personnel, Navy Department, Washington, D.C. 
20370; Personnel Management Information Center, New Orleans, LA 
70159; Naval Reserve Personnel Center, New Orleans, LA 70159 


Categories of individuals covered by the system: 


42499 


All Naval Officers; commissioned, warrant, active, inactive; officer 
candidates, and Naval Reserve Officer Training Corps personnel. 


Categories of records in the system: Computer file contains data 
concerning officer assignment, planning, accounting, promotions, 
career development, procurement, education, training, retirement, 
performance, security, personal data, qualifications, programming, 
and Reserve Officer drill data. System also contains activity Person- 
nel Diaries, personnel accounting documents, Reserve Unit Drill 
Reports and other personnel transaction: documents necessary to 
maintain file accuracy and currency; and all computer file extracts, 
microform and printed reports therefrom. 


Authority for maintenance of the system: 
Titie 5 USC 301 Departmental Regulations 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: i 

Officials and employees of the Department of the Navy in the 
performance of their official duties related to the management, super- 
vision, and administration of Navy officer personnel and the oper- 
ation of personnel affairs and functions; the design, development, 
maintenance and operation of the automated system of records. 

The Comptroller General or any of his authorized representatives, 
upon request, in the course of the performance, of duties of the 
General Accounting Office relating to the Navy’s military manpower 
management program. The Attorney General of the United States or 
his authorized representatives in connection with litigation, law en- 
forcement, or other matters under the direct jurisdiction of the De- 
partment of Justice or carried out as the legal representative of the 
Executvie Branch agencies. 

Officiais and employees of other components of the Department of 
Defense in the performance of their official duties related to the 
management, supervision and administration of Navy officer person- 
nel and the operation of personnel affairs and functions. 

Officials and employees of other Departments and Agencies of the 
Executive Branch of government, upon request, in the performance 
of their official duties related to the management, supervision and 
administration of Navy officer pérsonnel and the operation of person- 
nel affairs and functions. The Senate or the House of Representatives 
of the United States or any committee or subcommittee therof, on 
matters within their jurisdiction requiring disclosure of the files or 
records of Navy officer personnel. 

Such Civilain Contractors and their employees as are or may be 
operating in accordance with an approved, official contract with the 
U.S. Government. When required by Federal statute, by Executive 
order, or by treaty, personnel record information will be disclosed to 
the individual, organization, or governmental agency as necessary. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Sturage: 
Automated Records are stored on magnetic tapes, disks, drums and 


on punched cards. Printed reports and other paper documents sup- 
porting the system are stored in authorized personnel areas only. 


Retrievability: 


Automated records are retrieved by Social Security Account 
number 


Safeguards: 


Within the computer center, controls have been established to 
disseminate computer output over the counter only to authorized 
users. Specific procedures are also in force for the disposal of com- 
puter output. Output material in the sensitive category, i.e., inadver- 
tent or unauthorized disclosure that would result in harm, embarras- 
ment, inconvenience or unfairness to the indiviual, will be shredded. 
Computer files are kept in a secure, continuously manned area and 
are distributing personnel who are directed to respond to valid, 
official request for data. These accesses are controlled and monitored 
by the Security System. 

Retention and disposal: ; 

Records are retained in accordance with MAPMIS Manual (peri- 
ods range from 1 month to permanent). 

System manager(s) and address: 

Chief of Nava! Personnel, Department of the Navy, Washington, 
D.C. 20370. 

Notification procedure: 

Active duty Navy Officers/Officer Candidates shall request by 
correspondence addressed to: Chief of Naval Personnel (Attn: Priva- 
cy Act Coordinator) Navy Department, Washington, D.C. 20370. 
Naval Reserve and retired officers shall request by correspondence 
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from commanding officer, Naval Reserve Personnel Center, New 
Orleans, LA 70159. Requests shall contain full name, Social Security 
Account Number, rank, status, address and signature of the reques- 
tor. 


Record access procedures: 


The Agency’s rules for access to records may be obtained from 
SYSMANAGER. 


Contesting record procedures: 

The Agency’s rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
SYSMANAGER. 

Record source categories: 

Officials and employees of the Department of the Navy, Depart- 
ment of Defense and components therof, in performance of their 
official duties and as specified by current Instructions and Regulation 
promulgated by competent authority; official records of professional 
qualifications; Educational institutions.. 

Systems exempted from certain provisions of the act: 

None 


_ NQ0062 LORR 1130 
System name: 


Low Quality Recruiting Report (CNET Report 1130-1) 

System location: 

Commander, Naval Recruiting Command 4015 Wilson Blvd Ar- 
lington, Va 22203 

Categories of individuals covered by the system: 

Reporis of enlisted performance 

Categories of records in the system: 

Reports of performance 

Authority for maintenance of the system: 

5 USC 301 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


Used by the Navy Recruiting Command and the Chief of Naval 
Education and Training, Chief of Naval Technical Training, and the 
Recruit Training Center to evaluate the quality of recruits with a 
view towards improvement of recruitment and training. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 


Storage: 

File Folder 

Retrievability: 

Random filing by submitting activity 
Safeguards: 

Maintained in locked safe in controiled building 
Retention and disposal: 

Two years 

System manager(s) and address: 
Commander Navy Recruiting Command 
Notification procedure: 


By individual request upon presentation of letter or identification. 
Must provide program and name. 


Record access procedures: 

The agency’s rules for access to records may be obtained from the 
System Manager 

Contesting record procedures: 

The agency’s rules for contesting contents and appealing initial 
determinations by the individual concerned may be obtained from the 
System Manager 

Record source categories: 

Service Record entries, Commanding Officers performance evalua- 
tions 

Systems exempted from certain provisions of the act: 

None 


DEFENSE LOGISTICS AGENCY 
$322.10DLALZ 


System name: 
MARDAC Data Base 


NOTICES 


System location: 


Primary location: W.R. Church Computer Center, Navy Postgrad- 
uate School, Monterey, CA 93940. 

Back-up locations for processing: Air Force Data Services Center, 
Room 1D167, The Pentagon, Washington, D.C. 20330. 

U.S. Army Management Systems Support Agency, Room BD972, 
The Pentagon, Washington, D.C. 20310. 

National Military Command Systems Support Center, Room 
BE685, The Pentagon, Washington, D.C. 20331. 

Back-up files maintained at two offices of the DoD Manpower 
Research and Data Anaylsis Center-7th Floor, 300 N. Washington 
St., Alexandria, VA 22314 and 2nd Floor, 550 Camino EI Estero, 
Monterey, CA 93940. 

Selected historic files are maintained at Air Force Data Services 
Center, Room 1D167, The Pentagon; Washington, D.C. pursuant to 
court order in IBM anti-trust case. These files will be withdrawn 
from current location when legally permissible. 

Decentralized segments-military personnel research centers, and 
military personnel centers of the services; selected civilian contrac- 
tors with research contracts in manpower area; other Federal agen- 
cies. 


Categories of individuals covered by the system: 


All officer and enlisted personnel who served on active duty from 
July 1, 1968 and later; or who have been a member of a reserve 
component since July 1975; or are retired reservists; participants in 
Project 100,000 and Project Transition and the evaluation control 
groups for these programs; all individuals examined to determine 
eligibility for military service at an Armed Forces Entrance and 
Examining Station from July 1, 1970, and later; DoD civilian em- 
ployees or civiliian employees separated since January 1, 1971; all 
veterans who have utilized Vietnam-era GI Bill education and train- 
ing entitlements, who visited a State Employment Service office 
since July 1,1971, or who participated in a Department of Labor 
special training program since July 1, 1971; all individuals who ever 
participated in an educational program sponsored by the U.S. Armed 
Forces Institute, all individuals who participated in the Armed 
Forces Vocational Aptitude Testing Programs at the high school 
level since September 1969, individuals who responded to various 
paid advertising campaigns seeking enlistment information since July 
1, 1973; participants in the DHEW, Office of Education and Longitu- 
dinal Survey. 


Categories of records in the system: 


Name, Service Number, Selective Service Number, Social Security 
Account Number, demographic information such as home town, age, 
sex, race, and educational level; civihan occupational information, 
military personnel information such as rank, length of service, mili- 
tary Occupation; aptitude scores, post-service education, training, and 
employment information for veterans; participation in various in- 
service education and training programs. 


Authority for maintenance of the system: 
10 U.S.C. 136. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


The purpose of the system of records is to provide a longitudinal 
Statistical analysis capability for assessing military manpower trends 
and evaluation programs impacting of military personnel, potential 
enlistees, and veterans. 

Manpower Research and Data Analysis Center-used to analyze 
accession patterns and trends, promotion and occupation patterns and 
trends, loss patterns and trends, qualification rates, effectiveness of 
recruiting programs, participation in education and training pro- 
grams, force characteristics, post-service experiences of veterans, 
evaluation of military special pays and bonuses; evaluation of special 
programs affecting military personnel; to select sample population for 
surveys; to provide statistical data to OMB, GAO, the Military 
Services, DoD civilian contractors, educational institutions and other 
Federal agencies. 


Personnel Research and Personnel Management activities of the 
Military Services-uses are same as those specified above. 


Veterans Administration, Management Sciences Staff, Reports and 
Statistics Service, Office of the Comptroller-used to select sample for 
surveys asking veterans about the use of veterans benefits and satis- 
faction with VA services. 
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Office of Research and Statistics, Social Security Administration- 
used for statistical analyses of impact of military service and use of 
GI Bill benefits on long term earning. 

DoD Civilian Contractors-used by contractors preforming research 
on manpower problems for statistical analyses. 

Aggregate data and/or individual records contained in the record 
system may be transferred to other Federal agencies having legiti- 
mate use for such information and applying appropriate safeguards to 
protect data so provided. 

Records may be disclosed to the Civil Service Commission con- 
cerning pay, benefits, retirement deductions; and other information 
necessary for the Commission to carry out its Government-wide 
personnel management functions. 

Any record contained in the system of records may be transferred 
to any other component of the Department of Defense having the 
need-to-know in the performance of official business. 

Name and address information of former military personnel ob- 
tained from the Veterans Administration or the Military Department 
may be released to a number of DoD Components for use in attempt- 
ing to recruit and reenlist prior service personnel through direct 
contact methods. These components are as follows: U.S. Army Re- 
cruiting Command; U.S. Army Forces Command; Navy Recruiting 
Command: Chief of Naval Personnel; Chief of Naval Reserve; U.S. 
Air Force Recruiting Service; U.S. Air Force Tactical Air Com- 
mand; Headquarters Air Force Reserve; National Guard Bureau; 
Headquarters, U.S. Marine Corps; District Directors, U.S. Marine 
Corps; Commanding General, 4th Marine Division; Commanding 
General, 4th Marine Air Wing: Commandant, U.S. Coast Guard. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Magnetic computer tape. 

Retrievability: 

Retrievable by name, SSAN, age, occupation, or any other data 
element contained in system. 

Safeguards: 

Primary location-at W.R. Church Computer Center, tapes are 
stored in a locked cage in machine room, which is a controlled 
access area; tapes can be physically accessed only by computer 
center personnel and can be mounted for processing only if the 
appropriate security code is provided. 

At back-up locations in Alexandria, VA and Monterey, CA tapes 
are stored in rooms protected with cypher locks, buildings are locked 
after hours, and only properly cleared and authorized personnel have 
access. 

The Air Force Data Services Center, the U.S. Army Management 
Systems Support Agency, and the National Command Systems Sup- 
port Center are all TOP SECRET facilities. 

Retention and disposal: 

Files constitute a historical data base and are permanent. 

System manager(s) and address: 


Director, Department of Defense Manpower Research and Data 
Analysis Center (MARDAC), 550 Camino Ei Estero, Monterey, CA 
93940. 

Notification procedure: 

Information may be obtained from: Director, Department of De- 
fense Manpower Research and Data Analysis Center, 550 Camino Fl 
Estero, Monterey, CA 93940. Telephone: Area Code 408/646-2951. 

Record access procedures; 


Requests from individuals should be lillian to Director, 
MARDAC, 550 Camino E! Estero, Monterey, CA 93940. 

Written requests for information should contain the full name, 
Social Security Account Number, date of birth, and current address 
and telephone number of the individual. 

For. personal visits, the individual should be able to provide some 
acceptable identification such as driver’s license, or military or other 
ID card. 

Contesting record procedures: 


The agency’s rules for access to records and for coniesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSTEM MANAGER. 

Record source categories: 

The Military Services, the Veterans Administration, the Office of 
Education of the Department of HEW, from individuals via survey 
questionnaires, the Department of Labor. 


Systems exempted from certain provisions of the act: 


None 


$322.20DLA-LZ 

System name: ~ 

Reenlistment Eligible File (RECRUIT). 

System location: 

W. R. Church Computer Center, Naval Postgraduate School, Mon- 
terey, CA 93940. 

Back-up file-Department of Defense Manpower Research and Data 
= Center, 7th Floor, 300 N. Washington St., Alexandria, VA 

2314. 

Back-up file-Department of Defense Manpower Research and Data 
Analysis Center, 550 Camino El Estero, Monterey, CA 93940. 

Categeries of individuals covered by the system: 


Former enlisted personnel of the military services who separated 
from active duty during the immediately preceding forty-eight 
months and who are eligible for immediate reenlistment. 

Categories of records in the system: 


Social Security Account aaa Name, Service, Date of Birth, 
and Date of Separation. 

Authority for maintenance of the pares 

10 U.S.C. 136 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The purpose of the system is to assist recruiters in reenlisting prior- 
service personnel. 

Department of Defense Manpower Research and Data Analysis 
Center, used to provide to recruiters in the military service and the 
Coast Guard information on individuals eligible for immediate reen- 
listment; for statistical analyses of prior-service reenlistment trends 
and of demographic characteristics of applicants for reenlistment; 
such analyses may require merging with other record systems. 

Any individual records contained in the system might be trans- 
ferred to any component of the Department of Defense having a 
need to know in the performance of official business. 

Any record may be disclosed to law enforcement or investigatory 
authorities for investigation and possible criminal prosecution, civil 
court action, or regulatory order. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 


Most recent thirty-six months separation stored on magnetic disc; 
full forty-eight months stored on magnetic tape. 

Retrievability: 

Retrievable by Social Security Account Number. 

Safeguards: 

DISC File is protected by password access and hard-wire system. 
Alexandria, Virginia location has tape storage areas in locked room 
accessible only to authorized personnel; building is locked after 
hours. 

Monterey, California location has tape storage area in locked room 
accessible only to authorized personnel; building is locked after 
hours. 

Recruiters making telephone inquiries must have valid recruiter 
identification and call back number. , 

Retention and disposal: 


Records more than forty-eight months old are purged from the 
system. 


System manager(s) and address: 


Director, Manpower Research and Data Analysis Center, 550 
Camino El] Estero, Monterey, California 93940. 

Notification procedure: 

Information may be obtained from: Manager, RECRUIT system, 
Manpower Research and Data Analysis Center, 300 N. Washington 
St., 7th Floor, Alexandria, VA 22314, Telephone: Area Code 703/ 
325-0490. 

Record access procedures: 

Requests from individuals should be addressed to: Manager, RE- 
CRUIT System, Manpower Research and Data Analysis Center, 300 
N. Washington Street, Alexandria, VA 22314. 

Written request for information should contain the full name, cur- 
rent address, telephone number, Social Security Account Number, 
and date of separation of the individual. 

For personal visits, the individual should be able to provide some 
acceptable identification such as driver’s license. 
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Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSTEM MANAGER. 

Record source categories: 


The data contained in the system are obtained from the Army, 
Navy, Air Force, Marine Corps, and Coast Guard. 


Systems exempted from certain provisions of the act: 
None 


$322-35DLA-LZ 
System name: 

Survey Data Base. 

System location: 

Primary Location-W.R. Church Computer Center, Naval Postgrad- 
uate School, Monterey, California 93940. 

Decentralized locations for back-up files-Department of Defense, 
Manpower Research and Data Analysis Center, 7th Floor, 300 N. 
Washington St., Alexandria, Virginia 22314 and 2nd Floor, 550 
Camino El Estero, Monterey, California 93940. 

Categories of individuals covered by the system: 

Individuals who'selected at random for survey administration and 
who completed survey forms. Survey data is collected on a periodic 
basis. Current data were collected at selected Armed Forces En- 
trance and Examining Stations (AFEES), during September 1974, 
May 1975, or since January 1975; additional data were collected by 
Gilbert Youth Organization (civilian contractor) in nation-wide sur- 
veys during May or November 1973, or May or November 1974. 

Categories of records in the system: 

SSAN and responses to survey items dealing with attitudes toward 
the military. 

Authority for maintenance of the system: 

10 U.S.C. 136. s 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The purpose of the file is to sample attitudes toward enlistment in 
the military and determine reasons for enlistment decisions. 

Manpower Research and Data Analysis Center-used to analyze 
trends in enlistment motivation, attitudes toward military service, 
attractiveness of various enlistment incentives; survey files are linked 
with military personnel inventory, gain, and loss files to statistically 
relate survey data to later advancement, attritions, and reenlistment 
patterns. 

Any individual record in the system may be transferred to any 
component of the Department of Defense having the need to know 
in the performance of official business. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: : 

Storage: 

Magnetic Computer Tape 

Retrievability: 

Records can be retrieved by Service of accession, period of 
survey, race, sex, education level, or Social -Security Account 
Number. 

Safeguards: ; 

Tapes stored at the primary location are kept in a locked storage 
cage in a controlled access area; tapes stored at the back-up locations 
are kept in locked storage areas in buildings which are locked after 
hours. 

Retention and disposal: 


Records are permanent. Survey answer sheets which are ops- 
canned to create tape are destroyed after tape is created. 


System manager(s) and address: 

Director, Manpower Research and Data Anaylsis Center, 550 
Camino E} Estero, Monterey, California 93940. 

Notification procedure: 

Information may be obtained from: Chief, Market and Survey 
Research Division, Manpower Research and Data Analysis Center, 
300 N. Washington St., 7th Floor, Alexandria, Virginia 22314, Tele- 
phone: Area Code 703/325-0490. 


Record access procedures: 


NOTICES 


Requests from individuals should be addressed to: Chief, Market 
and Survey Research Division, Manpower Research and Data Anal- 
ysis Center, 300 N. Washington St., Alexandria, VA 22314. 

Written requests for information should contain the full name, 
Social Security Account Number, and current address and telephone 
number of the individual. In addition, the approximate date and 
location where the survey was completed should be provided. 

For personal visits, the individual should be able to provide some 
acceptable identification such as driver’s license or military or other 
ID card. 


Contesting record procedures: 


The agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
may be obtained from the SYSTEM MANAGER. 


Record source categories: 

The survey information is provided by the individual; additional 
data which are linked to survey data as described in the routine uses 
section, are obtained from the military services. 


Systems exempted from certain previsions of the act: 
None 


DEFENSE INVESTIGATIVE SERVICE 


V5-01 
System name: 
V5-01 Investigative Files System 
System location: 


Defense Investigative Service (DIS), Investigative Files Division, 
(D0840) P.O. Box 1211, Baltimore, MD 21203 has primary control 
over the system and is responsible for the maintenance of completed 
investigative records. The Special Investigations Center, 1000 Inde- 
pendence Ave. S.W., Washington, DC 20314 maintains limited cate- 
gories of these. records. DIS operational centers; District Offices; 
Field Offices; Resident Agencies and various DIS headquarters staff 
elements originate and have temporary control over portions of rec- 
ords. 

Categogfes of individuals covered by the system: 

Military personnel who are on active duty, applicants for enlist- 
ment or appointment and reservists and National Guardsmen; DoD 
civilian personnel who are paid from appropriated funds; industrial or 
contractor personnel who are working in private industry in firms _ 
which have contracts involving access to classified DoD information 
or installations; Red Cross personnel and personnel paid from nonap- 
propriated funds who have DoD affiliation; ROTC cadets; former 
military personnel; individuals residing on, having authorized official 
access to, or conducting or operating any business or other functions 
at any DoD installation or facility. 

Individuals not affiliated with the Department of Defense when, 
during the previous year, their activities have directly threatened the 
functions, property or personnel of the DoD or they have engaged 
in, or conspired to engage in, criminal acts on DoD installations or 
directed at the DoD. 


Categories of records in the system: 


Official Reports of Investigations (ROI’s) prepared by DIS or 
other DoD, Federal, state or local official investigative activities 

DIS Information Summary Reports (ISR’s) which record unsolicit- 
ed information received by DIS concerning a person or incident 
which is of direct interest to other DoD components or Federal 
agencies. (When such information is received by DIS it is reported as 
it was received, without investigation or confirmation, by ISR and 
transmitted to the interested activity.) 

Attachments to ROI!’s or ISR’s including exhibits, subject or inter- 
viewee statements, police records, medical records, fingerprint cards, 
credit bureau reports, employment records, education records, release 
statements, summaries of or extracts from other similar records or 
reports. 

Case control and management documents which are not reports of 
investigation, but that serve as the basis for investigation, or serve to 
guide and facilitate investigative activity, including documents pro- 
viding the data to open and conduct the case, such as the Personnel 
Security Investigation Request; documents, initiated by the subject 
such as personnel history documents, and fingerprint records; and 
documents used in case management and control, such as release 
statements, case transfer forms, and documents directing the inquiry. 


- 
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DIS file administration and management documents accounting for 
the disclosure, control and access to a file, such as warning sheets, 
separators, forwarding correspondence and accounting records re- 
quired by 5 U.S.C. 552 and 552a. 

Cross references to chronological correspondence files disclosing 
unfavorable aa administrative action taken based on DIS investiga- 
tions. 


Authority for maintenance of the system: 


Section 301 of 5 U.S.C. Departmental Regulations 

Section 310 of 44 U.S.C. Records Management 

Sections 2, 3, 4, 5, 6, 8 and 9, Executive Order 10450, Security 
Requirements for Government Employment. 

Section 6(A), Executi:e Order 11652, Classification and Declassifi- 
cation of National Security Information and Material. 

Sections III and V, DoD Directive 5105.42, Charter for the De- 
fense Investigative Service. 

Section IIIA, DoD Directive 5200.2b, Defense Investigative Pro- 
gram. 

Section IV A and B, DoD Directive 5200.27, Acquisition of Infor- 
mation Concerning Persons and Organizations not Affiliated with the 
Department of Defense. 

Section IX, DoD Directive 5210.7, Department of Defense Civil- 
ian Applicant and Employee Security Program. 

Section I, DoD Directive 5210.8, Policy on Investigation and 
Clearance of DoD Personnel for Access to Classified Defense Infor- 
mation. 

Section VII, DoD Directive 5210.9, Military Personnel Security 
Program 

Section V A 2., DoD Instruction 5210.25, Security Acceptability 
of American National Red Cross Employees at Department of De- 
fense Installations and Activities. 

Section I, DoD Instruction 5210.26, Investigation of American 
National Red Cross Employees on Duty at Department of Defense 
Installations and Activities in the Zone of Interior. 

Encl 3, paragraphs b 2 and 3, DoD Directive 5210.41, Security 
Criteria and Standards for Protecting Nuclear Weapons. 

Section III, DoD Directive 5210.45, Personnel Security in the 
National Security Agency 

Section VII, DoD ate 5210.55, Selection of Department of 
Defense Military and Civilian Personnel for Assignment to Presiden- 
tial Support Activities. 

Section IV, C, DoD Directive 5220.6, Industrial Personnel Securi- 
ty Clearance Program. 

Section V B, DoD Instruction 5220.28, Application of Special 
Eligibility and Clearance Requirements in the SIOP-ESI Program for 
Contractor Employees. 

Section 1 (a) and 2, Executive Order 10865, Safeguarding Classi- 
fied Information Within Industry. 

Section III, DoD Instruction 5030.34, Agreement between the 
Department of Defense concerning Protection of the President and 
Other Officials. ; J 

Paragraph 10, Director of Central Intelligence Directive No. 1/14, 
Uniform Personnel Security Standards and Practices Governing 
Access to Sensitive Compartmented Information C. 

Section II, DSA Regulation 5705.2, Criminal Investigative Support 
to the Defense Supply Agency. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Purpose for which collected. 

Personnel security investigative information is collected to insure 
that the acceptance or retention of persons to sensitive DoD posi- 
tions, or granting individuals access to classified information, includ- 
ing those employed in defense industry, is clearly ‘consistent with 
national security. 

Criminal investigative information is collected on request to identi- 
fy offenders, provide facts and evidence upon which to base prosecu- 
tion and effect the recovery of property which has been wrongfully 
appropriated. 

Information contained in ISR’s (see description in RECORD-CAT- 
EGORY) regarding criminal, personnel security, counterintelligence, 
or intelligence matters, when received, is disseminated to appropriate 
Federal agencies or other DoD components. 

Criminal and personnel security information is collected during 
reciprocal investigations conducted for other DoD and federal inves- 
tigative elements (or in limited instances, criminal information for 
local, or state law enforcement agencies) for maintenance and use by 
the requesting activity. 

Information regarding alleged security violations is collected on 
request to establish whether or not a compromise occured and to 
identify the personnel invoived. 
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Criminal information received by DIS personnel in the course of 
their duties which is of direct interest to a local law enforcement 
agency and therefore furnished to that agency orally or by letter. 

Users of DIS investigative information are: 

(1) DIS personnel in the course of their official duties. 

(2) Other accredited DOD investigative components, DOD agen- 
cies, elements of the Military Departments designated by the depart- 
ments and representatives of the Secretary of Defense and the Joint 
Chiefs of Staff. 

(3) Accredited Federal criminal and civil law enforcement and 
intelligence agencies. 

(4) State and local official criminal law enforcement agencies. 

(5) Other accredited federal agencies conducting investigations to 
evaluate suitability for employment or access to classified informa- 
tion. 

(6) Congressional committees and the Government Accounting 
Office. 

Specific uses of DIS investigative records are: 

To determine the loyalty, suitability, eligibility, and general trust- 
worthiness of individuals for access to Defense information and facili- 
ties by the first two categories of users, above. 

To determine the eligibility and suitability of individuals for entry 
into and retention in the Armed Forces by the second category of 
users, above. 

To provide information pertinent to the protection of persons 
under the provisions of 18 U.S.C. 3056, by the first three categories 
of users, above. 

For use in criminal law enforcement investigations including statu- 
tory violations, counterintelligence, as well as counterespionage and 
other security matters by the first through fourth and the sixth 
categories of users, above. 

In the event that records maintained in this system indicate a 
violation or potential violation of law, whether civil, criminal or 
regulatory in nature, and whether arising by general statute or partic- 
ular program statute, or by regulation, rule or order issued pursuant 
thereto, the relevant records in the system of records may be re- 
ferred, as a routine use, to the appropriate agency charged with the 
responsibility of investigating or prosecuting such violation or 
charged with enforcing or implementing the statute, or rule, regula- 
tion or order issued pursuant thereto. 

To provide information in judicial or adjudicative proceedings 
including litigation, or in accordance with a court order by the first 
three categories of users, above. 

To make statistical evaluations of DIS investigative activities by 
the first, second and sixth categories of users, above. 

To respond to Freedom of Information and Privacy Act access 
requests, by the first category of users, above. 

To provide. information in response to Inspector General, and 
EEO or other complaint investigations and Congressional inquiries 
by the first, second and sixth categories of users, above. 

To determine the eligibility and suitability of an individual for 
personnel actions in the Armed Forces of the United States, as 
deemed appropriate by the second category of users, above. 

A record such as identification data, from this system of records 
may be disclosed as a routine use to a federal, state local or foreign 
agency maintaining relevant information or to business enterprises to 
obtain employment records if necessary to obtain information rele- 
vant to an assigned investigation. 

A record from this system of records may be disclosed to a federal 
agency, in response to its request, in connection with the hiring or 
retention of an employee, the issuance of a security clearance, the 
reporting of an investigation of an employee, or other benefit by the 
requesting agency, to the extent that the information is relevant and 
necessary to the requesting agency’s decision on the matter by any 
agency of the first, second, third or fifth categories of users, above. 

Transfers of information from this record system to other DoD 
components is a routine intra-agency use under the provisions of 5 
U.S.C. 552a3(b)(1). 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders, microfilm, magnetic tape or supple- 
mentary index cards. 

Retrievability: 

Investigations are centrally retrievable through the DIS Case Con- 
trol System (DCCS) or the Defense Central Index of Investigations 
(DCI) systems described separately in this notice. Reciprocal investi- 


gations jurisdictions, may be retrieved only through a limited manual 
disclosure accounting system 
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Safeguards: 


Completed investigative records are maintained and stored in 
power files, open shelves and filing cabinets which are housed in 
secured areas accessible only to authorized personnel who are prop- 
erly screened and have a need to know. Information contained on 
magnetic tape is secured in the same manner as the DCII, described 
separately. Recipients of investigative information are responsible for 
safeguarding information within the guidelines provided by DIS. 

Retention and disposal: 

Retention of closed DIS investigative files is authorized for 30 
years maximum, except as follows: (1) Files which have resulted in 
adverse action against an individual will be retained permanently, (2) 
Files developed on persons who are being considered for affiliation 
with the Department of Defense will be destroyed within one year if 
the affiliation is not completed. In cases involving a pre-appointment 
investigation, if the appointment is not made due to information 
developed by investigation, the file will be retained permanently. If 
the appointment -is not made for some other reasons not related to 
the investigation, the file will be destroyed within one year; (3) 
Information within the purview of the Department of Defense Direc- 
tive 5200.27, ’Acquisition of Information Concerning Persons and 
Organizations Not Affiliated with the Department of Defense’, is 
destroyed within 90 days after acquisition by DIS unless its retention 
is required by law or unless its retention has been. specifically author- 
ized by the Secretary of Defense or through the Chairman, DIRC. 

Generally, ISR’s and reciprocal investigations are retained for only 
60 days. 

Partial duplicate records of personnel security investigations are 
retained for 60 days by DIS field elements. Partial duplicate records 
in criminal and special investigations are retained for one year. 


System manager(s) and address: 


Director, Defense Investigative Service, 1000 Independence Ave. 
S.W., Washington, DC 20314 

Notification procedure: 

Requests should be addressed to the Assistant for Information, 
Defense Investigative Service, 1000 Independence Ave. S.W., Wash- 
ington, DC 20314. The full name, date and place of birth, and social 
security account number are necessary for retrieval of information. 
More information or a notarized statement verifying the identity of 
requesters may be required. The Information Office, at Room 2H043 
1000 Independence Ave., Washington, 20314 DC may be visited by 
personnel making inquiries regarding this system. A check of person- 
al identification will be required of all visitors making such inquiries. 


Record access procedures: 


Access may be obtained through the Information Office at the 
address listed above. 


Contesting record procedures: 
DIS rules for contesting and appealing initial determinations may 


be obtained from the Assistant for Information at the address listed 
above 

Record source categories: 

Categories of sources of records. 

Subjects of investigations. 

Records of other DoD activities and components. 

Federal, state, county and municipal records. 

Employment Records of private business and industrial firms. 

Educational! and disciplinary records of schools, colleges, universi- 
ties, technical and trade schools. 

Hospital, clinic and other medical records. 

Records of commercial enterprises such as real estate agencies, 
credit bureaus, loan companies, credit unions, banks and other finan- 
cial institutions which maintain credit information on individuals, 
transportation companies, (airlines, railroad, etc.) 

The interview of individuals who are thought to have knowledge 
of the subject’s background and activities. 

The interview of witnesses, victims and confidential sources. 

The interview of any individuals deemed necessary to complete 
the DIS investigation. 

Miscellaneous directories, rosters and correspondence. 

_ Any other type of record deemed necessary to complete the DIS 
investigation. 


Systems exempted from certain provisions of the act: 

In accordance with subsection 3j(2) of the Act, information main- 
tained by the Special Cases Division of DIS may be exempted from 
the provisions of subsections (c)(3) and (4); (d); (e)(1), (2) and (3); 
(e)(5) and (8); and (g). Information maintained by, or at the direction 
of, this unit includes criminal investigations for which the DIS has 
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primary responsiblity and certain ISR’s and reciprocal investigations, 
and security or counterintelligence information which may be used in 
criminal prosecution. The withholding of this information will be to 
allow the DIS Special Cases Division, a criminal law enforcement 
component, to conduct effective investigations into alleged unlawful 
activity or crime conductive situations without jeapordizing such 
investigations. Knowledge of the investigations of the Special Cases 
Division could enable subjects to take actions to prevent detection of 
criminal activities, conceal evidence, or to escape prosecution. It 
could also lead to intimidation of or harm to sources, informants, 
witnesses and their families. Information from this system will be 
withheld only to the extent that its release would interfere with such 
investigations. ; k 

Under subsection 3k(1) of the Act, properly classified material 
contained in DIS investigatory files is exempt from the provisions of 
subsection (d). This exemption will protect information, the disclo- 
sure of which would have an adverse effect on the national defense 
or foreign policy. ae 

Under subsection 3k(2) of the Act, other investigatory material 
including certain reciprocal investigations and counterintelligence in- 
formation is exempt from subsection (c) (3), (d), (e) (4) (G,H andl) 
and (f) until such time as action is taken regarding allegations, and 
after that time only to the extent that the information would identify 
a confidential source who furnished information under an express 
promise that the identity of the source would be held in confidence 
(or prior to the effective date of the Act under an implied promise). 
This exemption will permit the DIS to conduct certain law enforce- 
ment investigations effectively and to protect the identities of sources 
who would not otherwise provide information. 

Protective Service: Under subsection 3k(3) of the Act, DIS investi- 
gatory material maintained in connection with assisting the US Secret 
Service (USSS) to provide protective services to the President of the 
United States or other individuals pursuant to section 3056 of Title 
18 is exempt from subsections (c) (3), (d), (e) (1), (e) (4), (g, h and i), 
and (f). This exemption provision will enable DIS to continue its 
support of the US Secret Service without compromising the effec- 
tiveness of either activity. 

Under subsection 3k(5) of the Act, personnel security investigatory 
material from subsections (c) (3), (d) and (f), is exempt to the extent 
that the disclosure of such material would reveal the identity of a 
confidential source as described above. This exemption provision will 
allow DIS to collect information from certain sources who would 
otherwise be unwilling to provide information necessary to personnel 
security investigations. 


V5-05 
System name: 
V5-05 Subject and Reference Locator Records. 
System location: 
A decentralized system maintained by Defense Investigative Serv- 
ice field units. 
Categories of individuals covered by the system: 


Military personnel and civilian employees of the Department of 
Defense. 


Categories of records in the system: 


Personnel, locator, assignment rosters and housing records fur- 
nished by Army, Navy, Air Force and Marine Corps posts, bases and 
stations in the U.S. and Puerto Rico and retained for periods longer 
than they are retained by originating activities. Examples of such 
records are Army Locator/Organizational Rosters (A0102.03a 
DAAG) and Army Housing Files(A1511.01laDAPE). 


Authority for maintenance of the system: 

10 U.S.C. 133, E.O. 10450, E.O. 10865, DoD Directive 5105.42. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

Records are maintained by DIS investigative elements for use in 
locating supervisors, coworkers and character references of subjects 
of DIS investigations and to identify or verify the locations and 
assignments of subjects when this information cannot be obtained 
through other local sources. Information from this system may be 
provided to law enforcement agencies for the same purposes. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 


Paper listings in files or binders, computer products, microfiche, 
index cards. 


Retrievability: 
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By name and other identifying data. 

Safeguards: 

Maintained in locked cabinets or locked rooms and only DIS 
personnel have access. 

Retention and disposal: 

Records are retained for a maximum of five years. 

System manager(s) and address: 

Director, Defense Investigative Service, 1000 Independence Ave. 
SW., Washington, D.C.20314 

Notification procedure: 

Requests should be addressed to the Assistant for Information, 
Defense Investigative Service, Washington, D.C.20314. The full 
name, date and place of birth, social security account number, mili- 
tary service numbers are required and the name and location of the 
post, base, or station and periods of assignment or employment so 
that a thorough search can be conducted. A notarized statement 
verifying the identity of requestors is required. The Information 
Office, at room 2H043, 1000 Independence Ave. S.W., Washington, 
D.C. may be visited by personnel making inquiries regarding this 
system. A check of personal identification will be required of all 
visitors making such inquiries. 

Record access procedures: 

Access may be obtained through the Information Office at the 
address listed above. 

Contesting record procedures: 


DIS rules for access to records and for contesting and appealing 
initial determinations are contained in 32 CFR Part 298a and DIS 
Regulation 28-4. 


Record source categories: 


Military personnel offices, training schools and housing offices for 
installations. 


Systems exempted from certain provisions of the act: 
NONE 


UNIFORMED SERVICES UNIVERSITY OF 
HEALTH SCIENCES 


WUSU01 
System name: 

Uniformed Services University of the Health Sciences (USUHS) 
Personnel Files 

System location: 

A central personnel record file will be maintained at the USUHS 
personnel office, 4301 Jones Bridge Road, Bethesda, Maryland 20014. 
A supplemental file consisting of summary data on each employee 
will be stored in the computer. at Bolling AFB, Washington, D.C. 
20301. 

Categories of individuals covered by the system: 

Records will be maintained on all personnel assigned to USUHS - 
full-time and part-time. 

Categories of records in the system: 

The type of information which will be maintained on employees is 
as follows: Identity and demographic information (e.g., SSAN, name, 
sex, address, birth date, minority status, etc.), Academic and experi- 
ence background data consisting of: (1) Schools attended; (2) De- 
grees earned; (3) Work experience, awards, etc.; (4) Letters of refer- 
ence, performance evaluations, etc. 

Authority for maintenance of the system: 

Title 10, United States Code, Section 136. 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The System will be used for documenting the work experience of 
USUHS personnel. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Material stored in file folders 

Retrievability: 

The system will be indexed by name and SSAN. Records will be 
available to: The individual concerned. Employees of USUHS on a 
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need to know basis. Other agencies of the Government to satisfy 
requests for routine reports. 


Safeguards: 
The file will be maintained in securable file cabinets 
Retention and disposal: 


Indefinite files that are retained while the individual is employed 
and then retired. 


System manager(s) and address: 


The personnel officer of the University will be the custodian of 
this file (business address: 4301 Jones Bridge Road, Bethesda, Mary- 
land 20014). Telephone: 202-295-2158. 


Notification procedure: 


Inquiries regarding the personnel files should be directed to the 
SYSMANAGER. 


Record access procedures: 
Information on the procedures for gaining access to and contesting 


records will be furnished each employee by the Personnel Office 
upon entry into duty with USUHS. 


Contesting record procedures: 
The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


= — in 32 CFR 286b and OSD Administrative Instruction 
fe) 


Record source categories: 
Information contained in the file is furnished by the employee, 
supervisors and references supplied by the employee. 
Systems exempted from certain provisions of the act: 
None 
WUSU02 
System name: 


Uniformed Services University of the Health Sciences (USUHS) 
Payroll System 


System location: 
Central files are maintained at Bolling Air Force Base Accounting 
and Finance Office, Civilian Pay Branch. Satellite file maintained at 


USUHS Adimninistrative Offices at 4301 Jones Bridge Road, Bethesda, 
Maryland 20014 


Categories of individuals covered by the system: 
Ali civilian personnel paid by the USUHS. 
Categories of records in the system: 


Information contained in the system includes: Name, SSAN, Pay 
Grade, Number of Withholding exemptions, Gross and Net Pay, 
Other Pay Information. 


Authority for maintenance of the system: 

Title 10, United States Code, Section 136 

Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


The system will produce data for budget purposes and as backup 
information for audits. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

The information will be stored as computer print-out. 

Retrievability: 

The system will be indexed by name. 

Safeguards: 

The information will be available for personnel in the Personnel/ 
Manpower Division of the USUHS or other personnel who have a 


demonstrated need to know, e.g., auditors, Congress, etc. The materi- 
al will be stored in metal file containers. 


Retention and disposal: 

The records will be maintained for one year and then destroyed by 
burning. 

System manager(s) and address: 

The responsible official in the USUHS for the Civilian Pay System 
is Chief, Personnel/Manpower 4301 Jones Bridge Road, Bethesda, 
Maryland 20014. Telephone: 202-295-2185. 


Notification procedure: 


Any inquiries should be directed to the sdeanemaemaaceas eile Di- 
vision at the above address. 
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Record access procedures: 


Information may be accessed in person at the above address. Re- 
quests for change to the information must be made in writing at the 
above address. 


Contesting record procedures: 


The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 2864 and OSD Administrative Instruction 
No. 81. 


Record source categories: 


Computerized pay records from Bolling Air Force Base Account- 
ing and Finance Office. 


Systems exempted from certain provisions of the act: 
None 


WUSU03 
‘System name: 


Uniformed Services University of the Health Sciences (USUHS) 
Student Record System. 


System location: 

The file will be maintained in the Registrar’s Office, USUHS, 4301 
Jones Bridge Road, Bethesda, Maryland 20014. 

Categories of individuals covered by the system: 


Records will be maintained on all] students who mance to the 
University. 


Categories of records in the system: 


Grade reports and instructor evaluations of performance/achieve- 
ment; transcripts summarizing by -course title, grade, and credit 
hours; records of disciplinary action; records of awards, honors, or 
distinctions carned by students; and data carried forward from the 
Applicant File System. 


Authority for maintenance of the system: 
Public Law 92-426, Ch 104, Section 2114. 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 


The System will be used for documenting the academic achieve- 
ment of students. 


Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders. 

Retrievability: 

The system will be indexed by name and SSAN. 

Safeguards: 


Records will be maintained in metal file cabinets in a securable 
area. 


Retention and disposal: 
Records will be maintained permanently. 
System manager(s) and address: 


The Registrar of the University, 4301 Jones Bridge Road, Bethes- 
da, Maryland 20014. 


Notification procedure: 


Information may be obtained from: 
USUHS 


Registrar’s Office 

4301 Jones Bridge Road 
Bethesda, Maryland 20014 
Telephone: 202-295-2118 

Record access procedures: 

Requests to review individual student’s records may be made by 
telephone or visit to the Regisirar’s Office, USUHS, 4301 Jones 
Bridge Road,. Bethesda, Maryland 20014. 

Written requests should include name, SSAN, and dates attended. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing intitial) determinations by the individual con- 
cerned are contained in 32 CFR 286b and OSD Administrative In- 
struction No. 81. 

Record source categories: 

Information is furnished by instructor personnel. 

Systems exempted from certain provisions of the act: 


NOTICES 


None 
WUSU04 
System name: 


Uniformed Services University of the Health Sciences (USUHS) 
Applicant Record System. 

System location: 

A central applicant record file will be maintained at the USUHS 
Admission Office, 4301 Jones Bridge Road, Bethesda, Maryland 
20014. 

A supplemental file consisting of summary data on each applicant, 
to be derived from data collected in the central file, will be stored on 
magnetic tape and maintained at the Pentagon Computer Center, 
Washington, D. C. 

Categories of individuals covered by the system: 

Records will be maintained on all individuals applying for admis- 
sion. 

Categories of recerds in the system: 

Identity and demographic information (e.g., SSAN, name, sex, 
minority status, address, birth date, citizenship, etc.); Academic and 
aptitudinal background data consisting of: (1) Schools attended, (2) 
Degrees earned, (3) GPA for college and graduate work, (4) Course 
hours completed in college and graduate school, (5) Medical College 
Admission Test scores and percentiles; information regarding work 
experience, socioeconomic background, hobbies, extracurricular in- 
volvements in college, community/ service activities, honors and 
awards achieved, and professional and/or societal contributions; Let- 
ters Of reference; persona! statements (autobiographical in nature); 
service preference statement; interview evaluations; test results and 
personality inventory scores on instruments used to assess noncogni- 
tive potential and aptitude; official college transcripts and health 
data. Unsolicited information provided by applicants will also nor- 
mally be retained when such information pertains to the matters 
described above. 

Authority for maintenance of the system: 

Public Law 92-426, Ch 104, Section 2114 


Routine uses of records maintained in the system, including catego- 
ries of users and the purposes of such uses: 

The system will be used for selecting students to USUHS, and 
conducting studies of the selection process. 

Policies and practices for storing, retrieving, accessing, retaining, and 
disposing of records in the system: 

Storage: 

Paper records in file folders and magnetic tape. 

_ Retrievability: 

The central file will be indexed by name. The computer file will be 
sequenced by SSAN, with data retrievable by any single or combina- 
tion of variables stored, e.g., sex, minority status, ranking by aca- 
demic performance, ranking by test achievement, state of residence, 
college attended, etc. 

Safeguards: 

All material will be maintained in metal rotary files in a securable 
Office; the satellite file on disks, securably stored at the Pentagon 
Computer Center. 

Retention and disposal: 

Records of applicants who matriculate to the school will ies con- 
verted to student records and maintained permanently. Records of 
applicants who do not matriculate will be retained for five years and 
then destroyed by burning. Portions of the record may be retained 
on magnetic tape for longer periods. 

System manager(s) and address: 

The USUHS officer who will be responsible for the Applicant 
Record System is the Assistant Dean for Academic Support (business . 
address: 4301 Jones Bridge Road, Bethésda, Maryland 20014). 

Notification procedure: 

Inquiries regarding the system should be directed to the Assistant 
Dean for Academic Support, 4301 Jones Bridge Road, Bethesda, 
Maryland 20014. Telephone: 202-295-2125. 

Record access procedures: 

Request for access for an individual’s file should be made by either 


, writing or calling the Assistant Dean for Academic Support. 


For written requests the information should contain the full name 
of the individual, current address and telephone number. 


Contesting record procedures: 
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The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 
are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


Record source categories: 


The bulk of the information in the system will be furnished by the 
applicants. It will be either prepared by them personally, or submit- 
ted by other individuals/agencies in their behalf at their (the appli- 
cants’) specific request. The remaining elements of the systems, the 
data not furnished by the applicants, will consist of evaluative rec- 
ords prepared and developed by admissions personnel based on inter- 
views, school administered tests, and analyses of applicant records. 


Systems exempted from certain provisions of the act: 
None 


Records of applicants who matriculate to the school will be con- 
verted to student records and maintained permanentiy. Records of 
applicants who do not matriculate will be retained for five years and 
then destroyed by burning. Portions of the record may be retained 
on magnetic tape for longer periods. 


System manager(s) and address: 

The USUHS officer who will be responsible for the Applicant 
Record System is the Assistant Dean for Academic Support (business 
address: 4301 Jones Bridge Road, Bethesda, Maryland 20014). 

Notification procedure: 


Inquiries regarding the system should be directed to the Assistant 
Dean for Academic Support, 4301 Jones Bridge Road, Bethesda, 
Maryland 20014. Telephone: 202-295-2125. 

Record access procedures: 


Request for access for an individual’s file should be made by either 
writing or calling the Assistant Dean for Academic Support. 

For written requests the information should contain the full name 
of the individual, current address and telephone number. 

Contesting record procedures: 

The Agency’s rules for access to records and for contesting con- 
tents and appealing initial determinations by the individual concerned 


are contained in 32 CFR 286b and OSD Administrative Instruction 
No. 81. 


[FR Doc. 78-25819 Filed 9-19-78; 8:45 am] 
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